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About this document

This document is designed to help Software Developer or Publisher to protect their Copyright or IP by

protecting their software they want to publish. And help the software resource supplier to protect their

software resources.

Target User: The operation staff of Virbox Protector who is responsible for software copyright and IP

protection.

Virbox Protector Family members

Product

Description

Charge mode

Operation System &

Platform support

Virbox Protector

(Standalone)

Independent Protection tools, support to
integrate work with the third party License

Solution, or be used for software application

Purchase
according to

program language

Following release
version available:

Windows, Linux,

protection, shielding and hardening; and operation | macOS, ARM Linux
system and Android
system
Virbox Protector | For developer to trial and Evaluation only, the | Free Following release
(Trial Edition) protected application by Virbox Protector (Trial version available:
Edition) will be valid & used within 7 days; Windows, Linux,
macOS, ARM Linux
and Android
system
Virbox Protector | This version contain and provided by Virbox | Free Windows, Linux
(LMm) LM SDK, support macOS, Linux and Windows and macOS
System only (it doesn't support ARM Linux,
Android and other loT system;
Virbox Protector | For Developer who want to protect the | Purchase
(LM) Pro application in ARM linux, Android SO libs, ARM | according to
Unity3D, macOS and issue the license by use | your System

of Virbox LM SDK, pls use this version,

Environment

Virbox Protector

(Moway)

This is the Protector provided to the developer

freely who select the Moway Dongle to be the

Free

Windows, Linux
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license container for their applications, it

contained in the Moway SDK

Virbox Protector

(Moway) Pro

Enhance the encryption/protection feature to
basic functions: support Obfuscation, Code

Encryption, Virtualization

Purchase Windows, Linux

Operation System and Language Supported

NET Windows X86, X64 VB, C# etc.

.NET Core 3 Windows, Linux, macQOS X86, X64 C#, VB.NET

PE Windows X86, X64 C/C++, Delphi, PB, BCB

Unity3D Windows, Linux, macOS, | X86, X64, ARM32 C# etc

Android
ELF Linux, Android X86, X64, C/C++ etc.
ARM32,ARM64

Mach-O macOS X64 C/C++, Objective-C,
Swift, etc.

Java Windows X86, X64 Java
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Virbox Protector Update History:

Date

Version

Number

Important Updates

2020.05

V15

Add the function to support Dotnet Core3 program protection,
including Windows, Linux, macOS

Add the function to support to protect Unity3D customized
program set.

Support Anti-debug plugin function to Linux, ARM-linux, Android

platform.

2020.10

V2.0

Add ARM-virtualization function to protect the ARM executable
Memory check function to PE and ELF program.

Add the compression function to DotNet DLL

Optimized the compression function to Dotnet executable
Support program protection to Java archive directly

Enhanced Anti-Runtrace function to ARM program.

Merged .vdata0 and .vadatal segment

Support Control Flow Guard to PE program

Optimized the structure of the document

2021.10

V2.4

Add the function to encrypt AAB project's resource and assets;
Add the hot update to the Android APK resource encryption to
save time to protect for each version released ;

Add the label to mark and protect critical functions or string,
for .NET & Java Applications

Add the function to File verification to APK files

Add and extend to protect the JAR file with shell script in Java
VME Protection mode

Support to generate the shell method name in random;

Optimization for existed feature and functions

iOS applications Protection doesn't depends on dSYM;
User experience improvement, for the functions which not
support to be protected in the Native and .NET applications,

Virbox Protector will prompt a alert message only and no error

Copyright © 2021, Virbox, All Right Reserved.
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message output;

Optimize and accelerate protection time for Native and .NET
applications;

Optimize and accelerate the parsing time for Native ARM

applications;
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1 Overview

1.1 Virbox Protector Introduction

Virbox Protector, is the latest Protector and Encryption tool for software developer to protect their software
copyright and IP which integrated with multi encryption and protection technology: Virtualization, Obfuscation,
Smart compression, Code encryption, Data and resource protection, Detecting Hardware breakpoint, Detecting
Memory breakpoint, Code and Memory Integrity Check, etc. It is the powerful protection tools for software
developer to protect their software and critical code, algorithm without additional coding, with easy to use
and effortless feature.

Virbox Protector is suitable for the following scenarios and software developers:

1. Software developer has established the third party license system or self-developed license system;
with Virbox Protector, Developer may enhance the security level of software and integrated with
existed license system;

2. The software program needs to be protected and distributed to software users without licensing to
software user. Developer just need use Virbox Protector to protect the software and distribute to
targeted software user.

3. What is the difference between Virbox Protector LM and Virbox Protector Standalone?

Virbox Protector LM, a highly secured, easy to use and without code effort protection wrap tool, is one
of critical component in Virbox LM solution, software developer use Virbox Protector LM to protect
software and use Virbox LM (Virbox Developer Center) or Virbox Developer Utility to issue the license
to the protected software and distribute the software and license to authorized software user.

So, software developer may choose either Virbox Protector LM or Virbox Protector to protect software
according to the scenario of your software applied.

4. Virbox Protector will only protect the software program. And it will not have impact to the software
execution or lib called.

Note: Following edition of Virbox Protector available for software developers to choose: Trial Edition, Virbox
Protector PE Edition, Virbox Protector .Net Edition, Virbox Protector Unity3D Edition, Virbox Protector Java
Edition, Virbox Protector Android Edition, Virbox Protector ARM-Linux Edition. etc.

Software developer may use trial edition to test and evaluate the project first, then to select the corresponding

license according to your system and software environment respectively.

You can contact Virbox team to get above edition by following way:
Tel: +86-10-56730936
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Fax: +86-10-56730936-8007
Sales: info@senselock.com;
Or visit official site and leave message to us, we will feedback as soon as possible:

https://appsecurity.virbox.com/

https://Im-global.virbox.com/detail /virboxProtector.html

1.2 Advanced and Secured Protection Technology

= Virtualization: Code Virtualization & Secured VM function available, the native x86 code is converted
into Secured Virtual Machine code and executed inside of VM; In combined with Obfuscation
technology, it is effective way to defense static/dynamic analysis tools to debug, reverse engineering
to your source code;

= Advanced Obfuscation: Advanced obfuscation functions supported to protect code, critical algorithm
etc.

=  Smart Compression: High efficiency Compression tools to developer with high performance, powerful
shield to against hacker tools and effectively to prevents de-compilation of .NET, PE programs;
effective to defense the crack tools and also keep small size of the program With Protection.

= Code Encryption: Encrypt the function of your program and only the function is executed the function
would be decrypted, with the SMC (Self-Modifying Code) technology.

= Import Table Protection: Hide the import table of the original program to protect the functions called
by external program. In this way, to against the reverse engineering analysis and prevent the
unpacking of the program.

= Multi Encryption Scheme to the selected functions, coding to be protected.

1.3 The program supported to be protected

The Operation System supported

=  Windows: Windows 7 and above version

= Linux: CentOS, Ubuntu, Debian-9.4.0

=  Mac: OX 10.4 and above version

= Android System (Protect Unity3D apk, .so library), 4.0 and above version supported

=  ARM Linux (V7/V8 architecture)

Copyright © 2021, Virbox, All Right Reserved. Page 11 | 134
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The program/framework language

C, C++, .NET, .Net Core3, Java, Unity 3D, Unreal Engine 4, Delphi XE7 or above version, PB, BCB, C#, VB6.0,

Python, Lua, Perl, R, Ruby, PHP, etc.

The plugin and framework supported

AutoCAD ARX, Revit

Development Tool supported

MATLAB, LabView

Executable file

32 bit/64 bit executable file and dynamic link library (DLL)

Elf and .so library

Resources protection supported

The software resources of the program developed based on Unity3D, UE4 engine, can be encrypted

prevent from being extracted illegally.

Below table is the type of the file supported by Virbox Protector:

and

File Type System Supported Architecture Programming language
NET Windows x86, x64 VB, C#, etc
.NET Core3 Windows, Linux, macOS x86, x64 C#, VB.net
PE Windows x86, x64 C/C++, Delphi, PB. BCB, etc
Unity3D Windo_ws’ Hinux, Macos, x86, x64, ARM32 CH, etc

Android

ELF Linux, Android x86, x64, ARM32. ARMG64 | C/C++, etc
Mach-0O macOS x64 C/C++, Objective-C, Swift
java Windows, x86, x64 Java

Copyright © 2021, Virbox, All Right Reserved.
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Software Protection & Evaluation Process:

Apply to get trial Download the installation

Protection and Performance If you are satisfied with the
license for Virbox package, and verify trial edition evaluation; protection evaluation, you can
Protector; license; purchase a standard edition with

full function.
Figure 1-1

1. Apply to get trial license for Virbox Protector;

2. Download the installation package, and verify the license for trial edition in your computer;

3. Protection and Performance evaluation: protect your software or data resource with Virbox
Protector to evaluate the protection scheme and performance according to the instruction of User
Manual;

4. |If you are satisfied with the protection evaluation, you can purchase a standard edition with full

function.

The Limitation to trial edition:

Trial license for Virbox Protector will be valid within 30 days or 100 times usage, the software protected by

trial edition would be expired in 7 days, no limitation by standard edition;
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2 Installation of Virbox Protector

2.1 Installation

For different software you want to encrypt/protect, please select the right license from Virbox.
Windows Edition, .Net Edition, Unity3D Edition, Java Edition, ARM-Linux Edition, Android Edition available.

Download the corresponding installation package and install on your computer.

After the installation of the Virbox Protector, you will get two software installed in your computer: Virbox
Protector & Virbox User License Tool. Virbox User License Tool is the tool to verify the Virbox Protector License.
You need to activate your Virbox Protector license and verify the license via Virbox User License Tool before

start to protect your software/program.

Virbox Virbox User
Protector License Tool

Figure 2-1

The following chart shows the Virbox Protector installation path:

|-—bin
| |—virboxprotector.exe
| |—virboxprotector_con.exe

| L-dsprotector_con.exe

|—examp|e
| |-—p|ugin
| | “demo
| | Lsrc

| Lsdk

|-—he|p
|-—p|ugin
| |—anti
| Lds

L-sdk

Copyright © 2021, Virbox, All Right Reserved. Page 14 | 134



VIiRa0X

2.2 License mode of Virbox Protector

Virbox Protector supports following license mode to software developer to choose when they apply trial and

evaluate Virbox Protector performance or purchase Virbox Protector later:

Trial License: Cloud based license; which is the easiest way for software developer to apply and get the trial
license quickly. The Virbox Protector's trial license can be get by providing your email, we will issue the trial
license into your email, use your email and password to login the Virbox User License Tool to start the trial.

Trial license for Virbox Protector will be valid within 30 days or 100 times usage, the software protected by

trial edition would be expired in 7 days, no limitation by standard edition;

Free trial license apply for PE application:

https://Im-global.virbox.com/detail /virboxProtector.html

Free trial License apply for Mobile application:

https://appsecurity.virbox.com/

For official Virbox Protector user (software developer), they can select either "Soft license" or "dongle based

license" according to their requirement;

Soft license: Support for account based license both in online/offline environment;
Dongle License: Use Virbox EI5 (hardware dongle, order separately) to be the License container of Virbox

Protector. Developer can use Virbox Protector at designated computer which have plugged in EL5 Dongle;

All of the license modes support subscription and perpetual license for Virbox Protector.

2.2.1 License Verification with cloud license (For Trial User)

2.2.1.1 Verify license by Virbox User License Tool

Open Virbox User License Tool, sign in your account with your email (the email you provided to Virbox) to
verify the Virbox Protector License, then you can open and use Virbox Protector to start the testing and

evaluation

Note: After we issued the license into your email account, a password will be sent to your email. You can sign
in the Virbox User License Tool with your email account. The password is the password you received in your
email box.
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)

Accounts

Region: International v

Y Cloud Accounts  +

# Offline Licenses

yonggianglu@senselock...
License Info

Version: v2.2.0.38783(2.3.0.38783) FaQ M — O X

Offline Licenses

Virbox Cloud User Login

User Name:

Password:

Register

Forget?

oK Cance

Create Offfine-Bound c2d File Tmport Offline-Bound d2c File

Figure 2-2

After sign in the account, you can check the detail information of the license here showing in the picture:

Region: China Version: v2.2.0.38783(2.3 Ao @& — O %
Summary  Available  Expired 1507 8~ All Developers ~ Q.
100 555 55555 55555
08 58 0801 79 080 10d79 080 00d79
ca oa ] oa
Figure 2-3

2.2.1.2 Sign in by the Virbox Protector GUI Interface

You can also sign in from the Virbox Protector GUI interface:

Sign in the authorized account:
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- Ge
OpenFile  Save Selected Configuration

File [Directory

Drag file here to protect!

Save All Configuration  Protect Selected Projects  Protect All Project

Authorization Info
e

Authorized Account Login or Pluin Dongle

Welcome Page

Authorized Account Legin X
Account: |Accnunt 0 |
Password: |------------- [x] |

[ remember Fassward Find Password

AN YOS T Tap

out

Figure 2-4

You can check the license detailed information by clicking here:

Virbox Protector 2 (84-bit) +2.0.1.12323

- e

File /Directory

Drag file here to protect!

File Protect Plug-in Log Setting Help

OpenFile  Save Selected Configuration Save All Configuration  Protect Selected Projects  Protect All Project

Authorization Info

Account: 150. s8 Logout

Welcome Page

Welcome to use Virbox Protector!

Start
Open File
Open Directory{Unity3D/Java)

Recent Files/Directory

.Net_RetroSnaker.exe

PE_Tetris.exe
C:jUsersfluyonggiang/Desktop/.Net_RetroSnaker.exe
angrybots5.5.3.apk

out

Figure 2-5

You can logout by clicking the “logout” button.
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D Vvirbox Protector 2 (64-bit) v2.0.1.12323 — O x>

File Protect Plug-in Leg Setting Help
Authorization Info
AR % Lo v =

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Autharization Detail

File/Directory —
O Basic Info @ Function Options J Protection Options ' Resource Encaryption
Unity3D
Protect successfully! CD Enable (Itis recommended that only the resources selected by default be encrypted)
u angrybots5.5.3.apk Add File
Protect successfully! If it's an executable program,
File )
assets bin/Data /590276 2f4ec427891b09546c07F 7a
assets/bin/Data/ab079e63059f340088f6b3cle 209bee 1
assets/bin/Data/c8cc60236143f4ec59b76421156c9eda X

Figure 2-6

2.2.2 License Verification with soft license

2.2.2.1 Use Virbox Protector in online environment

When you use the Virbox Protector in online environment, you can sign in the account that have already issued
license. After you start Virbox Protector, the software license will bind to your hardware machine

automatically.

Region: International ~ Version: v2.2.041922(2.3.041922) FAQ & — O X

% Cloud Accounts

Offline Licenses

g slock...
License Info
1 368

8 User Name: yong om(International)
vr Total Licenses: 8

@ Available Licenses: 2

& Expired Licenses: 6

Refresh Set As Default Settings Logout

Upload Offline-Unbound c2d File

Figure 2-7
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Region: International Version: v2.2.0.41922(2.3.0.41922) FAQ M — O X
Summary Available Expired yonggiang.lu@senselock.com(International) -~ All Devélopers-+ Q) (=
10
0307 00006
o o
Figure 2-8

2.2.2.2 Use Virbox Protector in offline environment

If the Virbox Protector is used in offline environment, you need to use the following step to activate the license
of your offline machine with a computer that can connect to internet (Online computer). Both computer

(Online and offline computer) need to install Virbox User License Tool.

= Generate c2d file on the Offline computer

Open Virbox User License Tool, click “Accounts”,

Click “Offline”,

Region: International ~

&Y Cloud Accounts +

| Offline I

2,

Accounts

Figure 2-9

Generate offline bind c2d file, and save the .c2d file.
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Region: International + Version: v2.2.0.34657 FAQ & —
=5 Cloud Accounts +
| % Offline
License Info
& User Name: Offline
v7 Total Licenses 1
© Available Licenses: 1
© Expired Licenses: 0
Refresh
Create Offline-Bound c2d File Import Offline-Bound d2c File
Figure 2-10
Region: China ~ Version: v2.2.0.33187(2.3.0.33187) FAaQ M — O X
<Y Cloud Accounts +
» Offline
License Info
= User Name ffipe

Lo

0
Created Offline c2d file sucessfully!

0K

Create Offline-Bound c2d File

Import Offline-Bound d2c File

Figure 2-11

After you have created c2d file successfully. You need to copy this c2d file to the online computer.

Create d2c file on the computer Online

Also need open Virbox User license Tool on online computer.
Click “+” to login your account that have already have license.
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Region: International v

Version: v2.2.0.34657(2.3.0.34657) FAQ M o X
A Cloud Accounts
Offline
yongqiang.lu@senselock...
License Info
% yonggiang.lu@senselock...
o} ar Name: onggiang.lu@senselock.com(International)
User Name: Register
Password: Forget?
oK Cance! jgout
Uplead Offline-Unbound c2d File
Figure 2-12
H £, 7
Click “Software”,
Region: International ~ Version: v2.2.0.34657(2.3.0.34657) FAQ A — O X
Summary  Available  Expired All License Form ~  All Developers ~ ] Q

Q) [=

2010
090C 26

%a

& cloud & offline Offline(unbind) 8 Dongle @ Net

Figure 2-13

Double click the license, the detail information of the license will show:
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Region: International

Version: v2.2.0.346 - 0O %
Return
Software Introduction
No software description
License Details
2010 . ) .
0904 10006 License Source: yongqiang.lu@senselock.com(International)
License Form: Offline(bound)  Bind Info [ Download Offline-Bound d2c File |
@ License Status: Available

Start Date: 2018/07/18 00:00:00
Expired Date: 2018/07/27 23:59:59
First Use Date: 2018/07/18 10:52:13
Expiring Span: 0Days OHours OMinutes 0Seconds

Remain Times: -

f, Concurrence: ~  ------

A, Concurrence Type: ~ --—----

more...

Figure 2-14

Click “Download Offline Bound d2c file”

Region: International Version: v2.2.0.3.

Return
Software Intreduction
No software description
Cloud Account:  yonggiang.lu@senselock com(International)
2010
0900000000000006 Developer: 0900000000000006

3ound d2c File
Product Name: 2010

c2d File Path: Browser
d2cFile Path: | C:A\Users\iuguoguari\Desktop\sense_offline_bind_201807 | Browser
Open d2c file directory Start Cancel

/i, Concurrence:

A, Concurrence Type:

more.

Figure 2-15

To generate a D2C file, you need to import the c2d file you generated from the offline computer in last step,
Click “Start”,
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Region: International Version: v2.2.0.35139(2.3.0.35139) FAQ @& — 0O X
Return
Software Description
No software description
Download Offline-Bound d2c File
2010 Cloud Account:  yonggiang.lu@senselock.com(International)
0900000000000 Developer: 0900000000000006

ad Offline-Bound d2c File
Product Name: 2010

c2d File Path: Ci\Users\liuguoquan\Desktop\sense_offline_bind_201807 | Browser
d2c File Path: CA\Users\liuguoquan\Desktop\sense_offiine_bind_201807 | Browser
Open d2c file directory Start Cance

/b, Concurrence:  ---ee-

A, Concurrence Type: ~ ------

More...

Figure 2-16

You can select the path to generate d2c file, here | put it to desktop. If the file is generated successfully, it will
show “Applied Done”, such as in the picture above showed.

¥

sense_offlin

e bind 2018
0718113440
.d2c

Figure 2-17

This is the d2c file generated.

Note:
1. Click “open d2c file directory”, also will show the path of the generated file.
2. The valid time of this d2c package is 24 hours, please complete binding process in time.

= Verify d2c file on the Offline computer

Now we need to copy d2c file from online computer to the computer offline and complete license verification.

Copy the d2c file generated from the computer (Online computer).

Import it in to the offline computer.
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Region: China ~ Version: v2.2.0.33187(2.2.0.33187) FAQ Q - O X
£ Cloud Accounts +

% Offline

e

Accounts License Info

8 User Name: Offline

Import Offline-Bound d2c File

d2¢ File Path-
Browser |
Import Cance
Create Offline-Bound c2d File Import Offline-Bound d2c File
Figure 2-18
Region: International ~ Version: v2.2035139(2.3035139) FAC & — O X
Y Cloud Accounts +
# Soft License
License Info
& User Name: Soft License
Import Offline-Bound d2c File x

d2c File Path:
CAUsers\Windows-10-EN\Desktop\sense_offline_bind_20180718135448.d21 Browser

Import successfully!

Import Cancel

Create Offline-Bound c2d File Import Offline-Bound d2c File

Figure 2-19

It will popup “Import successfully” message after you imported the file successfully.
Then you have activated the license on the offline computer successfully, and you can use it to encrypt your

program now.
2.2.3 License Verification with EI5 dongle (For official user use dongle license)

If you purchased the Virbox Protector with a Virbox EI5 dongle, after installation you need to insert the dongle
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on your PC for license verification. Then you can use Virbox User License Tool to check the license you have

subscripted. As the figure shown below:

Region: China Version: v2.2.0.38783(2.3. o & - O X
Summary  Available  Expired 100500000004 ~  All Developers ~ Q,
100
A sensetest_hantttitititttt.. se sense
-] L] N} ]
o cloud offline(unbound) L Offline(bound) @& Offline(Local) g Dongle @ met
Figure 2-20
You can double click that dongle icon for license detail information.
Region: China + Version: v2.2.0.38783(2.3.038783) faQ A& — O X
Return
Software Description
No software description
License Details
100 @ License Source: 100 204
senss
License Container:
® License Status: Awailable

© StartDate: -

Expired Date: Permanent

B) First Use Date: 2019/01/10 11:00:04
Time Span: | --—--

@ Remain Times: | ------

A Concurrence: | --——--

A, Concurrence Type: Process

more.

Figure 2-21
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3 Protection Function Introduction

3.1 Main Menu of Virbox Protector

The main menu shown as below: includes 3 areas:

Menu Bar: consist of: File/Protect/Plug-in/Log/Setting/Help functions;

Tool Bar: Open File/ Save Selected Configuration/Save All Configuration/Protect Selected Projects/Protect
All Projects;

File/Directory Panel and Protection Panel

These functions and options in the menu, includes the Tab and Panels will be introduced and in this chapter.

0 Virbox Protector Standalone x64 (1.4.2.9353) - O X
Menu Bar
File Protect Plug-in Log Setting Help
4 B &

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect Al Project

File /Director
Ay Welcome Page

Welcome to Virbox Protector!

Start

; . Open Flle :
File/Directory Panel Open Directary(Only support Unity0) Protection Panel

Recent Files/Directory
epc_V3.00.200c_rel

PE _Tetris.exe
C:/Users/luyongaiang/Desktop/PE_Tetris.exe
apache-tomcat-3.0.8.exe
.Net_RetroSnaker.exe

Drag file here to protect!

Figure 3-1

3.2 Menu Bar

3.2.1 File

Open File: Click “Open File”, you can select .Net, PE, ELF, MachO, Arm Linux and Android .so lib file. Apk, AAR

and latest AAB format file and load the selected files into the left panel, the File/Directory Panel.

Note: If the xxx.map file located in the same directory of the program file being protected, these xxx.map file
will be loaded with the program file automatically. And the name of the functions will also be loaded and listed

in the File Panel. The map file generated by VS, VC, BCB, Delphi compiler is supported at present.
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Open Directory: Here you can open a whole directory, to open Unity3D directory only.

Recent/Batch Projects: Here you can reopen the recent protection project quickly, or batch file protection
project. Up to 5 recent projects can be recorded.

The recent protected program would be loaded and listed into the File Panel.

If you want to save the project setting and path of multiple file, you can save those configuration into a project
file xxx.vbpsln by clicking “Save Batch/project”. Then you can reload this project file for next protection.

Save Batch Projects: You can use this function to save all of path of the file, but the configuration would not be
saved. If you have changed the configuration and want to save them, you need to click “save the selected
configuration” or “save all of the configuration”.

When you reopen the Virbox Protector, you can drag in xxx.vbpsin to open the project, the saved file and
configuration would be loaded if the location of the file haven’t changed.

Exit:

Close Virbox Protector and exit.

3.2.2 Protect

Parse selected project (File):

Select one or multi file which listed in the File Panel, you can parse these file by clicking “parse selected
project” button. The file need to be parsed correctly Without Protection.

Parse all project

Parse all of the files in the project, no matter how much files you have selected.

The purpose of parsing is to reload the configuration status you saved.

Save selected configuration

Configuration means the function options, protection options, which you selected to the protected file,

You can save the configuration of the Function options, Protection options, Message by clicking “save selected
configuration”

Save All configuration

Save all of the protection configuration of the project, no matter how many file you have selected.
Corresponding error report or error code will show, if the configuration is not correct and you can’t save the
configuration.

Protect selected project

You can protect the selected file in the file list by clicking this option. If the configuration is not correct, it will
remind you corresponding error report or error code.

Protect All project:

No matter how much file you selected in the file list, you can protect all the file by clicking this option.
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These function are also available in tool bar, you can also use those function from the tool bar.

= B2 = ® &l

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File/Directory
C‘ Basic Info @ Function Options J Protection Options
| | PE_Tetris.exe

Parse successfully!

File/Directory Path: E:/Test-Program/PE_Tetris.exe

Created Time: 2018/12/27 11:39:18

Figure 3-2
3.2.3 Plug-in

Open "DSProtector", which is the plugin tool for data resources protection, such as jar archive, .py file, pyc file
etc.

"DSProtector"(Hereinafter referred to as DS Protector) is the plugin unit to protect the data resources provided
by Virbox, software developer may use DS Protector to protect data file and encrypt related data resources
together with protected software program.

Please noted that DSProtector does not support the data resources protection which from Linux and Mac

system currently.

@ DSProtector(1.3.1.11480) — O *
File Settings Help

S5P Fie: [ |

File Filter: |Filter files when add directory, eg:txt;php;html; |

Qutput Directory: |0ptic-na|:

ways bakup(¥bak) in the same directory |

O File Qutput File Status

Add File Add Directory Remove Selected| | Remove Al Protect

Welcome to use D5Protecotr!

Figure 3-3
3.24 Log

Show log dialog

Log dialog will show the log file when you are protecting the software. You can save the log by clicking “save”,
to save the log to other directory.

Open local log directory: Open the log directory.
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3.2.5 Setting

Language setting:
Both Chinese and English are supported. To change the language of the interface of the software you need to

restart the software. You can restart instantly or next time you open the software.

3.2.6 Help

About: It will show you the technical support email and website.

3.3 File Panel and Protection Panel

3.3.1 File Panel

- (3 )

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File Director
Z v Welcome Page Q .
%)

Welcome to Virbox Protector!

File/Directory Panel Start
Open File
Open Directory(Only support Unity3D)

Recent Files/Directory

Drag file here to protect!
epc_V3.00.200c_rel
PE_Tetris.exe
C:/Usersfluyonggiang/Desktop/PE_Tetris.exe
apache-tomcat-9.0.8.exe

Net_Retrosnaker.exe

Figure 3-4

After you drag the software to be protected in to the file panel, the software basic information will show in the

Basic info page.

You can select one or more software and right click the software to select the corresponding function.
=  Parse (software or file)
=  Save configuration
=  Protect software

=  Show sub folder
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=  Set output directory for protection

=  Copy the protection option of this file to other selected files:
Select 2 more software, right click software and choose “copy the protection option of this file to
other selected files”, and use this setting to other software, the other software will have the same
configuration.

=  Close project:
Right click the selected software, and choose close, you can close the program with saving the current

configuration and also can exit without saving, or cancel the operation.

3.3.2 Protection Panel

B Basicinfo
B Function Option
B Protect Option

B Resources Encryption

3.3.2.1 Basic Info

Basic info will show you the basic information of the loaded software, File/directory path, file creation time,

Last configuration Modified time, Last Accessed Time, Application Type (PE or .Net, etc).

3.3.2.2 Function Options

Virbox Protector supports to protect the software application to the specified function's level and provides

several protection mode for developer selection to protect the critical functions.

Add the Functions to be protected

Function Option, it lists all the functions in your application, you can select and protect the critical functions in
your application or program in this page, you can select No Protected, Virtualization, Code Obfuscation, and
Code encryption mode to protect the selected functions.

When you click the function listed in the "Function Option" pane, the protection mode, function name,
function address and assemble code will show in this page. And the quantity of total functions, total protected
functions and the quantity of every function protection type will be shown in this pane also.

As shown the figure below:

This pane will list all of the function module which have been parsed (There are little difference between

managed code and un-managed code), you can select the corresponding protection option.
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= Managed code: The function name is “Name Space + Class Name+ Function Name”

= Un-managed code: The function name is the “va” value of the function.

Virbox Protectorx64 (1.5.1.11511) — [m] *
File Protect Plug-in Log Setting Help
& B & W
OpenFie  Sawe Selected Configuration Save All Configuration Protect Selected Projects  Protect All Project
File/Directory
. () Basicinfo ¥ Function Options ) Protection Options
;|| PE_Tetris.exe
ave successfully! . TotelQty: 410 Total Protected:a
I Add Functions
|| .Net RetroSnaker.exe Obfuscation: 1 Virtuslization: 1 Encrypted:6
Save successfully!
) s03EaE X
(@ <0oFan
eV
© -oe0ac
O «esE0
O ez
O «epse
O weEn
Figure 3-5

OpenFile = Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory
D Base Info @ Function Options ) Protection Options
|| .Met_RetroSnaker.exe
Protect successfully! Total Qty: 7%  Total Protected: 1
. Add Function
|| PE_Tetris.exe Obfuscation:0 Virtualization: 0 Encrypted: 1
Parse successfully!
Function Name: woid Main
| | apache-tomcat-5.0.8.exe v oy 374 0
Parse successfully! Address: 405380
A Program
Ptortection Type: Encryption =
B void Main()
Mote:
Assembly Code
40533E SA289B0000 call 0x0a0000%b
405393 DA ldc.i4.0
405394 15283C0000 call 0x0a00009¢
405399 0A734A0000 newobj 0x0600004a
40539E 0628900000 call 0x0a00009d
4053A3 DA ret
E:/Test-Program/.Net_RetroSnaker.exe NET AnyCPUJi386

Figure 3-6

Following steps will describe how to set and select options for above setting:

[Note: If xxx.map file existed in the same folder of software be protected, Virbox Protector will load this map
file automatically and list functions in the main menu, currently the map file support be protected includes the

map file created by VS, VC, BCB, Delphi compilers. ]
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Note: Usually, software developer need to manage the balancing the software execution performance and

protection level before software protection. Be careful to select and protect these frequently called functions,

since it will decrease software execution performance With Protection/encryption.

Click "Add Function" (See picture attached), you can enter the “Add Function” window.

| Configuration Protect Selected Projects  Protect All Project

L.r Base Info U5 Function Options J Protection Options

Total Qty: 72 Total Protected: 1

Obfuscation:0 Virtualization: 0 Encrypted: 1
- P, Function Mame: wvoid Main(j
Address: 405330
hd Program
Ptortection Type: Obfuscation
wvoid Main()
Mote:

Assembly Code
40538E  5A235B0000
405393 0A
405394 15239C0000
405399 0AT34A0000
4053%E 06285900000

405343 0A

call 0x0a00005b
ldc.i4.0

call 0x0a00003¢
newobj 0x0600004a
call 0x0z00009d

ret

Add Function

Figure 3-7

The Virbox Protector will list all of the functions used in this software in the left pane.

Click "OK" to confirm the protection and the function you selected will show up in the function list:

o Add Functions

O X

| |Add Function Analysis

Total Protected: 8 /410 Obfuscation: 1 Virtualization:1  Encrypted: &

Name ’ Run Times

40EESE
40EE98
40EE22
40EDBB
40EABY
40ESED
<40EDOC
40DFAF
40DF30
€

Total Show Functions: 410

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Protection Type Other (o)
Mo protected Bytes too lithe(.Net=
No protected Bytes too litle(,Net<
Encryption -

Encryption -

Encryption -

Encryption -

Encryption -

Obfuscation =

Cancel

Figure 3-8
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2 Basic Info @ Function Options ) Protection Options

Total Qty: 410  Total Protected:8

Obfuscation: 1 Virtuglization: 1 Encrypted:6
D 403EAE
@) 4ooFs0
O aooFar
O 4oE00c
O oese0
O wEase X
O «Epss
0 w02

Figure 3-9
Select the function to be protected/encrypted with different protection mode:

0 Add Functions O =
‘blcba\ Search Functions | |Add Function Analysis
Total Protected: 8/410  Obfuscation: 1 Virtualization: 1 Encrypted: 6
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame - Run Times Protection Type Other B

40EESE - No protected Bytes too lithe(.Net<10. other<
40EES8 - No protected Bytes too lithe(.Net<10. other<
O sz - Encryption -
© s0epss - Encryption -
O s0zase - Encryption -
[E 2 - Encryption -
© s0z00C - Encryption -
O soorar - Encryption -
© s .
Es=:0] = o protected hd v
Total Show Functions: 410 Cancel ok
Figure 3-10
Also the total protection option you selected would be counted and show in the interface:
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0 2dd Functions (] *

‘Glc-bal Search Functions Analysis

| Total Protected: 3/138  Obfuscation: 1 Virtualization:0  Encrypted: 2 I

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

MName - Run Times Protection Type Other Qa
e void StartGame() Encryption -
void set_Width({int) No protected Bytes too litle(.Net<10. other<...
m void set_Target{Point) - Obfuscation hd
void set_Height{int) No protected Bytes too litte(.Net<10, other<
void set_GameState(State) Mo protected Bytes too litte{.Net<10, other<..
void set_Direction{Direction) - No protected Bytes too litte(.Net<10, other<...
void set_Body(List” 1<Point=) No protected Bytes too litle(.Net<10. other<...
wvoid RunAgain() Mo protected -
void OneMewSnake () No protected -
void InitTarget() No protected - ]
Total Show Functions: 138 Cancel Ok

Figure 3-11

If the protection process failed, Virbox Protector will prompt “Some of protected functions doesn't support the

protection mode you selected”, you need to change to other protection mode to protect the function.

Protection Mode:

To protect the specified functions of the software, following functions protection mode can be selected: No
protected, Code Obfuscation, and Virtualization, Code Encryption.
@ For the functions which is called frequently, select "No Protected" option, since if you protect the
functions which is called frequently, it will decrease software’s running performance when software

is executed;

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupparted protection way
Name - Run Times Protection Type Other &
D void set_Index(int) 1085 Obfuscation A
e void Dispose(bool) Encryption A
v SnakeIO
e void SaveTaget(string) - Encryption A
void SaveSnake(string)
void LoadTaget(string) -
void LoadSnake(string) Mo protected A
void .ctor{Snake) 1 Mo protected -
Point Convert{string) Mo protected A
Snake
Total Show Functions: 79 Cancel Ok
Figure 3-12
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€ Select "Obfuscation”: Virbox Protector will translate the code instruction into a stream of
pseudo-code that neither the machine nor the human can identify it. When the pseudo-code
executed, the software will translate and interpret to restore the code into the original code. To let it
be executable.
Virbox Protector support the obfuscation for x86/ARM .Net il serial instruction.
Code Protection Mechanism:

Interference the original instruction and prevent the code from being static analyzed.

The Benefit:

Prevent from de compiling and make it more difficult to analysis the code.
The Weakness:

Partial Impact to the execution performance.

0 Add Functions O e

|:E obal Search Functions Analysis

Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame Run Times Protection Type Other 2
v oy 34
v SnakeLabel

void set_Index(int) 1086 Mo protected hd

0 void Dispose(bool) - I Obfuscation hd I

v SnakeIO

void SaveTaget(string) - Obfuscation hd
void SaveSnake(string) - No protected hd
void LoadTaget(string) - Mo protected hd
wvoid LoadSnake(string) - No protected -
void .ctor(Snake) 1 Mo protected hd W
Total Show Functions: 79 Cancel Ok
Figure 3-13

@ Select "Virtualization”: Virbox Protector will compiles original instructions into virtual instruction
and run them in the specified virtual machine. There are certain format requirements and limitation
for instructions, and some functions may not be protected;

Protection Mechanism:
Hide the original instruction, prevent the code logic from being analyzed.
The Benefit:

Highly secured protection mode, the original code logic almost can’t be get by analysis.
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The Weakness:

Performance impact to software execution

@ Add Functions O x
|G|c-ba\ Search Functions | |Add Function Analysis
Total Protected: 2/340  Obfuscation: 0 Virtuglization:2  Encrypted: 0
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Mame - Run Times Protection Type Other ~
40EE22 - Mo protected 4
© 4oepam - Virtualization -
0 wne :
40E9ED - Mo protected 4
— -
40DFAF - Mo protected 4
40DFS0 - Mo protected 4
40DEB0 - Mo protected ~
40DEIF - Mo protected Ad
400057 - Mo protected A v
Total Show Functions: 340 Cancel Ok
Figure 3-14

€ Code Encryption:

Code encryption, it encrypt the original function of the program by SMC (Self-Modifying Code)
technology and the function will be decrypted only when the program executed.

|Glc-bal Search Functions Analysis

Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1
Tip: The unsupparted pratect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Mame Run Times Protection Type Other
e ey -3
hd Snakelabel
m wvoid set_Index(int) 1086 Obfuscation hd

e void Dispose(bool) - Encryption hd

v SnakelD

G void SaveTaget(string) - Encryption hd
void SaveSnake(string) - No protected -
void LoadTaget(string) - Mo protected hd
void LoadSnake(string) - No protected hd
wvoid .ctor(Snake) 1 Mo protected hd
Total Show Functions: 79 Cancel Ok
Figure 3-15

Copyright © 2021, Virbox, All Right Reserved. Page 36 | 134



VIiRa0X

Note: For .Net Programs, Support function protection options includes: No protected, Obfuscation,
Encryption;
For Other Programs (PE or native program): Support Function protection options: No protected, Obfuscation

and Virtualization, Encryption.

Protection Mechanism:

Prevent from being unpacking, and prevent the program from being dumped directly.
The Benefit:

Almost no impact to software performance.

The Weakness:

Low Security: It is possible be decrypted and by analyzed to the protected functions.

|:E obal Search Functions Analysis

Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Mame Run Times Protection Type Other

o =se

v Snakelabel

wvoid set_Index(int) 1086 Obfuscation -
void Dispose(bool) - Encryption hd
D Snakel0

G void SaveTaget(string) - Encryption 4
void SaveSnake(string) - Mo protected hd
wvoid LoadTaget{string) - Mo protected -
void LoadSnake (string) - Mo protected hd
void .ctor(Snake) 1 Mo protected hd v

Total Show Functions: 79 Cancel Ok
Figure 3-16

Tips: You can click the icon as showing in the picture above to open the function.

Performance Analysis

After you selected the protection mode for the function, you can start to analysis execution performance by
clicking "Analysis” before finalize your software protection scheme. The Analysis function will show you the
software execution performance and the calling times of the protected functions when execution.

After you completed analysis, the functions called times will be displayed in the middle of the panel. For how
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long time you run the program you are protecting depends on your actual requirement.

Note: If the program you are analyzing is DLL libs, please start the main program. We currently support

EXE/ELF program and DLL (Dynamic Link Library) and so library protection.

I
Authorization Info
[ = = ] )
openfie | @ Add Functions u] X |uin Dongle
Global Search Functions |I Analysis
File/Direc| | i
Total Protected: 2/138  Obfuscation: 1 Virtualization:0  Encrypted: 1
Unit]
Save su Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way &
~ nctions
L] et e Run Times Protection Type Other ~ b
Parse s
. v i
L Pl
Parse sy State
hd Snakelabel
wvoid set_Index(int) - Mo protected -
void TnitializeCompanent() Mo protected -
D wvoid Dispose(bool) - Obfuscation -
void .ctor () - Mo protected -
int get_Index() - Mo protected Bytes too lithe(.Net<10. other<...
SnakelO
SnakeControl v
Total Show Functions: 138 Cancel Ok
Figure 3-17
(V] - O
- @ B
OpenFile  Save Seld
O Add Functions o x
File/Directory
|G|c-ba\ Search Functions Analysis
[ .Net RetroSnal
Parse successfulyl | Total Protectsd: 3/78  Obfuscation: 2 Virtualization:0  Encrypted: 1
Tip: The unsupported pratect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way Add Function
Name Run Times Protection Type Other ~
v BEEE
v SnakeLabel
(@) void set_Index(int) 1078 Obfuscation -
) void Dispose(boal) = Enaryption -
SnakelO
Snake
Properties
Program
frmGame
frmFactory v
Total Show Functions: 79 Cancel Ok

Figure 3-18
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@ 2dd Functions O *
‘Glc-bal Search Functions Analysis
Total Protected: 3/79  CObfuscation: 2 Virtualization:0  Encarypted: 1
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame - RO Te: Protection Type Other 2

m void set_Index(int) 1086 Obfuscation -
e void Dispose(boal) - Encryption -
v SnakelO
G void SaveTaget(string) - Encryption -
void SaveSsnake(string) - Mo protected -
void LoadTaget(string) - Mo protected -
void LoadSnake(string) - Mo protected -
void .ctor{Snake) 1 Mo protected -
Point Convert(string) - Mo protected -
Snake v
Total Show Functions: 79 Cancel Ok
Figure 3-19

Function search:

O ~dd Functions O =

|blc-ba| Search Functions Analysis

Total Protected: 1/79  Obfuscation: 0 Virtualization:0  Encrypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupparted protection way

MName Run Times Protection Type Other

=y 344

Figure 3-20

After you entered the keyword of the function, Virbox Protector will list the functions which contain the

keyword, fuzzy query supported.

3.3.2.3 Protection Options

Protection Options, developer can select and set protection option to your application in general, and also
enable/disable the anti debug, Memo Check/Verification mode to defense the cracker to debug your
application, and protect the data resource by using the Plugin unit: DS Protector. The Protection setting
will be different for different program: The Protection option to PE (local program) and .NET application or
Gaming software based Unity3D is different, Developer can select and setup these "Protection Option" in
actual project.

For .NET program, following options could be set and selected:
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Virbox Protector 2 (64-bit) v2.0.1.12323 — O *
File Protect Plug-in Log Setting Help
Authorization Info
h @ ’_'?E; Account: 17 368 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Autharization Detail
File /Directory
C‘ Basic Info ﬁ Function Options J Protection Options
Unity3D R
Protect successfully! ¥ Output Info
|| angrybotss.5.3.apk Output File Directory Net_RetroSnaker.ssp.exe Ll
Protect successfully! If it's an executable program,
“ Protection Options
| | .Net_RetroSnaker.exe
i Parse successfully! Compression
|| PE_Tetris.exe JIT Encrypt
Parse successfully!
Name obfuscation
* Plug-n
¥ Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints D
Memory Integrity Check |
v
E:fTest-Program/.Net_RetroSnaker.exe .NET AnyCPU[i386
Figure 3-21
For local program (PE), following options could be set and selected:
Virbox Protector 2 (84-bit) v2.0.1.12323 — [m] *
File Protect Plug-in Log Setting Help
Authorization Info
B2 l_?@ ) Y Account: 15 1968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Authorization Detail
File/Directory
@ Basic Info @ Function Options J Protection Options
Unity3D Y
Protect successfully! ¥ Output Info
| | angrybotss.5.3.apk Output File/Directory PE_Tetris.ssp.exe nee
Protect successfully! If it's an executsble program,
~ Protection Options
| ] .Met_RetroSnaker.exe B
Parse successfully! Import Table Protection D !
J PE_Tetris.exe Compression
iParse successfully!
X Y Memory Check O
Resource Section Encryption D
¥ Plug-n
“ Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints D
Memory Integrity Check D
v ds Open DSProtector
Password hd
E:/Test-Program/PE_Tetris.exe PE 32-bit}i386

For Unity3D applications, following options will be displayed and selected:

Figure 3-22
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Virbox Protector 2 (64-bit) v2.0.1.12323 — [m] x
File Protect Plug-in Log Setting Help
Authorization Info
=) =
— & (@ Account: 15010303968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Authorization Detail
File/Directary
. L/ Basic Info WW Function Options J Protection Options + Resource Encryption
g Unity3D
;Prohect successfully! ' Assembly +
| angrybots5.5.3.apk jiamigou_Test_Data/Managed/Assembly-CSharp-firstpass.dil X
Protect successfully! If it's an executable program,
jiamigou_Test_Data/Managed Assembly-CSharp.dll X
| .Net_RetroSnaker.exe
Parse successfully! ¥ OutputInfo
| PE_Tetris.exe Output File/Directory ssp.Unity3D wes
Parse successfully!
~ Plug-in
~ Anti Debug Option
Detecting Hardware Breakpoints (]
Detecting Memory Breakpoints D
Memory Integrity Check O
E:{Test-Program,Unity 3D,/ A 3 #0432/ & /7 B 52 Unity3D Unity3D
Figure 3-23

Click the "Protection Option"

1.

Output File: Here, it will show the location of the protected/encrypted program. And you can change

the output file path of the protected software.

Import Table Protection: Developer may select this option to protect "Import table" which imported
to PE Program and encrypt this table, protect the function when the function is called by external
program, API list has been hidden and encrypted to enhance the security level to the PE Program,

recommend developer select this option. Protect the program by interference the reverse analysis.

The Protection option of "Protect Import Table" support PE program only.

Protection Mechanism:

Remove the original import table, and replace the IAT (Import Address Table) with the repair
function, let the packer code take over the function call of the import function.

Compression: Compression means to compress the application With Protection and reduce size of
application, it is also prevents static de compiling the software application by hacker who use static
de compiling tools. When you select Compression: It will keep and control the size of protected
software application not too big size. Also will enhance protected software's security level after
compression; for the program with big size. This function would be obvious to make the program
smaller size.

The original purpose of the compression function is not compress the software size, it will encrypt

the code and the data segment and hide the original import table and relocate information, and
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compressed the original data at same time.

Protection Mechanism:
This function will pack the original data segment with data package and compress the file, replace
the original code entry with the packer code. The data segment and code segment will be retrieved
when the program is executed, and relocate and to execute the program.
The Purpose:
Prevent the static de compiling and prevent the program being patched
The Benefit:
Hide the code, data and file structure information of the program, protect the software in overall.
High efficient when the program is run, and only relatively weak performance loss when the program
is loaded.
The Weakness:
When the packer code is executed, the code segment and data segment may be retrieved and be
dumped.

4. Name Obfuscation: Select this Option, developer can obfuscate the program file name and
transforming software program name into the pseudo code which cannot be identified by use of
Static Anti-compiling Tools and then convert these Pseudo code into original program name when

execute the protected software.

Note: Support .Net program only, not support IIS type program.

5. Memory Check:

Memory check is the function implemented by Virbox Protector which is used to check the integrity of
the program itself, and can be used to prevent illegal patching or repackage your apps, memory patch
and software breakpoint. What is more, memory check table and logic check is self protected to make

sure the security of the software.

Memory check will be executed in the program entry point, Virbox Protector loader will check every
memory block to check the integrity. If verified failed, the program will exit.

If SDK label is used, every time when you call VBProtectVerifylmage, the memory check will be

executed.

How to use this "Memory Check": drag your PE or ELF programs into the Virbox Protector, then this
"Memo Check" Option will be showed in the "Protection Option" panel, click and select this option,
then your program will be protected with the "Memo Check" option

Please noted that the code encryption and Memory check can’t be used at same time. Mutually

exclusive

6. JIT encryption (applied for .NET):
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.Net JIT encryption will encrypt all of the method IL instruction of the .Net Program, and only in the JIT
compile process of the .Net Virtual Machine the instruction will be decrypted, This can be used to
prevent static de compiling and prevent the IL code being Dumped in memory.

JIT encryption will encrypt all of the method on default and enhance the security level of the source
code With Protection.

JIT encryption support inheritance, event, reflection, recursive call which is not supported in general

encryption solution.

7. Anti-Debug option: you can use the following anti-debug option by clicking this button.

The anti-debug function, including Detecting Hardware Breakpoint, Detecting Memory Breakpoint,

Memory Integrity Check. To prevent your program/application from being debugged by the tools,

such as: ollydbg or Windbg. The platform supported: Windows, Linux, ARM Linux, Android so library

and Android Unity3d application.

® Detecting Hardware breakpoint: when this function is enabled to the protected software, the
program will stop execution if memory access breakpoint and memory write breakpoint has
been detected.

® Detecting memory breakpoint: This function will protect your software by exit the program if
the program has been detected to be setting memory breakpoint.

® Memory Integrity Check: when this function enabled, the program will be terminated execution

if the memory modification has been detected (e.g.: Being modified by debugger).

For Linux, ARM Linux, Android so library and Android Unity3D program:
The anti-debug plugin function supports to detect the debug tool, and prevent the program being de

compilingd, such as: gdb, IDA, etc tool.

File/Directory -
{4 Basic Info W¥ Function Options Protection Options
Unity30 S
Protect successfully! V' OutputInfo
_| angrybots5.5.3.apk Output File/Directory PE_Tetris.ssp.exe
Protect successfully! Ifit's an executable program,
“ Protection Options
_| .Net_RetroSnaker.exe
Parse successfully! Import Table Protection O
i ] PE_Tetris.exe Compression
éParse successfully!
E Memory Check O
Resource Section Encryption D
¥ Plug-n
% Anti Debug Option
Detecting Hardware Breskpoints O
Detecting Memory Breakpoints D
Memoary Integrity Check O
~ ds Open DSProtector
Password hd
E: Test-Program/PE Tetris.exe PE 324hitli386
Figure 3-24

Following picture will show you the result, if you have enabled this function
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Use GDB to debug the protected program used the anti-debug option:

(gdb) r

Starting program: /home/sense/Desktop/@509antitest/asrproxy/asrproxy

[Thread debugging using libthread db enabled]

Using host libthread db library "/l1ib/x86 64-linux-gnu/libthread db.so.1".

This application is protected with unregistered version of VirboxProtector. 6 da
ys left

°rogram received signal SIGABRT, Aborted.
| GI raise (sig=sig@entry=6) at ../sysdepsf/unix/sysv/linux/raise.c:50
50 .. /sysdepsfunix/sysv/1linux/raise.c: No such file or directory.

Program terminated with signal |SIGABRT, Aborted.
The program no longer exists.

Figure 3-25

Use IDA to debug the protected program used the anti-debug option:

E Output window

FLFFABLC: thread has started (tid=28728)

Debugger: thread 28728 has exited (code @)

F1FFABLC: thread has started (tid=28721)

D3515000: loaded /data/app/com.KLS. LetteClear-Xgwvm2xcyluQuChWmk7Hg==/1ib/arm/libmain.so
D33C7eed: loaded /system/framework/oat/arm/gson.odex

D3B1lE3EA: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 28663)

F204124C: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 28663)

D2Feeeed: loaded /data/app/com.KLS.LetteClear-Xgwvm2xcylubQuChWmk7Hg==/1ib/arm/1libmenc. so
F1FFDFAA: got SIGABRT signal (Abert) (exc.code 6, tid 28663)

FIFFDFDC: got SIGABRT signal (Abert) (exc.code 6, tid 28663)

Figure 3-26

8. Resource Section Encryption: For PE program, Virbox Protector can encrypt the Resource Section in
the program, to prevent the resources information from being extracted and tampered illegally.

Protection Mechanism:

When the program is enveloped, Virbox Protector will extract the resource section and encrypt it,
only the resources that be used externally will be protected (such as program icon, program version

information). When the program executed, then these resources will be decrypted.

Note: Only local programs supported to encrypt the resource section.

9. Ds (Data Source protection): Encrypts the Data Source of the protected program, DS Protector is a
data resource protection tool that encrypts the data resource files of the program. When you are

using this function, you need to switch on the button to "green".

® DS button: You can open DS Protector by clicking this button.
® Password: You can also set a password for the data resource protected by DS Protector: letters and

numbers are supported, but it should not be longer than 64 characters.
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3.3.2.4 Resource Encryption

This option is only valid for the program of Unity3D.

You can refer the corresponding chapter for how to use this option.

Virbox Protector 2 (64-bit) v2.0.1,12323
File Protect Plug-in Log Setting Help

= & &

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File/Directory

Protect successfilly!

| | angrybots5.5.3.apk

Protect successfully! If it's an executable program,

| | .Met_RetroSnaker.exe
Parse successfully!
| | PE_Tetris.exe

Parse successfully!

E:/Test-Program/Unity 3D/ 71 7 81 /= A £ 1 22/Unity 30

- [m]
Authorization Info
Account: 17 Logout
Authorization Detail
© BasicInfo M Function Options ) Protection Options
Unity3D
Enable (Itis recommended that only the resources selected by default be encrypted)
Add File
File
Jjiamigou_Test_Datafglobalgamemanagers X
jiamigou_Test_Data/globalgamemanagers, assats X
jiamigou_Test_Datafleveld e
jiamigou_Test_Data/Resources/unity default resources X
jiamigou_Test_Data/Resources/unity_builin_extra X
jiamigou_Test_Data/sharedassets0. assets e
jiamigou_Test_Data/sharedassets0. assets.ress e
jiamigou_Test_Data/sharedassets. assets.ress.bak X
Unity3D

Figure 3-27

3.3.2.5 Status bar

= B @

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File Directory

O‘ Base Info ﬁ Function Options . Protection Options

| ] .Net_RetroSnaker.exe

Parse successfully!

File/Directory Path: E:/Test-Program/.Net_RetroSnaker.exe

Created Time: 2018/11/12 14:13:52

Last Modified Time:

Last Accessed Time:

Type:

2018/11/12 14:13:53

2018/11/22 14:59:15

\NET AnyCPUi386

| E: Est—PmEramf‘Net RetroSnaker exe

.NET AnyCPU|i386

Figure 3-28

In the bottom of the window is the status bar, which will show the corresponding software full location,

software type, and hardware type of the selected software.

To Complete the Protection:
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Click the button of "Protect Selected Project" to complete the protection process, then prompt with
"Protection Successful" means the software protection completed.

Open the directory where the protected software located, you will find the file: xxx.ssp.exe or xxx.ssp.dll will
be listed in this directory. The executable file that has ssp in between filename and extension name is the
software application has been protected by Virbox Protector. Rename this file name to be the original file
name for further evaluation or distribute this protected software in future.

Please keep the original software file in safety.
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4 The Mechanism of software protection

4.1 Protect the Native application

Software Developer use Virbox Protector to protect the executable file and DLL library, with the functions
protections Option, Protection Options, "Anti-Debug Option" plug-in feature and other Protection technology,
as introduced in Chapter 2 and Chapter 3, Developer may flexible select these functions to protect the

software functions, codes, critical algorithms and evaluate the software execution performance.

B Following protection process will be implemented:

Software Protection Process

4 \ 4
|‘ \\é Use Virbox Protector to

Protect .exe, .DII, etc.

1. Apply the license 2 _Get the Virbox Protector El E

for Virbox Protector Installer, install the software
and verify the license

3.Protect software

Software Developer

Figure 4-1

For example, you have created a .Net based C# language executable. You can use the above process to protect

your software.

4.2 Protect the interpreter and code resource file (Python, PHP, etc.)

Software developer use the Virbox Protector and plug-in Unit (DS Protector) to protect the interpreter and

related source code or resource files.
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Software need to build an execution environment, for example, install a python environment on your desktop
and execute the .py or .pcy file (Or execute an Mp3, Mp4 file with a media player).
=  Following protection process will be implemented:
e Use Virbox Protector to protect interpreter (Python.exe, or Media player, etc.);

e Use DS Protector to protect the source code or data resources (.py, media files, etc.);

Code/Data Resource Protection Process

use DSProtector to protect source
code( jar, .war, py, pyc, pyd, .php, etc); Media

—<" files: faudiofuideo/gaming resources, etc
{Virbox LM o @
A
o 7 o <
4 L S o
use Viirbox Protector to protect the

N
| ﬂ S
- interpreter: Java.exe, Python.exe, etc

or audiofvideo player .

1. Apply the license 2.Get the Virbox Protector
for Virbox Protector Installer, Install the software E
and verify the license

3 .Protect software and the
related resources

Software Developer

Figure 4-2

4.3 Make the protection scheme for your software

When you open the Virbox Protector, you can directly drag the windows Application to the Virbox Protector to

protect, as shown in the figure below:
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ot B ]

OpenFile  Save Selected Configuration  Save All Configuration  Pre

File Directory Welcome Page

Start
Open File

Drag file here to protect!

hid.dl

Recent Files/Directory

CifUsersfluyonggiang/Desktop/Java-test dema-0.0, 1-SNAPSHOT-ori jar

Projects  Protect All Project

Welcome to Virbox Protector!

Open Directory(Only support Unity33)

C:JUsersfluyenggiang/Desktop/angrybotss. 5.3.apk
C: Usersfluyonggiang/Desktop/.Net_RetroSnaker.exe

C:jUsersfluyongqiang/Desktop java. exe

Figure 4-3

You can make your dedicated protection scheme and "configure" the protection options by select following

Function Options and Protection Options as shown in below:

) Protection Options

Encrypted: 1
Function Name: void Main{)
Address: 405330
Plortection Type: Chfuscation -
Note:

Assembly Code

- B =}
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory § _
(J BaseInfo W Function Options
|7 .Net_RetroSnaker exe
Parse successfully! Total Qty: 72 Total Protected: 1
Cbfuscation:0  Virtualization: 0
v D g
v Program
void Main()
40538 5A289B0000 call 0x0a0000%b
405393 0A Idc.i4.0
405394 16289C0000 call 0x0a00009¢c
405399 0A734A0000 newobj 0x0600004a
40539 0628900000 call 0x0a00009d
4053A3 0A ret
! [Desktop/. et | Lexe

Add Function

\NET AnyCPU|i386
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(2 Base Info

Obfuscation:0

ration Save Al Configuration  Protect Selected Projects  Protect All Project

ﬁ.l Function Options

J Protection Options

Total Qty: 79

v by 3 4

TotEFTotECETT

Virtualization: 0

v Program

void Main{)

Encrypted: 1

Function Name: wvoid Main()
Address: 405380
Ptortection Type: Obfuscation
Note:
Assembly Code

40538E  5A285B0000

405353 0A

405354 16289C0000

405392 0AT734A0000

4053%E 0623900000

4053A3 0A

Add Function

call 0x0200003b
ldc.i4.0

call 0x0a00003¢
newobj 0x0600004a
call 0x0a00005d

ret

Figure 4-5

File /Directory

Unity30
Pratect successfully!

@ Virbox Protector 2 (64-bit) v2.0.1.12323

File Protect Plug-in Log Setting Help
—] Ee
Open File

@ BasicInfo

Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

¥ Function Options J Protection Options

~ CutputInfo

Authorization Info
Account: 15010303968 Logout
Authorization Detail

| | angrybotss.5.3.apk

Protect successfully! Ifit's an executsble program,

i| ] .Net_RetroSnaker.exe

Output File/Directory

¥ Protection Options

Net_RetroSnaker.ssp.exe

parse successfully! Compression
L] PE_Tetris.exe IIT Encrypt
Parse successfully! Name obfuscation
¥ Plug-in
~ Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints O
Memory Integrity Check [}
~ ds Open DSProtector
Password
E:[Test-Program/.Net_RetroSnaker.exe \NET AnyCPU i385
Figure 4-6

Select different technology to encrypt your function/method: Virtualization, Advanced obfuscation, Code
Encryption. And also you can protect your program in overall by selecting these options: Import table
protection, Compression, Name obfuscation, Detecting Hardware Breakpoints, Detecting Memory
Breakpoints, Memory Integrity Check; The resource of your program can also be protected by “Resource
Section Encryption” option.

In this way to protect your software statically and dynamically.
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5 Protection Example & Use Case

Before software protection:

With the Basic protection and Function level protection provided by Virbox Protector, it is not only to protect
the software overall but also to protect the selected critical functions of the software and enhance software
security. With the "Performance Analysis" feature, the protected software can get highly security and also no
big impact to the software performance.

You can find all the basic protection options from the “Protection Options” tab, and you can protect the
functions of your software by selection from the “Function Options” tab. For details information you can refer

the below sample.
5.1 Protect the Local Executable

Local executable include: PE (Windows), ELF (Linux), Mach-O (macOS) format executable files.
5.1.1 Protection Option

Following protection option can be click and selected to protect local executable file in Protection Option

Panel, Developer may use below options to implement the fundamental protection to software applications:
5.1.1.1 Import Table Protection

Hide the import table of the original program to protect the functions called by external program. With this

way, to against the reverse engineering analysis and prevent the unpacking of the program.

The Program supported to be protected by using the "Import Table Protection":

Only PE format program/executable files supported.

Protection Mechanism:
Remove the import table of the original program, replace the Import Address Table (IAT) with stub function,

and let the Virbox Protector loader take over the invoking of the import functions.
5.1.1.2 Resources encryption

Resources protection/encryption is for PE format program/encryption function, used to protect the resources
and prevent the resources from being extracted illegally or tampered.

Protection Mechanism:
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The resources in the PE program will be extracted and encrypted by Virbox Protector while it is protected.
Those externally used resources will be decrypted in the Virbox Protector loader program when the program is

executed (such as software icon and software version information).

5.1.1.3 Appending data extension

What is Appending data extension?

Appending data is the data (video or database) being combined with the original PE executable by the
compiler or packer tool, these data will be read by the original executable when executed and it will not be
mapped into the memory directly.

Purpose

As the loader of software protector will modify the original program, if directly merge or join the appending
data into the protected program, error may happen when the program executed.

Hook is used in appending data extension to read the appending data normally, and encrypt the appending

data to prevent the data being used illegally.

5.1.1.4 Compression

Protection Mechanism

When executed the compression of Virbox Protector, it packs the original code segment and data segment of
software and compress the software, it will replace the Original Entry Point (OEP) with the Virbox Protector's
code (loader). The data segment and code segment will be retrieved when the program is executed, and

relocate to execute the program.

Purpose:

Prevent the static de-compiling and prevent the source program being patched

The Benefit:
1. Hide the code, data and file structure information of the program, protect the software in overall.
2. Highly efficiency when the program executed, and mini impact to performance when the program is

loaded.

The Weakness:

After the Protector code (loader) executed, the code segment and data segment possible be retrieved

and be dumped.
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Comparison:

Without Protection:

1 T |
Library function [l Regular function [l Instruction Data Unexplored External symbol
[F] Functions window m - Y IDA View-A =] Hex View-1 A Structures
Function name - ; [@eeaseDC BYTES: COLLAPSED FUNCTION _time. PRESS CTRL-NUMPAD+ TO EXH
[£] sub_s01000 - SUBROUTINE
[F] sub_401030
|| sub_401050 t rary func noreturn bp-based frame
] sub_401060
[F] sub_401080 public stz
|f] sub_401080 proc near
lé SU‘IT"LD““O var_68 = dword ptr -G8h
LA nullub_to 1pCmdLine = dword ptr -64h
L] sub_d01170 .text:@84@56F4 var 6@ = dword ptr -Géh
I; sub_401180 StartupInfo = _STARTUPINFOA ptr -5Ch
£ sub_401150 ms_exc = CPPEH_RECORD ptr -13h
[F] sub_01270
[7] sub_s01290 5 _unwind { /S
[F] sub_401320 push EEP
= mov ebp, esp
7] sub_d01390 push  BFFFFFFFFh
|£] sub_401340 push offset stru_416AB
/| sub_4013F0 push  offset e _ha
|£] sub_401410 mov eax, large fs:@
£ | sub_401460 push eax
|f] sub_401480 mov large fs:@, esp
7] sub_401400 s“bh ezp, 58h
[] sub_401530 Eﬁ:h :s:
[#] sub_s01610 push  edi
g sub_401630 mov [ebp+ms_exc.old_esp], esp
|; sub_401630 call ds:GetVersion
7] sub_d016c0 xor edx, edx
[£] sub_401800 mov dl, ah
7] sub_d01770 mov dword_41E524, edx
7] sub 401790 mov ecx, eax
% subi{ll?CU and ecx, @FFh
= - mov dword_41E52@, ecx
|£ sub_4017E0 shl ccx, B
i unknown_libname_1 add ecx, edx
[F] sub_401840 mov dword_41E51C, ecx
F] sub_401870 shr eax, 18h
[F] sub_401a50 mov dword_41E518, eax
(7] sub_401a70 push
Iz sub_401A80 call
[F ciin antoan pop

With Protection:
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SH e o BHBE S ) o D0 ddat S F X > 0O ocwe -
S N B I |

Library function [l Regular function [l Instruction Data Unexplored External symbol
E Functions window O & x IDA View-A B8 @ Hex View-1
Function name Segment
E sub_4B9EAD virbox3
|f] sub_4B9EB2 wvirbox3
|#] sub_smeECs virbox3 =
7] sub_4BSEEA virbox3
E sub_4BaF12 virbox3
|f| sub_4B9F40 wvirbox 3 .
E sub_4B9F67 virbox3 zzgiicpiszrﬁear
|f| sub_4BoF79 Jvirbox3
E sub_4B9FB3 wvirbox3 var_4= dword ptr -4
£ | sub_4BA045 wvirbox 3
E sub_4BA0%8 wirbox3 pusha
|7] sub_sBa0D4 virbox3 call  sub_4C1BDD
__f- sub_4BA1D0 wirbox3 popa
E sub_4BA493 wvirbox3 SUbh esp, 4
E sub_4BA49E Lvirbox3 Eﬂzh :Ei
__f_ sub_4BA4B2 virbox3 mov eax, offset dword_4C85A@
L£| sub_4BA518 wvirbox3 mov ebx, ds:dword_4C85A0
|f| sub_4BASEE wvirbox3 add eax, ebx
7] sub_4BASAS virbox3 mov [esp+@Ch+var_4], eax
E sub_4BAG3B wirbox3 pop ebx
| 7] sub_aBasaF virbox3 pop eax
7] suo_shens ko3 Start endo ; sp-analysts Tailed
| 7] sub_4BAsDB wvirbox3
E sub_4BAT2F wvirbox3
z sub_4BCE01 wvirbox3

Figure 5-2

5.1.1.5 Memory Check:

1. Memory check is the function implemented by Virbox Protector which is used to check the integrity of
the program itself, and can be used to prevent illegal patch, memory patch and software breakpoint.
What is more, memory check table and logic check is self protected to make sure the security of the
software.

2. Memory check would be run in the program entry point, Virbox Protector loader will check every
memory block to check the integrity. If verified failed, the program will exit.

3. If SDK label is used, every time you call VBProtectVerifylmage, the memory would be checked.
Instructions for Use:

Drag the PE or ELF program to Virbox Protector, the “Memory check” would be shown in the “Protection

Option”, you need to select this option to protect the program with memory check.
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File/Directory =
. (2 Basicinfo & Function Options ) Protection Options
:| ] PE_Tetris.exe
éParse successfully! ~ OQutputInfo
Qutput File/Directory PE_Tetris.ssp.exe
~ Protection Options
Import Table Protection O
Compression
I Memory Chedk O I
Resource Section Encryption D
~ Plug4n
~ Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints O
Memory Integrity Check O
v ds Open DSProtector
Password
Figure 5-3

5.1.2 Functions Option: Protect the critical & Specified Functions

Following protection mode can be click and selected to protect the specified functions in your application

5.1.2.1 Code Obfuscation

Protection Mechanism:

Select "Obfuscation”: Virbox Protector will translate the code instruction into a stream of pseudo-code that
neither the machine nor the human can identify these pseudo code. When the pseudo-code executed, the
software will translate and interpret to restore the code into the original code to execute.

Virbox Protector support the obfuscation to x86/arm /.net il series instruction.

The Purpose

Obfuscate the source instruction and prevent the program from being static analyzed.

The Benefit:

Prevent from de-compiled/disassembled and make it more difficult to analysis the code.

The Weakness:

Execution Performance may impact.

Protection Comparison:

Without Protection(X86):
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.text:80414485 ; _ unwind { // loc_414CD3

.text:804144B5 mov eax, offset loc_414CD8
.text:004144BA call __EH prolog
.text:004144BF push ecx
.text:004144C0 mov [ebp+var_10], ecx
.text:004144C3 mov dword ptr [ecx], offset off_416508
.text:004144C9 ; try {
.text:004144C9 and [ebp+var_4], @
.text:004144CD add ecx, 4
.text:804144D0 push 3 void **
.text:004144D1 call XPAPAX@Z ; AfxDeleteObject(void * *)
.text:@04144D6 mov ecx, [ebpt+var_C]
.text:004144D9 mov large fs:0, ecx
.text:004144E0 leave
.text:084144E1 retn
.text:@@4144€1 ; ) // starts at 414409
.text:@04144E1 ; } // starts at 4144BS
.text:@@4144E1 sub_414485 endp
.text:004144E1
Figure 5-4
With Protection(X86):
.text: 00414485
.text:00414485 loc_4144B5: ; CODE XREF: sub_412E@B+31p
.text:00414485 call sub_466CF@
.text:004144BA out 6Ch, eax
.text:084144BC sub [esi+5@h], ebp
.text:004144BF call sub_466D94
.text:004144C4 push ss
.text:004144C5 adc dword ptr [edi-37245£23h], 64h
B g L e B bt Tt Bl Lt s Bt e Lt Bt et o
.text:084144CC db @F7h
1ext:004144(D ; ----------------mm e mmm—mm——emm—m———e—— -
.text:004144CD
.text:004144CD loc_4144CD: ; CODE XREF: .text:0041453D!j
.text:004144CD dec ebx
.text:004144CE or ebp, edi
.text:004144D0 adc bl, bh
.text:004144D2 movsb
.text:00414403 cmc
.text:004144D4 mov [ebx-18h], edx
.text:004144D7 test [ecx], ebp
.text:004144D9 add eax, 110282@0h
.text:004144DE jle short loc_41447C
.text:004144E0 mov cl, 1oh
.text:004144E2
Figure 5-5

ARM architecture source code:

Without Protection

Copyright © 2021, Virbox, All Right Reserved. Page 56 | 134



VIirRa30X

. text:00076E9C
. text:08876E9C
. text:08876E9C
. text:00076E9C
. text:00076E9C
. text:00076E9C
. text:08876E9C
.text:@@076E9C
.text:80076E9E
.text:00076EAQ
. text:00076EA2
. text:80076EA4
. text:08876EAG
.text:88076EA8
. text:00076EAA
.text:88076EAC
. text:08876EAE
. text:00876EBO
.text:00876EB2
.text:00076EB4
.text:00076EB6
.text:@0076EBS
. text:00076EBA
.text:@8076EBC
.text:00076EBE
. text:00076EBE
. text:08B76EBE
. text:00876EBE
. text:00076ECO
.text:88076EC2
. text:00076EC4
.text:@0076ECE
.text:@0076EC3
. text:00076ECC
. text:00076ECE
. text:00876EDR
. text:08876ED2
.text:00076ED4
. text:00076ED6
.text:@8076ED8
.text:00076EDA
. text:80076EDC
. text:00876EDE
.text:00076EEQ
. text:00076EE2
. text:00876EE2
.text:@0076EE2
.text:@@076EE2
.text:@8076EE4

With Protection:

5 android::register_android_database_Cursoritindow(_INIEnv *)

EXPORT _ZN7android38register_android_database_CursoriWindowEP7_INIEnv

_ZN7android38register_android_database_CursorWindowEP7_INIEnv

3 __unwind {

loc_76EBE

loc_76EE2

; CODE XREF: android::register_android_database

5 DATA XREF: LOAD:0@@1B730%T0 ...

PUSH {R3-R7,LR}
MoV R4, RO
LDR R6, =(aAndroidDatabas - @x76EA8)
LDR R3, [RO]
ADD R6, PC ; "android/database/CharArrayBuffer”
LDR R2, [R3,#0x18]
MoV R1, R6
BLX R2
MoV RS, R@
CBNZ RO, loc_76EBE
LDR RO, =(aClazzNull - @x76EBA)
LDR aCursorwindow - @x76EBC)
LDR R2, =(aUnableToFindCl - @x76EBE)
ADD RO, PC ; NULL"
ADD R1, PC ;
ADD R2, PC ; "Unable to find cla
B loc_76EE2
; CODE XREF: android::register_android_database
LDR R6, =(aData - @x76EC8)
MOV R1, RS
LDR RO, [R4]
ADD R6, PC ; "data"
LDR R3, =(aC - @x76ED4)
LDR.W R7, [RO,#0x178]
MoV R2, R6
MoV RO, R4
ADD R3, PC ; "[C"
BLX R7
CBNZ R@, loc_76EE8
LDR Re, aResNull - @x76EE@)
LDR R1, aCursorwindow - @x76EE2)
LDR R2, =(aUnableToFindSt - @x76EE4)
ADD Re, PC "res »
ADD R1, PC ; "Cur:
ADD R2, PC ; “Unable to find static field %s"
; CODE XREF: android::register_android_databasg
; android::register_android_database_Curseriind
MoV R3, R6
BLX __android_log_assert

00067EBE 00076EBE: android: :register_android_database CursorWindow(_TNIEnv #):loc_76EBE (Synchronized with Hex View-1)
i

Figure 5-6

. text:00098E9C
. text:00898E9C
. text:00898E9C
. text:08898E9C
. text:00098E9C
. text:00098E9C
. text:08098E9C
. text:00898E9C
. text:08898E9C
. text:@0098EA0

; android: :register_android_database_Cursoriindow(_INIEnv *)

5 __unwind {

5 End of function android::register_android_database Cursoriindow(_Jh

EXPORT _ZN7android38register_android_database_CursoriindowEP7_INIEnv
_ZN7android38register_android_database_CursoriindowEP7_INIEnv

; DATA XREF: LOAD:0008C8E@T0

B.W

_ZN7android38register_android_database_CursoriindoweP

.text:00098EBE ; -
. text:00098EBE

.text:00098EC4
.text:00098EER ;

8x271DBA01, ©8x44794478

. text:00093EAQ SUBS R6,

. text:00098EA2 STRB R4, [R4,#0x18B]

. text:00093EA4

.text:@0098EA4 loc_98EA4 5 CODE XREF: .text:0@@3ABEST]

. text:00098EA4 ADD R6, PC

. text:00093EA6 B.W loc_3AeCC

S - e R R R R AR A SR ER SIS IS
. text:00098EAA BLX R2

. text:80098EAC MoV R5, R@

. text:08098EAE CBNZ R@, loc_98EBE

. text:00098EB0 B.W loc_3A148

SEERENERE S = rones s e nonss s meroner s e nonsrs s dsmms s ee nonen s nensnen s e nonmE s e nsnen g s
. text:00093EB4 B loc_98BE6

. text:i@@098EB6 ; - ------ -
.text:00098EB6 ADD RO, PC

.text:B@098EBS ADD R1, PC

. text:88@93EBA ADD R2, PC

. text:00098EBC B loc_98EE2

.text:0@098EBE loc_98EBE 3 CODE XREF: .text:@@098EAET]

. text:00098EBE B.W loc_3A1C4

e A R e e e
. text:00898EC2 DCW @xC782

-text:000938EC4 DCD @xF7A1447E, OxS5A55B9B9, @x2@EE33F4, Ox47B8447B, @xF7A1B940
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. text:00093EEQ ADD R2, PC

. text:00098EE2

.text:@@098EE2 loc_98EE2 ; CODE XREF: .text:@@@98EBCTj

. text:00098EE2 MoV R3, R6

. text:00098EE4 BLX sub_71384

. text:00093EES B.W loc_3A368

RS IER 5 = =t e et e b e e b e e e e e e e e S e i e e e
C DCD @x447F781B, @xF7A1447E, @xD581BA99, OxA4E47EFD, @xBE@1804B
C DCD @x47E@447B, @xF7A1B198, ©x64B1BADB, OxF7A14479, @xF7A1BB19
C DCD @x85@EBBE3, @x4798233B, OxF7A1BI68, Ox735CBBA7, 0x44794478
C DCD @xE@1B447A, @xBBE2F7ALl, @x44785EDS, Ox447A4479, @xF7A1E7D3
C DCD ©xF891BC11, @x44FED45B, ©Ox44794A1E, OxBC4EF7ALl, ©Ox4620447A
C DCD @xECS54F7D7, @xBCBCF7Al, @xBCDAF7Al, ©x4478ABC7, @x447A4479
G DCD @xEA26F7D8, @xBFBBBDFS, @x52DAC, @x4E242, @x52BA3

0009BEIC O009BEIC: sndroid::register sndroid database CursorWindow( TWIEnv *) (Swnchronized with Hex View—1)

Figure 5-7
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5.1.2.1.1 Anti-Run Trace:

Please noted that the anti-Run Trace is available for the ARM architecture based program.

1. RunTrace is the function provided by debugging tools, every time you run a command in single step,
the register status of every command would be recorded, this is a common way to debug trace and
anti-obfuscation to the program to be reversed.

2. After the code obfuscation function of Virbox Protector is used for the ARM architecture program, the
instruction of the function will set some “hidden pitfall” to test the single step breakpoint, if illegal
debug (wrong instruction) command is detected, it will execute some wrong instruction to interrupt
the illegal debug and make the program crash and make it impossible to debug the program. In this

way to enhance the security of the program you protected with code obfuscation.

‘!5] Trace window O & =
Thread Address Instruction Result
E.text:main Memory layout changed: 105 segments Memory layout changed: 105 seg
=izl noooz23sD X¥0=0000000000000001 X1=0000
00002330  .text:main STP %29, X30, [5P,#var_20]! SP=0000007FF1123CED
00002380  .text:main+4 MOV X239, 5P X29=0000007FF1123CED
000023380 text:main+8 STR WO, [%29,20x20+argc]
Q00002380 | text:main+C STR X1, [X29,#0x20+argv]
00002380  .textimain+10 ADRP X0, X0=0000005555003000
00002380  .text:main+14 ADD X0, X0, - L . X0=0000005555603110
000023380  .text:main+13 BL .puts X30=0000005555595BE4
00002330 .plt.puts ADRP x16, Fputs_pir @PAGE ¥16=0000005555647000
00002380 .plt.puts+4 LDR X17, [X16, #puts_ptr @PAGEOFF] ¥17=00000070FES35A45
00002380  .plt:.puts+8 ADD X106, ¥18, Fputs_ptr @PAGEQOFF X15=000000555565475E3
00002380  .plti.puts+C BR. ¥17; puts X0=000000000000000A X1=0000
00002380  .text:main+1C ADD X0, ¥29, #0x1C; arge X0=0000007FF1123CFC
00002330 . text:main+20 LDR. %1, [¥29,#0%x20+argv]; argw ¥1=0000007FF1123D68
00002380 . text:main+24 BL _ _ _ . _ | %30=00000055555356F0
Figure 5-8

5.1.2.2 Code Virtualization

Protection Mechanism:
Virbox Protector will compiles instructions into virtual instructions executed in the randomly generated virtual

machine.
The Purpose :

Hide the original instruction, prevent the code logic from being analyzed.
The Benefit:

Highly secured, the original code logic almost can’t be identified and analyzed.

The Weakness:
Performance impact.

Note: Applied for X86, X64 and ARM architecture program.
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5.1.2.3 Code Encryption (Native)

Protection Mechanism:

Encrypted the original function of the program by SMC (Self-Modifying Code) technology and only when the
program is executed then the function will be decrypted.

The Purpose:

Prevent the program from being unpacking, and prevent the program from being dumped.
The Benefit:

No impact to software performance.

The Weakness:

It is possible to decrypt and analyze the functions.
Protection Comparison:

Without Protection:

- —
start proc near
var_68 = dword ptr -68h
lpCmdLine = dword ptr -64h
var_6e = dword ptr -66h
StartupInfo = _STARTUPINFOA ptr -5Ch
ms_exc = CPPEH_RECORD ptr -18h
5 _unwind { // __except _handle
.text:@84056F4 push ebp
mov ebp, esp
push
push offset stru_416AB@
push offset __except_handle
mov eax, large fs:@
push eax
mov large fs:@, esp
sub esp, 58h
push ebx
push esi
push edi
mov [ebptms_exc.ocld_esp], esp
call ds:Getversion
xor edx, edx
mov dl, ah
mov dword_41E524, edx
mov ecx, eax
and ecx, @FFh
mov dword_41E52@, ecx
shl ecx, 8
add ecx, edx
mov dword_41E51C, ecx
shr eax, 18h
mov dword_41E518, eax
push 1
call __heap_init
pop ecx
test eax, eax
jnz short loc_4@575F
push 1Ch 3 NumberOfBytesWritten
call _fast_error_exit
Figure 5-9

With Protection:
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text:004@56F4 ; --------cmcm e e s e cme—————
text:884856F4 push ]

text:884856F9 jmp loc_426608

L L T o e
db 48h, 42h, 65h, 45h, 39h, 2 dup(ecsh), 14h, 92h, 9, 4Dh
db ®AFh, ®AEh, 1Ch, @B8h, 56h, &, 4Ch, 38h, 7Dh, @Dh, BEAh
db @F3h, 8Ch, 1%h, @AcCh, 12h, @C8h, &2h, 4, 36h, @Ah, 35h
db 7&h, 7Fh, BF8h, 79h, @E7h, 6, 62h, 4Eh, S1h, @Ah, @AAh
db @A4h, @DAh, 1, @EEh, 8Ah, @A3h, 2Eh, 3, @Clh, 69h, @DBh
db @B2h, 61h, 6Dh, 75h, 40Dh, 81h, 92h, 87h, 58h, @BCh

db 69h, 33h, 8E7h, 8Bh, 8CSh, 63h, @CSh, @BAh, @CDh, @Clh
db @a7h, 45h, &6h, 8Fh, @FFh, 71h, @CFh, 9Dh, 48h, @Bh

db 98h, 37h, 16h, ®EEh, 7Dh, 42h, 78h, 2 dup(35h), 1Eh

db 64h, 2Eh, 83h, 26h, 8D8h, 75h, @DDh, 3Fh, @Alh, @Ezh

db 80h, @A4h, @F2h, 3, 8A4h, 17h, SCh, 49h, @F8h, 27h

db 76h, 98h, 8CBh, 7, @BBh, 7, @AEh, 89h, &1h, 98h, 9Bh

db 88h, 7Fh, 7@8h, ®F8h, 9Eh, SEh, @FAh, 8D@h, 57h, 8C7h

db @FCh, 38h, @AEh, 64h, @Ch, 85h, 67h, 3ah, 8B2h, 9Bh

db 7, @FSh, BEAh, @®ACh, @CSh, ®BAh, 8Bh, 67h, 65h, 6DSh

db @D2h, 96h, @CDh, 3Dh, @Doh, @B7h, @FEh, 83h, @F%h, 3Eh
db @B4h, @E%h, 82h, 9Bh, 82h, 66h, BCEh, 49h, 2Dh, 7Fh

db 11h, 8Eh, @F3h, @DEh, @FEh, 72h, 4Bh, 37h, 32h, 38h

db @ADh, ®B2h, @EEh, 3Dh, 17h, 62h, 53h, 63h, 3Dh, 28h

db 89h, @FCh, @Dh, 34h, 6@h, @ACh, 45h, 68h, 28h, 92h

db 51h, 36h, 8D&h, 86h, 5Dh, 7Ch, 6Ch, 46h, 31h, 43h, 35h
db 5Ch, @EFh, @F6h, @C3h, 76h, 2Eh, 3Ch, 75h, 32h, 63h

db 5Fh, @Ash, 7, 99h, S7h, 15h, @E6h, ®FDh, ©FSh, 4Dh

db 7Bh, @E3h, &5h, 7Fh, 10h, @B7h, 8Bh, 65h, BE8h, @FFh

db 7sh, 98h, ®Esh, 3Fh, 1eh, 2 dup(@)

Text

Figure 5-10
5.1.3 Automatically protection to local executable files by using "Command line"

Virbox Protector provides 2 ways for developer to protect their local executable application:
Using GUI to "select and click" way, which is most easier way to developer to protect their application;
For Some developer who has rich experience in protection, they may more prefer to use command line to

protect the critical functions in their application.

5.1.3.1 Generating & Using Map file

For the compiled application, The functions will be shown and listed with the "address" when Virbox Protector
parse the functions of PE program which is not easy to developer to identify and select these functions with
"address" , and The function will be shown and listed with function name if map file available, so using the
"map" file will more convenient to developer to select the functions to be protected when use the Virbox

Protector to protect their application, here we brief how to generate the "map" file for different language.

5.1.3.1.1 Generate Map file for BCB Program

BCB: Borland C++ Builder, here briefing how to use C++ Builder to generate the map file.

Project settings as shown below:
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8 C++Builder 6 - Project2 - e

Fe Edit Search View |Project] T Component Database ools Window ﬂe\lewﬂm S 5&‘

Dis-8 @< (2 Add to Project. Shift+F11 32| Svstem | Data Access | DataControls | dbEnoress | DataSnan | BDE | DD | InterBase | webSen

@ﬁ@lml)Vgﬁemovefmmprcged. AmF@mD@D

] Import Type Library..
(5% Add to Repository.
View Source
T Languages

Edit Option Source
Export Makefile..

Object TreeView

Fom

B Add New Project..
B Add Existing Project.

T Compile Unit Alt+F9
a Make Project2 Ctrl+F9

2 Make All Projects

B Build All Projects.

Objedlhspecl [=]
Figure 5-11
Praject Options for Projectl.exe ﬂ

‘ersion Info | Packages | Tasm | CORBA | CodeGuard
Forms Application | Compiler I Advanced Compiler I C++
Pascal Advanced Linker | Directories/Conditionals
—Lmking—l— CWamings
¥ Create debug infarmation Al

[v Use dynamiz RTL & Selected warnings |

[~ Use debug libraries - -
[T Generate import lioran - PE file aptions

[T Generate lib file Min stack size: IDHDDUD2DUD

[v Don't generate state files Mt s W
Mt enors |0 :'I Min he.ap size: IUHEIEIUU‘I i

Max heap size: W

Mapfle
i Off Image base: IDHDD4UDDDD
" Seaments 2
' Publics Subsystem major; |4 j‘
" Detalled =
Subsyetem minor: |0 =

[~ Default 04 I Cancel | Help |

Figure 5-12

5.1.3.1.2 Generate map file for VC program

Project settings as shown below:

Y File Edit View Inslsrt Project Build Tools Window Help
?i% ||;"* = ﬁ | % é Set Active Project >

Add To Project >
[Globals) |

Dependencies...

Workspace 'tesi®
=8 test files

429 Source Files Insert Project into Workspace...
E=

Export Makefile...

Figure 5-13

Copyright © 2021, Virbox, All Right Reserved. Page 61 | 134



VIiRa0X

et - (L7 foem
AL
ngs For: [Win32 Debug ~]| General | Debug | crcir Resources | Bi [1]5]

Category: [General -] Reset

Output file name:

IDEhugﬂESLExE

Objectflibrary modules:
Ikerne|32.lih user32.lib gdi32.lib winspool.lib comdlg32.lib

¥ Generate debug infd " Ignore all default libraries

¥ Link incrementally

[~ Enable profiling

Project Options:

kernel32.1ib user32.lib gdi32.lib winspool.lib
comdlg32.lib advapi32.lib shell32.lib ole32.lib
oleaut32.1ib uuid.lib odbc32.1ib odbcep32.1ib

OK I Cancel

1 [l

Figure 5-14

5.1.3.1.3 Generate map file for VS program

Project settings as shown below:

w testl - Microsoft Visual Studio (Administrator)
1
FILE EDIT VIEW J PROJECT ILD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP
a

-olB-2 T Add Ol Debug - || 5

g Class Wizard... Ctrl+Shift+X
te
‘O Add New ltem... Cirl+Shift+A -] (Global Scope)
S ‘a3 Add Existing em... Shift+Alt+A
# Exclude From Project

# i Show All Files
=V( Rescan Solution

{ {3 Set as StartUp Project
B Manage NuGet Packages...

}I & testl Properties... I 2

PNOW B WM

Figure 5-15

testl Property Pages m

Configuration: |Active(Debug) « | Platform: |Active(Win32) '] [ Configuration Manager... I
| Common Properties - Generate Debug Info Yes (/DEBUG)
4 Configuration Pmpen:iesl Generate Program Database File $(0utDir)$(TargetName).pdb
General Strip Private Symbols
Debugging Generate Map Fle Yes (,I’MAF)
VC++ Directories | = Map File Name $(TargetName).map
b CfCtH+ Map Exports Yes (/ MAPINFO:EXPORTS)
4 Linker | 4
a| General
Input b
Manifest File
Debugging
ystem
Optimization
Embedded IDL Generate Debug Info
Windows Metada ~ | | The /DEBUG option creates debugging information for the .exe file or DLL.
< [ | »

Figure 5-16
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5.1.3.1.4 Generate map file for Delphi program

Project settings as shown below:

Projectl - Delphi ni
Eile Edit Search Wiew Refactor JJ|Project (§ Run Component Tools
- R R @l @%’ Add to Project... Shift+F11

A\ structure Remove from Project... I
| Add to Repository...

] Form1 Languages »
View Source

]

=

0

S 05

Add New Project...
Add Existing Project...

QA Metrics...
QA Audits...

Eormat Project Sources...

W Rd W

Modeling Support..
Compile Projectl  Ctrl+F2
Build Project1 Shift+Fg
Syntax Check Projectl

Information for Projectl

LAY

Compile All Projects
Build All Projects

-
&

Resources and Images...
AE Object Inspector Dependencies...
Forml TFormi Project Page Options...

Properties | Events Deployment

Action Options... Shift+Ctrl+F11
Aetivalonteal

>

|

Figure 5-17

-
(:j Project Options for Projectl.exe (Win32 - Debug) ﬁ

4 - Delphi Compil
geDhl LU Target: Debug configuration - 32- + ’ Apply... ” Save... ]

Debug information true
EXE Description
Generate console application ] false

-Resource Compiler
:  ‘-Directories and Conditionals Image Base dooaad 2
Eap file =]
Fimum iZe TZE57E
Minimum Stack Size 16334

Output resource string .drc file ([ | false
Place debug information in separz || false

4

Piff:;’me o Set base address for relocatable |0
: < Set extra PE Header flags 0
a -D_ebugger

Set extra PE Header optional flag 0

Set OS Version fields in PE Headet 5.0
Set Subsystem Version fields in PES.0
Set User Version fields in PE Head 0.0

i Symbol Tables
- Environment Block

HEHHENHHEHEHEEHBEEH

[ o | [ concal | [ reb

Figure 5-18

5.1.3.1.5 Generate a map file for vb6.0 program

Add a "LINK" value to the system environment variable. The value is "/MAP". Restart the computer. This

compiles and generates the exe program. The map file will not be automatically deleted, but will be retained.
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Contrg

& Device
& Remot

& systen

User variables for yaowb

Variable Value

OneDrive Ci\Users\yaowb\OneDrive

Path il ppDatz\LocalMicr wsApps:
TEMP Ci\Users\yaowb\AppDataiLocal\ Temp

Q Adva

New System Variable:

See aly

Securil_

Variable name: [umic
Variable value [

Browse Directory... Browse File.. Cancel
Variable Value T
ComSpec CAWINDOWS\system32\cmd.exe
DriverData CAWindows\System32\Drivers\Drivegiata
NUMBER_OF PROCESSORS 4
os Windows NT
Path CAWINDOWS\system32:CWINFOWS;CAWINDOWS\System32\Wh...
PATHEXT COM; EXE, BAT, CMD; VBS;.VBZ: J5; JSE, WSF, WSH. MSC
PROCESSOR ARCHITECTURE _AMDS4 hd

== =

oK Cancel

2@ Windows10

& Change settings

Whctivate Windows

Figure 5-19

5.1.3.2 Using the SDK label API to mark the critical functions

This function and related SDK label API helps developer to mark and locate the important function that need
to be protected by using SDK label API. If you want to find the important function to protect it later. And only
the address of the function will be shown which makes difficult to locate the function you want to protect it.

So this label API will help you find the function you want to protect, and no need to find the function in

thousands lines of code.

The Header file, static library and dynamic library to SDK label API can be found in the Virbox Protector SDK Kit.

The software developer can load the label API statically into the function protected. Then the Virbox Protector

can recognize & locate the critical code and protect those functions which use SDK labeled.

5.1.3.2.1 Using SDK

Till now Virbox Protector supports to add these kind of label to mark the functions you want to protect:

Label and Protect your functions

VBProtectBegin: Normal & conventional protection

VBVirtualizeBegin: Vi

rtualization protection

VBMutateBegin: Obfuscation protection

VBSnippetBegin: Code snippet protection (Code fragmentation)

VBProtectDecrypt: License encryption and decryption
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5.1.3.2.2 Notes:

1. The SDK label can only be loaded statically and not supported to be loaded dynamic link lib (i.e.
LoadLibrary);

2. The String parameter imported by VBProtectBegin, VBVirtualizeBegin, VBSnippetBegin,
VBMutateBegin can't be shared with other functions.

3.  Make sure the imported parameter to be ASCII code, then the right function name would be

shown, otherwise it will show messy code and unreadable.

4.  Every begin will follow and match an end, use the “begin” and "end" in pair, and only one pair is

allowed in one function.

5. If the protection mode marked in the label inconsistent with the protection mode saved in the
project file, the system will use the protection mode saved in your project file.

6. The code in between the "Begin" and "End" is better to more than 3 lines. To make sure the
protected code will be shown in the GUI of Virbox Protector. (it will not be shown in the Virbox
Protector for the instruction less 15 bytes.

7.  SDK provides 32bit and 64bit dll, you do need to use these libs accordingly.

8. Not support Java, Unity3D.

9. Begin/end do not support nesting use.

10. VBProtectDecrypt, the length of the encrypted string or buffer should be multi times of 16,

i.e.. charg_test string[16] = {"test_decrypt},

11. VBProtectDecrypt, the input buffer and output buffer can’t be the same buffer.

12. VBProtectDecrypt, the buffer input need to be put outside of the function, which means is a
global variable. For detail how to use, please refer demo.

13. .Net program, is not supported by VBProtectDecrypt currently.

5.1.3.2.3  Encryption of String: How to encrypt and decrypt the sensitive string by SDK

1. The encrypted string must be a constant value.
2.  VBDecryptData also can be used to encrypt and decrypt the data, but the length and the data
should be constant value.
3.  The following type of string Decryption supported:
= String Decryption:
VBDecryptStringA("test_string");
=  Local static variable:

static const char g_string[] = "test_string";
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= global variable:
char g_test_string[] = "test_string";
const char g_test_string[] = "test_string";

static const char g_test_string[] = "test_string";

If the program to be encrypted is too complicated and the data to be encrypted can’t be parsed, it will
report error when you protect the software, we recommend you make the program less complicate.
Usually it mostly happened to the Linux program which compiled with —fpic or —fpie with 02.

The compiler may merge the same constant string to be one string, if only one of these string is
encrypted, an error would be reported:

For example:

const char* a = "test_string";

const char* b = VBDecryptStringA("test_string");

printf("a = %s, b = %s\n", a, b);

For this case, messy code would be shown when you print string “a”.

5.1.3.3 Generate .ssp configuration file

.ssp File is the configuration file which need to be used for protected software, here we introduce how to
generate the .ssp file.

Generate ssp file via Virbox Protector GUI tools:

Drag in the program into Virbox Protector, after you completed the configuration of software protection option,
the ssp configuration file will be generated in the same path with the program protected after you clicked

“SAVE THE SELECTED CONFIGURATION” or “SAVE ALL CONFIGURATION”.
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Virbox Protector 64 (1.5.1.11511)
File Protect Plug-in Log Setting Help
f B3 =} ’

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects | Protect Al Project

File [Director
> Local Disk (E) » Test-Program > D v © BasicInfo

~ | ] PE_Tetris.exe
Save successfully!

@ Function Options ) Protection Options
Name
apk [ et Retrosnaker.exe

Java-Program-dema Frms File/Directory Path:  E:/Test-Program/PE_Tetris,exe

linud U2 s
Player

Created Time: 2018/12/27 11:39:18
pptviewer

python

Python-exe Last Modified Time: 2018/12/27 11:39:22
Unity3D

[ Met_RetroSnaker._rar

. Net RetroSnaker.exe
| | ] Met_RetroSnaker.exessp |

T Net_RetroSnaker.ssp.exe

Last Accessed Time: 2018/12/27 14:33:10

Type: PE 32bit]i386
| abstract-class-dyn6d-linux-program

[ apache-tomcat-8.5.23.exe

[ apache-tomcat-2.0.8.exe

w CFF Explorer-PERHEIZE T B.exe
[ ClockDemo-FriSEENZEGar jor
[ demo-0.0.1-SNAPSHOT-ori.jar

|2 eldotnet.dll

[ 68.7

B

5 4
m ExTest Program PE Tetris.exe

Figure 5-20

5.1.3.4 Protect software with command line

Virbox Protector support developer to protect their applications with command line mode:
virboxprotector_con.exe

Command line parameter :

Command Description (Local Dongle) Description(Cloud License) | Note
filename The files that need to be protected/encrypted
-u3d Protect/Encrypt the Unity3D program /
-0 output The output directory of the protected/encrypted program

5.1.3.4.1 Using Command line to protect the application in Linux Environment

5.1.3.4.1.1 Normal application protection/encryption

Command line in Linux system:

For the protection/encryption of normal application in Linux environment, here we take the Linux platform

program as an example:
Use the Virbox Protector GUI tool to generate configuration files (optional)

o If a configuration file is generated, you can select the No. of functions and protection mode in the GUI

tool

e If no configuration file is generated, only the default entry functions will be protected
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Open a terminal window in Linux system, enter the path where "virboxprotector_con" is located, and enter
"virboxprotector_con" to run Virbox Protector

Help information can be viewed:

sense@sense:~/Desktop/virboxprotec tor_1.5.0.10 bin$ ./virboxprotector con
SenseShield Virbox [version: 1.5.0. 10303]
Copyright(c) Senseshield Technology Co., Ltd. All rights reserved.

VirboxProtector con <filename> [-o0 output]

-u3d : protect for unity3d.
-0 output : output file name.

-7 : show help information.

Figure 5-21

For the programs executed in different platforms, the Virbox Protector has different edition & license. You

need to contact Virbox team to get the corresponding Virbox Protector's license.

Command: absolute path of VirboxProtector_con  absolute path protected file name -o 'Jabsolute path

of output file/ouput file name

e If the license is not verified, when you use Virbox Protector to protect program, it will prompt "Can

not find the license", as shown in the figure:

sense@sense:~/Desktop/vi protector_1.5.0. bin$ ./virboxprotector_con '/h
:)mc,:’ScnSc,:'Dcsktop,fnrbox test/cb | bytcs test' -o '/home/sense/Desktop/virbox_ test
Jcb_bytes test.ssp.vp'

SenseShield Virbox [version: 1.5.0.108808]

Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

loading cb_bytes_test ...
Error (13000020): Can not find the license.

Figure 5-22

e After the license have been obtained, you can protect the program with Virbox Protector successfully,

as shown in the figure:
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sense@sense:~/ op/vi protector_1.5.0.1¢ 'bin$ . /virboxprotector_con '/h
omcfScnSchcsktopfv1rbox test/cb | bytcs test' -o home/sense/Desktop/virbox_ test
/cb_bytes test.ssp.vp'

SenseShield vVirbox [version: 1.5.8.10888]

Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

1

oading cb_bytes_test ...
link...

save as cb bytes test.ssp.vp ...
Succeed.

Figure 5-23

5.1.3.4.1.2 Using Command Line to protect the Unity3D program

Unity3D, as a special file type, the protection methods is different from the normal program. For the Unity3D

program for Windows, Linux and macOS platforms, the entire directory of Unity3D needs to be protected; for

Unity3D for the Android platform, the apk of Unity3D program needs to be protected. Here we take a Linux

Unity3D as an example:

Use the Virbox Protector GUI tool to generate configuration files (optional)

Open a terminal window, enter the path where "virboxprotector_con" is located, and enter
"virboxprotector_con" to run Virbox Protector. Help information can be viewed.

For the programs in different platforms, the Virbox Protector need to verify the license in different
platform. You need to contact Virbox team to obtain the corresponding license.

Command to protect Unity3D: Path of VirboxProtector_con/VirboxProtector_con  /path of the

program to be protected/the filename -u3d-o Path of output file/new file name

If no license has been verified, when you run Virbox Protector, it will prompt "Can not find the license", as

shown in the figure:

sense@sense: protector_1.5.0.1¢ bin$ . /virboxprotector_con '/h
-u3d -o 'fhome/sense/Desktop/ssp.Particle

s2018.1.9f1°
SenseShield Virbox [version: 1.5.0.10808]
Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

protect unity3d Particles2618.1.9f1 ...
Error (13000020): Can not find the license.

Figure 5-24

After the license is verified, the program can be successfully protected by Virbox Protector, as shown in the

figure:

sense@sense:~/Desktop/virboxprotector_1.5.08.10808/binS . /virboxprotector_con '/h
ome/sense/Desktop/Particles2018.1.9f1' -u3d -o '/home/sense/Desktop/ssp.Particle
52018.1.9f1"'

SenseShield Virbox [version: 1.5.8.10808]

Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

protect unity3d Particles2618.1.9f1 ...
Succeed.

Figure 5-25
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5.1.3.4.2 Using Command line to protect executables in Windows environment

5.1.3.4.2.1 Take Windows application as an example

Use the Virbox Protector GUI tool to generate configuration files (optional)
e If a configuration file is generated, you can select the quantity of protected function and protection
mode in the GUI tool
e If no configuration file is generated, only the entry function on default will be protected
Open terminal in window from the start menu, input:
Virbox Protector_con.exe
To start execution.
This command can get the help info.
Command line help info:
VirboxProtector_con <filename> [-0 output]
-0 output :output file name.

-7 : show help information.

mation.

, Ltd, 411 ri;

mation.

Figure 5-26

When you use the command line but without license, it will have this error report: "Can not find the license".
Difference license of Virbox Protector will be required when you are protecting the program on different
platform. Please contact Virbox Team for the corresponding license.

Command: path of Virbox Protector_con.exe the path of the program that to be protected/protect filename

-0 path of output file/file name
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Figure 5-27

After the license is verified, you can complete protection.

Ltd. All ri

Figure 5-28

5.1.3.4.2.2  Unity3D program protection:

® Use the Virbox Protector GUI tool to generate configuration files (optional)
Open a terminal window, enter the path where "virboxprotector_con.exe" is located, and enter
"virboxprotector_con.exe" to run Virbox Protector. Help information can be viewed.

® For the programs of different platforms, Virbox Protector has different license. You need to contact
Virbox team to obtain the license.

Command: path of Virbox Protector _con.exe/ Virboxprotector_con the path of the program that to be

protected/file name —u3d -o path of output file/filename

If no license have been found, when you protect the software it will show:

Figure 5-29
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If the license is successfully found and protect the program successfully:

Figure 5-30

5.2 Protect the .Net application

Drag the .NET file you want to protect into Virbox Protector first, then Virbox Protector will start parsing..

2] )
& 2] ]
OpenFle  Save Selected Configuration  Save All Configuration  Pre Projects  Protect All Project
File/Directory

Welcome Page

Welcome to Virbox Protector!

Start
Open File
Open Directory(Only support Unity33)

Recent Files/Directary (]
C:JUsersfluyenggiang/Desktop/angrybotss. 5.3.apk

C: Usersfluyonggiang/Desktop/.Net_RetroSnaker.exe
. dl

Drag file here to protect!

C:Users luyongqiang/Desktop java. exe
C:users luyongqiang/Desktop,Java-test/demo-0.0, 1-SNAPSHOT-ori jar

Figure 5-31

5.2.1 Protect the .NET application in fundamental

Protection Option pane to .NET application as shown below:
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irbox Protector -bit) w2.0.1. -
O vitbox P 2 (6d-bit) v2.0.1.12323 ] x

File Protect Plug-in Log Setting Help
Authorization Info

P.- LT‘E) E;) / / Account: 15010303968 Logout
OpenFile  Save Selected Configuration Save All Configuration  Protect Selected Projects  Protect All Project Autharization Detail
File/Directory = -
&/ Basic Info ¥ Function Options J Protection Options
Unity3D N
~ Qutput Info

Protect successfully!

|| angrybots5.5.3.apk Qutput File /Directory Met_RetroSnaker.ssp.exe s

Protect successfully! Ifit's an executable program,
™ Protection Options

| | .Net_RetroSnaker.exe

Parse successfully! Compression
JIT Encrypt
MName obfuscation
~ Plug-in
¥ Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints |:|
Memary Integrity Chede Oa
W
E:/Test-Program/.Net_RetroSnaker.exe .NET AnyCPU|i386
Figure 5-32

5.2.1.1 Name Obfuscation

Rename the .Net program method name and class name with random string, the name that exported for
external call will not be changed.
Protection Comparison:

Without protection:

.method

4 {} xmltest

4% p

walue] 1hn"

uellin®

[

Figure 5-33

With Protection:
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(
mlNodelizt * Ya0005%bA\ul003\t \wiul003vu0003uli0z2’,
t%u0003%ul002\t\ul001”

mscorl

Figure 5-34

5.2.1.2 Compression

The main purpose of the compression is not only to compress the .NET applications, it will encrypt the code
and the data segment and hide the original import table and relocate the information of the protected
application, and compressed the original data size at same time.
The compression will protect the .Net program overall, in this way to protect the method being de compiled by
DnSpy, ILSpy and .Net Reflector. The compression of Virbox Protector provides better compatible by using IL
enveloper code.
Protection Mechanism
This function will pack the original data segment with data package and compress, replace the Original Entry
Point (OEP) with the packer code. The data segment and code segment will be retrieved when the program is
executed, and relocate it to execute the program.
The Purpose:
Prevent the static de-compiling and prevent the program being patched
The Benefit:

1. Hide the code, data and file structure information of the program, protect the software in general.

2. High efficiency when the program executed, and small impact to performance when the program is

loaded.

The Weakness:

1. When the pack code is executed, the code segment and data segment may be retrieved and be

dumped.

Protection Comparison:

Without Protection:
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zmltest. Program

em. Object

-method

Figure 5-35

Figure 5-36

5.2.1.3 JIT Encryption

= _Net JIT encryption means it encrypt all of the IL instructions of method in the .Net Program, and the
instructions will be decrypted only when the JIT compiling proceed in the .Net Virtual Machine, This

can be used to prevent static decompiling and prevent the IL code being Dumped in memory.

= JIT encryption encrypt all of the method in default and enhance the security level of the source code
With Protection.

= JIT encryption support inheritance, event, reflection, recursive call which is not supported by code
encryption.

Using Guide:

Drag the .Net program into Virbox Protector, the “Protection Option” will show “JIT encryption” option. You

need to select this option if you want to use this function to protect your program.
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File /Directory
C‘ Basic Info WS Function Options J Protection Options
| | .Met_RetroSnaker.exe
Parse successfully! ¥ Output Info
Qutput File/Directory .Net_RetroSnaker.ssp.exe e
* Protection Options
Compression
JIT Encrypt I
Name obfuscation
~ Plug-in
¥ Anti Debug Option
Detecting Hardware Breakpoaints O
Detecting Memory Breakpaints D
Memary Integrity Check O
v ds Open DSProtector
Password
E:/Test-Program/.MNet_RetroSnaker.exe NET AnyCPU i385

5.2.1.4 Remove Strong Name

1.  StrongName provides the .Net assembly with a mechanism which consists of an Assembly's
identity, that means the Assemblies can be assigned a cryptographic signature. Strong Name
contains the name of the .net assembly, version number, culture identity, and a public key
token.

2. StrongName can be used to help the software user to verify if the program comes from the
original author and not be modified (prevent tampering).

3.  Sothe software developer need to remove the strong name Without Protection/encryption and
add the Strong name With Protection/encryption again.

5.2.2 Protect the critical Functions in .NET program

Virbox Protector support developer to select and encrypt specified functions, critical or contains critical
algorithms, and select the encryption mode to each specified functions, let's go to:

Function Option Tab:
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V]
d o"
Open File arch Functions Analysis
File/Direci  Total Protected: 2/79  Obfuscation: 2 Virtualization:0  Encrypted: 0
[ et Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Parse s MName - Run Times Protection Type Other Kction
v oy 3
Snakelabel
v Snakel0
0 void SaveTaget(string) - Obfuscation hd
wvoid SaveSnake(string) - No protected hd
G void LoadTaget({string) - Encryption hd
G wvaid LoadSnake (string) - Encryption hd
5 void .ctor(Snake) 1 Encryption -
e Paint Convert(string) - Encryption -
Snake v
Total Show Functions: 79 Cancel Ok
C:/Users/luyonggiang/Desktop/. Net_RetraSnaker.exe .NET AnyCPU|i386
Figure 5-37

Function Level Protection:

Developer may select following "Protection Option" to protect specified "functions":

5.2.2.1 Code Encryption (.Net)

Protection Mechanism

Code encryption is dynamic code protection technology, the original method byte code will be encrypted and
decrypted only when the method is executed.

The Purpose:

Prevent the program from being unpacked and being dumped

The Benefit:

Almost no impact to software performance.

The Weakness:

The method of the program may be analyzed when decrypted to execute.

Protection Comparison:

Without protection:
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+ point. ¥,

151, maxEBlank)

Figure 5-38

With protection:

BEEEREEE

Figure 5-39

Following scenario doesn't supported to code encryption:

For C# program, if following the message pop up: “Some of the functions has been set the protection option
unsupported, and please modify the protection option you selected. Error code: 0xAOO0AQ00” , pls go back to

"Function Protection" tag to modify the protection mode:
Following scenario doesn't supported to "code encryption":
1. The non-static method of Value type (and their Inherited class): System.ValueType
2.  Generic methods are not supported currently
3.  C++.net not supported
4.  Recursive calling is not supported

5.  Variable parameters are not supported
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6. Default parameters are not supported

5.2.2.2 Code Obfuscation

Virbox Protector will translate the code instruction into a stream of pseudo-code that neither the machine nor
the human can recognize. When the pseudo-code executed, the software will translate and interpret to restore
the code into the original code. To let it executable when it is executed.

Virbox Protector supports the obfuscation for x86/arm .net il series instructions.

Protection Mechanism:

To obfuscate the original instruction and prevent from being static analyzed.

The Benefit:

Prevent from de compiling and make the hacker more difficult to analysis the code.

The Weakness:

Slightly Negative impact to software performance.

Limited protection to software.

Protection Comparison:

Without protection:

Figure 5-40

With Protection:
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Figure 5-41

You can select the corresponding protection option according to the introduction of the functions.

Then click “Protect all project” button to complete protection:

Virbox Protector Standalone x64 (1.4.2.9340) - O x

File Protect Plug-in Log Setting Help

L B &

OpenFile  Save Selected Configuration Save All Configuration Protect Selected Projects| Protect All Project

File/Directory - _
) Base Info W Function Options J Protection Options
[] Met_RetroSnaker.exe
Parse successfully! v Fie
Output File/Directory Net_RetroSnaker.ssp.exe s

~ Protection Options

Compression D
Name obfuscation
¥ Plug-n
v Ant
Anti hardware breakpoint O
Anti memory breakpoint O
Enable memory Check O
v ds Open DSProtector
Password
C:/Users/luyonggiang/Desktop/.Net_RetroSnaker.exe .NET AnyCPU|i386
Figure 5-42

5.2.2.3 Using label to mark the critical function be protected

Virbox Protector support to protect the critical functions with 2 protection modes:

Code Encryption and Code Obfuscation
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Developer may reserve and set the protection mode to the function will be protected in coding, and it can be

quoted and viewed in the code, so, when the compiling completed, developer drag the apps into the Virbox

Protector, the GUI will show the protection mode set in the code accordingly, here is label sample for code:

//Label

namespace Virbox{
//Code Obfuscation
class Mutate : System.Attribute
{

}
//Code Encryption
class Encrypt: System.Attribute

{
}
}
public class main
{
[Virbox.Mutate]//Code Obfuscation
public static void test1(string[] args)
{
System.Console.WriteLine("hello Virbox.Mutate!");
}
[Virbox.Encrypt]//Code Encryption
public static void test2(string[] args)
{
System.Console.WriteLine("hello Virbox.Encrypt!");
}
public static void Main(string[] args)
{
testi1(args);
test2(args);
}
}

5.3 Java Program protection:

5.3.1 Protection background and introduction

Java program support cross platform operation which rely on the java execute in the Virtual machine
environment as intermediate code, the challenge to protect java is: the de-compilation to java class file is
much easier compare with to de-compilation to other languages. And the decompiled code is almost

compatible with the source code after optimization.
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There are many Java Obfuscator available in the market to protect Java Application. The mechanism of the Java
obfuscator is to obfuscate the compiled code, and makes the decompiled code difficulty to read and
understand. And increasing the difficulty to reverse engineering. For the people who familiar to use the
de-compilation tool. It is almost transparent. So the security level for the Java application protected by Java
Obfuscator is quite limited.
After compile of the Java source code, it is easy to de-compile the .class file which contains the class name,
method name and variable name. The hacker almost can obtain the source code which is completely same
with the original source code by de compiling engineering.
Virbox support directly protect the Jar archive, War archive and APK. Virbox Protector encrypt the byte code
of every method to prevent the source code from being de-compiled, it is quite easy for developer to use
Virbox Protector to protect Jar, War projects in Windows, Linux, ARM Linux platform are supported to be
protected.
The Protection Mode: Virbox protector support to protect Java project with 2 kinds of Mode, Java VME and
Java BCE (with different license), developer may select one of protection mode to protect the Jar/War Project.
Comparison to Java VME and Java BCE:
»  With Java VME protection, Developer protect and encrypt the Java's method with Virtualization, the most
secured protection mode with highly security;
With Java BCE protection, Developer protect and encrypt the bytecode of each method of Java class file,
the bytecode will be only decrypted in execution;
» The execution for Java VME and BCE are different;
With VME protection, the execution to the protected Jar/War is same;
with BCE protection, the execution to protected Jar/war file need relevant sjt_agenet.jar to execute;
»  Encryption Process is different:
VME supports to protect/encrypt the Jar/War archive directly;
with BCE mode, developer need to save the Jar/war file into a folder and drag/add the folder into the
Virbox Protector;
»  With VME Protection, the Protected Jar/War projects support the scenario which Java Jar file be called by

other program; BCE mode doesn't support similar scenario;

5.3.2 Protect Java with Virtualization (Java VME)

Java VME: Protect the Java code with Virtualization, JAVA VME is highly secured protection function provides
by Virbox Protector (Developer need to purchase this function separately), Java VME transform the JVM

bytecode into the private VM instructions, when Java code executed, the java program will go to executed in
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Native VM environment, and provides most secured environment to executed and effective to defend the

retrieving and cracking by current decompiling tools available in the market.

Note:

1) Not support to protect the embedding Java code currently;

2) For the Jar archive which use the springframework, it doesn't support to protect the "class" which under
the org/springframework/boot/loader, only support to protect the class file of the core class file (for
example, the class file under the BOOT-INF/classes.

3) Following type of functions doesn't support to be protected with VME mode (Virtualization): Constructors,
destructors and reflection;

4) There are 2 different license for Virbox Protector (Java VME & Java BCE) to protect Java program. you

need to contact and get commercial license from Virbox Sales Team.

5.3.2.1 JAVA VME Protection process:

1. Drag the Jar archive directly into the Virbox Protector:
2. Click "Add Functions" and Select the functions and set the "Virtualization" to the functions which
you want to protect from the “Function Option" tab;

D virbox Protector 2 (64-bit) v2.3.3.14800 — O

File Protect Plug-in Log Setting Help

#uthorization Info

) - .
— @ B2 sccount N :on Locout

Open File Save Selected Configuration Save All Configuration  Protect Selected Projects  Protect All Project futhorization Detail

File/Directory -
() Basic Info W¥ Function Optioens ) Protection Options

| ADS-Moni tor—1. O-SHAPSHOT. jar

Parze successfully! Totel Gty: 101  Total Protected:101

Add Funetions

Obfuscation:0 Virtualization: 101 Encrypted:0
hd com
v xiaohao
v adsmond tor
v confiz b4

WebConfigurationdTomcatS=lConnectorFroperties
WebConfigmration

constant

controller

dto

service

SpringSReactivetpplication

Figure 5-43

3. Click "Protect Selected Project" to complete the protection process.

a new, protected Jar archive and relevant .ssp file will be generated.
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» Note: the abc.jar is original jar project; the abc.ssp.jar is the protected jar archive; and the abc.jar.ssp is

the configuration file respectively;

5.3.2.2 VME Protection Result:

@RestController / / @RectController
public class Facadecentroller / public class FacadeController
private static Logger logger = Loggerfactory.getlogger(FacadeController.class); 25 private static Logger logger = LoggerFactory.getlogger(FacadeController.class);
@
@autowired @utowired
private IDivertManualService diverttanualService; / */  private IDivertManualService divertManualServices
§RequestMapping({"/facade funificdInterface.php”}) ¥/ @RequestMapping({"/focade/unif erface.php®})
public Object adsFacade(AdsReqDTO sdsReqDT0) { @ /T "/ public Object adsFacade(AdsReqDTO paranidsReqDT0) { return CCBGO8GBEACOETSCRE02
logger. info("Req=" + adReqDTO. toString());
try {

Random r = new Random();
r.nextint(2ee));

NermalResphTO

if (adsReqDTO.
normalRespOT
ListsStrings
actiongrrors.ad
ContentDTO cont DT0 = new ContentOTO();
contentDT0. setActionErrors(actionErrors);
norma1RespOTo. setContent (contentDT0);
return normelRespdTo;

switch (null.SSwitchMspScom$xiacbaoadsnonitordconstant$SActionType|adsReqDT0. getiction_type().ordinal()]) {
case 1t

= this.divertManualService.add (adsRegDTO);

- this.divertManualservice. load(adsReqDT0);

= this.divertManualService. delete (adskeqDT0);

return result;

Figure 5-44

5.3.2.3 Use Command line to protect java code with VME protection mode

5.3.2.3.1  Use Virbox Protector GUI to generate the configuration file

5.3.2.3.2 Open a terminal windows, goes to the sub directory which the " virboxprotector_con" located, and

input virboxprotector_con, to view the help information

5.3.2.3.3  Use following command:

virboxprotector_con <The jar which need to be protected> -o <the jar which output>

5.3.2.4 Using Label to mark the critical function with Code Virtualization protection

Virbox Protector supports to protect the critical functions with "Code of Virtualization" protection mode,
developer may label the critical function in coding, and quoted in functions, so, when the source code
compilation completed, drag the program into the Virbox Protector GUI tools, then Virbox Protector will show

protection mode to the functions in coding. here is sample:
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5.3.2.4.1 Create VBVirtualize.java

package virbox;
public @interface VBVirtualize

{
}

5.3.2.4.2 How tocall

import virbox.VBVirtualize;
@VBVirtualize //can be add to the class, then all of method can be protection on default
public class Main {
public static void main(String[] args) {
System.out.printin("hello™);
test_vir();

}
@VBVirtualize //can be to the method, protect this method only

public static void test_vir()

{

System.out.printIn("test_vir");

5.3.3 Protect to Jar archive (BCE)

Besides of Java Protection with VME mode, Virbox Protector support developer to protect Jar Archive with BCE
mode in simple way: drag the folder which the jar project located to the Virbox Protector and click to select
the protection option to complete the protection process. after protection, a new and protected Jar archive
and sjt_agent.jar will be generated.
Before start protection, pls save your Jar file into a folder first, then,

1. Drag the Jar archive directory into the Virbox Protector and assign the output directory in

"Protection Option"
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v L= o x
ile  Protect Plug-ir og Setting Help
Authorization Info

7 @ G @] ¥ Account : SR .t
Open File | Save Selected Configuration Save All Configuration Protect Selected Projests  Protect All Project hathori zation Detail

File/Directory

| () Basic Info | @Functlon Options l ) Frotection Options l W Tava Files |
Jar

4 Output Info

s—
I DutRut File/Tirectory I /VEF Erntectinn samale“'avaﬁar Samaleirssa ]'ar I LLL]
=

Farse successfully!

D:/VEF protection sample/jawajar Jawa

Figure 5-45

2. Select Jar file:

Go to "Java File" tab, and select the java file to be protected, and input password (pls remember and
keep this password), if the password not input, the system will generate a random password for you.

this password will be required when you updated the jar archive, and no need to update the

sjt_agent.jar.

File Protect Plug-in Log Setting Help

Authorization Info

E’ E‘ EE; T\\Q? T\\j’? fecount : @RI e Logout
Open File Save Selected Configuration Sawe A1l Configwration FProtect Selected Projects Frotect A1l Project PenihereA oot d am Tetedl
File/Dirsctory
© Busic Info | @ Function Options | () Protection Options | & Java Files |
jar
Parze successfully! awva Password Random passwords are generated by default l Select Files
File i

demo-0.0.1-SNAPSHOT,jar;BOOT-INF/lib/spring-boot-starter-logging-1.5.2.RELEASE jar
demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/logback-classic-1.1.11,jar

[

demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/logback-core-1.1.11 jar

demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/jcl-over-slf4j-1.7.24 jar

demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/jul-to-slf4)j-1.7.24 jar

demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/logdj-over-slf4j-1.7.24 jar
demo-0.0.1-SNAPSHOT. jar,BOOT-INF/lib/snakeyaml-1.17 jar

demo-0.0.1-SNAPSHOT jar;BOOT-INF/lib/spring-boot-starter-tomcat-1.5.2.RELEASE jar
demo-0.0.1-SNAPSHOT jar;BOOT-INF/lib/tomcat-embed-core-8.5.11,jar

demo-0.0.1-SNAPSHOT jar,BOOT-INF/lib/tomcat-embed-el-8.5.11 jar
4 [ 2

Java

I:/VBF protection samplefjava/jar
-  — e e

3. Click "Protect Selected Project" to complete the protection, then, a new directory will be generated
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=i fERHER HER Foh
jar — TheOrigplimfle 1551 wps

I . jar_Sample I “-—___ ThePrntecﬁjaf:lC-";gg 1515  2ffs=
202174729 15:21 I
I| L| jar.ssp I‘ 2021/10/29 15:15  SSP {4 2 KB

p———

The configuration file which saved the protection options

Figure 5-46

then go to the jar _sample folder, which contained encrypted Jar archive and sjt plugin, as shown the

figure below:

£ ERHE =3 F

|| demo-0.0.1-SNAPSHOT jar I 2021/10/29 15:15  Executable Jar File 19,097 KB

e

| | ReadMe.td 2021/10/29 15:38 IOl 1 KB|

4| sjt_agent.jar I 2021/10/29 15:15  Executable Jar File 14,983 KB
Figure 5-47

5.3.3.1 Deployment

Windows:

Directly run the protected Jar archive

1. |If sjtlibrary and the Jar archive are located in the same directly, you can directly run the following
command in the current Jar archive directly.
Command:
java -javaagent:sjt_agent.jar-jar *** jar

2.

If sjt library and jar archive is not in the same directly, you need to assign the absolute directory.
Command:

java -javaagent:C:\Users\test\Desktop\sjt\sjt_agent.jar -jar ***. jar

Linux System:

Directly run the protected program:

= |fthe sjt library are in the same directory with Jar archive, you can run the following command in the

current directory:

= Command:
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java -javaagent:sjt_agent.jar -jar ***jar

= [fthe sjt library is not in the same directory with the jar archive, you need to assign the absolute
directory:
= Command:

java -javaagent:/home/sense/Desktop/sjt_so/sjt_agent.jar -jar ***jar

macOS System:
Directly run the protected program:
= |fthe sjt library are in the same directory with Jar archive, you can run the following command in the
current directory;
=  Command:
java -javaagent:sjt_agent.jar -jar ***jar
= |fthe sjt library is not in the same directory with the jar archive, you need to assign the absolute
directory:
=  Command:

java -javaagent:/Users/sense/sjt/sjt_agent.jar -jar *** jar

Jar archive Protection performance comparison:

Without Protection:

'E FileUseDemo. jar i3 o FileUseDemo. jar &%

DE} EE{:;in;th fﬁn FileUseDemo$l. class &8 fﬁn FilelUseDemo$RenameFilehetion. class i3 fﬁn FilelzeDemo. class &2
----- .project = import java.awt.Container;
L?_ﬂ FilelUselemo$l. class import java.awt.event.ActionEvent;
C.} FilelseDemol import java.awt.event.ActionlListener;
E]"'@n FileUzeDemofCreateFiledetion. class :!.mport :!a\"a'io'll:i]'e} .
E]"'@n FileUzeDemofleleteFiledetion. class :!.mport :!a\"ax' Sl‘.?‘ng'AbStr‘ECtACtlon;
E]"'@n FileUzeDemofRenameFiledetion. class :!.mport :!avax' sw:!.ng. ]BLI.I‘t‘tDn;
B@n import javax.swing.JFileChooser;

import javax.swing.JPanel;

BG FileUseDemo import javax.swing.JTextField;

[#-Lg CreateFilehetion

3 DeleteF%le”“—'t%m = public class FileUseDemo extends JFrame {
% RensmeFilehction =  public FileUseDemo() {

& jtfPath o JTextField 13 super("BFEAHAIGEE « MishEE");
~@ FilelUselemal)

& main(String[]) : void 15 this.jtfPath = new JTextField(18);
~ @ showMessage(String) : void 16 JButton jbFile = new JButton(™j%fE");
am FilelseDemo. java 17 JPanel panel = new JPanel();
#-(3 FileUseDemo 18 panel.add(new JLabel("3Iffi&: "));
1 panel.add{this.jtfPath);

panel.add{jbFile);
JPanel panel2 = new JPanel();
22 panel?.add(new JButtoni{new CreateFileAction()));

23 panel?.add(new JButtoni{new RenameFileAction()));
24 panel?.add(new JButtoni{new DeleteFileAction()));
Figure 5-48

With Protection:
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[ FilelseDemo. jar 52

-8} META-TNF
-~ | .classpath
O mroject // INTERNAL ERROR //
b FileUseDemo$l. class
Q FilelseDema$l
(#-foip FileUseDemo$CreateFilehotion. class
SR FileUseDemofDeleteFilehction. class
(=+(5, FilsUseDema. DeletaFilshetion
@ DeleteFilehction()
@ actionPerformed(hctionEvent) : void
[#-finh FileUseDemofRenameFilehction. class
F-fiah FilelseDems class
- [J] FilelUseDemo. java

Jm_?p FilelUseDemo$l. class 82 Jnl_?g FilelUseDemo$Del eteFileAction class &4

Figure 5-49

5.3.4 War archive protection:

Virbox Protector will protect the class file in the War archive.
1. Drag War archive into Virbox Protector to protect War Archive;
(The war protection process is same as the process of Jar archive protection, see above Jar protection
process.)

2. After successfully encrypted, sjt plugin and the protected War archive will be generated.

EfE » data(Dx) » Desktop » 2.0 » sspwar

= M HE =R o
|:| hellowar 2021/1/11 9:52 WAR 304 4 KB
|| myhome.war 2021/1/11 952 WAR =5 26,403 KB
|:| ReadMe.tat 20211 /6 17:29 LA 1KB
| | sample.war 2021/1/11 @52 WAR 304 5 KB
| £ sjt_agent.jar 2021/1/11 %52 Executable Jar File 1,405 KB
Figure 5-50
Deployment:

5.3.4.1 Windows system:

Use following ways to configure the system environment, you can select one of them:
1. Setthe setenv.bat in the tomcat\bin directory:
Create the setenv.bat in the tomcat\bin directory, for example:

a) Create “setenv.bat” in the tomcat\bin directory, set the environment variable such as (absolutely
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path):
set CATALINA_OPTS=%CATALINA_OPTS% -javaagent:sjt_agent.jar
5| mybatis.log ULIf3§31 1008 AL 4 KB
[] service.bat
[] setclasspath.bat
| setclasspath.sh
Il:l setenv.bat
[%] shutdown.bat
| shutdown.sh
[E] startup.bat
| startup.sh

i
[ T ' R L S A ]

W
-
ur

4 tenative-1.dll

[}

—

& tenative-1-srepdb
h tomcat9.exe
E tomcatSw.exe

ERN == B = = B AW ]
Fa
(=

PR R s |

73 ¥

= setenv. batEd 1

1 set CATALINA OPTS=3%CATALINA OPTS5% —javaagent:D:\Desktop\sjtisjt agent.jar

Figure 5-51

b) Put the encrypted "war archive" into the location: .\apache-tomcat\webapps and start the tomcat
service.

2. Start the tomcat when system service started

a) First you need to uninstall the tomcat service, use the console command: service.bat uninstall to

uninsall tomcat service;

0.1

Figure 5-52

b) Add the sjtlib in the parameter of JymOptions in the service.bat, as shown as snapshot below:
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" T //I5/f -

"Apache Tomcat 9.0.0.M21 Server - http://tomcat.apache.org/" *

Ylogs™ ~

s org.apache.catalina.startup.Bootstrap ~
org.apache.catalina.startup.Bootstrap ~

s "-Deatalina.home= s-Decatalina.base= s-Djava.io.tmpdir=
java.util.logging.manager=org.apache.juli.ClassLoaderLogManager:-Djava.util.logging.config.file=
logging.proper:ies:—javaagenc:D:\Deskcnp\sjt\sjciagenc.jar; "o

n no

— iz ™
if not errorlevel 1 goto installed

echo Failed installing ' ' service

goto end

rinstalled

echo The service ' ' has been installed.
rend

cd "

Figure 5-53

c) Then use the command: service.bat.install in the console windows to install;

m dil”

Figure 5-54

d) then start "tomcat" service;

e) put the protected "war archive" into the folder of ".\apache-tomcat\webapps, then start tomcat
service.

3. Start service when you using tomcat9.exe

a) First step is to start the tomcat9w.exe

b) add the sjtlib in the Java Options list, as shown in the snapshot below:
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% Apache Tomcat 9.0 Tomcatd Properties ot

General Log On Logging Java  Startup Shutdown

| [] Use default
| Java Virtual Machine:

| E:'Program Files\Javatjdk1.8.0_66Yjre'bin'serverjvm.di |

Java Classpath:
| E:\apache_tomcat\apache-tomcat-2.0.0.M21\bin\bootstrap.jar;E: 'n,apad‘m|

Java Options:

Dijava.io, tmpdir=E:\apache_tomcat\apache-tomcat-9.0.0.M2 1itemp
lassLoaderLogManage
meatiapache-tomcat-3.0

W
Initial memory poal: | 128 | MBE
Maximum memory poal: | 256 | ME
Thread stack size: | | KB
e i REFA(A)
Figure 5-55

c) Execute tomcat9.exe to start tomcat service and put the protected war archive into the

folder.\apache-tomcawebapps, then start the tomcat service.

5.3.4.2 Linux System:

Set Setenv.sh in the tomcat directory:

= Create a new setenv.sh in the tomcat\bin directory, the absolute path environment variable can be
set as follows: CATALINA_OPTS="$CATALINA_OPTS -javaagent:sjt_agent.jar

as shown below:

WCATALINA PID="SCATALINA BASE/tomcat.pid"”
export CATALINA OPTS="SCATALINA OPTS -javaagent:/home/sense/Desktop/sjt sofsjt a
gent.jar"

Figure 5-56

=  Start tomcat service, you can view the CATALINA_OPTS parameter be set
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root@sense: fusr/localfapache-tomcat-8.5.58/bin# . /startup.sh

Using CATALINA_BASE: fusr/localfapache-tomcat-8.5.58

Using CATALINA_HOME: fusr/localfapache-tomcat-8.5.58

Using CATALINA TMPDIR: fusr/local/apache-tomcat-8.5.58/temp

Using JRE_HOME: Jusr/local/java/jdk1.8.0_251/jre

Using CLASSPATH: fusr/local/apache-tomcat-8.5.58/bin/bootstrap.jar:fusr/lo

cal/apache-tomcat-8.5.58/bin/tomcat-juli. jar

Using CATALINA_ OPTS: -javaagent: /home/sense/Desktop/sjt_sofsjt_agent.jar
Using CATALINA_PID: jusrj/localfapache-tomcat-8.5.58/tomcat.pud

Existing PID file found during start.

Removing/clearing stale PID file.

Tomcat started.

Figure 5-57

= Put the encrypted war archive in the directory: .\apache-tomcat\webapps

If the War archive can be parsed correctly, the webpage can run correctly.

Please note: If you have configured the environment variable, the default Java running environment will use

the environment variable you have set even you have assigned the sjit library location.

5.3.4.3 macOS system

= Create a new setenv.sh in the tomcat\bin directory, the full path environment variable can be set as
follows:

»  CATALINA_OPTS="$CATALINA_OPTS -javaagent:/Users/sense/sjt/sjt_agent.jar

= Start tomcat service, you can view the parameter of CATALINA_OPTS set

=  Put the encrypted war archive in the directory: .\apache-tomcat\webapps

If the War archive can be parsed correctly, the webpage can run correctly.

5.3.4.4 Protection comparison:

Please noted that, currently only the class file in the war archive will be encrypted.

Without Protection:
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[ classes &3 [ elaszes &2

M= eom/sense/spting/test/service @ FaseService. class ©2 Jﬂ@p TestSpringVC., cl ass 5%

Efg-fp BaseService. class
E|® package com.sense.spting.test.service;
i logger : Logger
HttpServletRequest = import javax.servlet.http.HttpServletReguest;

import javax.servlet.http.HttpServletResponse;

import javax.serwvlet.http.HttpSession;

import org.slfdj.lLogger;

import org.slf4j.LoggerFactory;

import org.springframework.stereotype.Service;

import org.springframework.web.bind.annotation.Modelattribute;

request :
responze | HttpServletResponze
session | HttpSession
BaseService()
H : setReqindResp (HrtpServletRequest, HttpServlet
= fnb TestSpringVC. class
{3 TestSpringlC
oo @ TestSpringVC()
‘@ test(String) : String
@ applicationContext. zml
logdj. properties
o[M] servlet—update. zml @5ervice
public class BaseService
e{
18 protected final Logger logger = LoggerFactory.getlogger(BaseService.class);
protected HttpSession session;
protected HttpServletRequest request;
protected HttpServletResponse response;

@ModelAttribute
= public void setReg&ndResp(HttpServletRequest request, HttpServletResponse response) {

25 this.reguest = request;
285 this.response = response;
27 this.session = request.getSession();
¥
T
Figure 5-58
With Protection:
[ F [ ™
[J elasses 52 [0 classes &3
E‘E& Jcm.-"sense,-"sptmgftest;"sernce IJEP TestSpringiC. class & Jp_?pﬁaseService. elass 77
E| IE,?I’ BaseService. elass
; BG FazeService // INTERNAL ERROR //

logger : Logger

request : HttpServletRequest
responze | HttpServletRezponse
session © HttpSession

BaseServicsl)

: HttpServletResponse) : woid
B@ pr
B@ TestSpringliC

@ TestSpringfVC()

@ test(String) : String
applicationContext. xml

logdj. properties
servlet—update. xml

EmE

Figure 5-59

5.3.5 Using command line to protect Java

As Java program is much different from the other languages programs, you need to protect/encrypt to all of
java directory. here are steps to protect Java program by use of command line mode:

1. User Virbox Protector GUI tool to generate the configuration files;

2. Open the terminal windows, go to the directory which virboxprotector_con located, input the

"virboxprotector_con" to execute the Virbox Protector CLI tool, you can view the help information
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accordingly;

3. Use the Command to protect your java program:

virboxprotector_con -java <The directory which need to be protected> --password <password> -o <output directory>
Note: Virbox provides different kind of edition of Virbox Protector tool which running in different

platform/environment, pls. contact us for detail and get license.

5.4 Unity 3D Program Protection

Virbox Protector supports to protect the Unity3D program in Mono and IL2ZCPP VM environment.
5.4.1 Introduction

The Unity 3D program mainly uses the C# and open source mono to execute the code logic and algorithm. All
of the code is not compiled to the exe file and located at:
{APP}\build\game_Data\Managed\Assembly-CSharp.dill (note that the program with Unity-2017 is slightly
different). And the mono execution is compatible with the Microsoft .NET Framework, but the execution
mechanism is completely different. The traditional protection to .NET Framework will be invalid to protect the
mono execution. Since Assembly-CSharp.dll is neither a dynamic library in PE format nor a dynamic library

in .NET, it cannot be loaded from the .NET Framework. Instead, the mono.dIl read the C# script inside of

Assembly-CSharp.dll from mono.dll. Interpret it and execute the program.

If you protect the Unity3D program with traditional software protection tool, it would not protect the main
code source. With the Virbox Protector, It will not only protect the source code, but also protect your
resources (.resS). To protect your copyright and IP.

5.4.2 Protection Mechanism

Virbox Protector protects the whole source directory of the Unity3D program, for the resource file, Virbox
Protector will use “Resource Encryption” to protect it. In this way to protect your software main source code
from being decompiled. And prevent your resources (.resS) from being extracted illegally. To protect the

copyright and IP of the software developer.

1. Parse the Assembly-CSharp.dll script file and convert the function into IL code.

2. Encrypt the IL code, where the key is randomly generated every time and kept in the script file.

3. Link and regenerates the Assembly-CSharp.dll script file. All codes have been encrypted.

4. Process the .NET runtime library mono of Unity3D, locate the function that parses the .NET method and add
hook.
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5. Insert the hook code to decrypt the Assembly-CSharp.dll method, recompile to generate a new mono and

replace the original dynamic Library

The Purpose:

1.  Encrypt the Unity3D script C# code, prevent reverse engineering and de compiling;
2. Add the program set file: the c# program set in the managed directory which is developed by the

software developer.

5.4.3 Protect Unity3D in Windows, Linux, macOS Environment

5.4.3.1 Protect with Virbox Protector GUI tools

1. Drag the whole U3D directory to the Virbox Protector

1D Vitbox Protector Standalone x84 (1.4.2.9340)
File Protect Plugin Log Setting Help

et & B

OpenFile = Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Praject

File Director
ile Directory Welcome Page

Welcome to Virbox Protector!

Start
Open File
Open Directory{Only support Unity3D)

Recent Files/Directory
Drag fie here to protect!
java.exe
.Net_RetroSnaker.exe
Unity30
C:u
hid.di

C:/Users/luyonggiang /Desktop/java.exe PE 64-bitlamde4

Figure 5-60

2. Virbox Protector support to protect Unity3D with 2 kinds of "compilation framework": mono type and
IL2CPP type;

For Unity3D with Mono frame, The Assembly-CSharp-firstpass.dll and Assembly-CSharp.dll will be loaded on
default in the “Protection Options” tab, you may also add the customized C# assembly set in the /Managed

directory.
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Virbox Protector 2 (64-bit) v2.0.1.12323 — [m] X
File Protect Plug-in Leg Setting Help
Authorization Info
= R = Y, Y, Account: 15010303968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Authorization Detail
File /Directory
: O Basic Info Function Options ./ Protection Options « Resource Encryption
i Unity3D
i Parse successfully! ¥ Assembly +
jiamigou_Test_Data/Managed /Assembly-CSharp-firstpass. dil X
jiamigou_Test_Data/Managed /Assembly-CSharp.dil X
~ Qutput Info
COutput File /Directary s5p.Unity3D e
“ Plug-n
* Anti Debug Option
Detecting Hardware Breakpoints O
Detecting Memory Breakpoints |:|
Memaory Integrity Check |:|
E:fTest-Program/Unity 3D, 5 ¢ 2 P 32/ 2 79 78 B Unity 3D Unity 30,
Figure 5-61

For Unity3D with IL2CPP frames, Virbox Protector will protect the glabl-metadata.dat on default. see snapshot

as shown below:

Virbox Protector 2 Trial (64-bit) v2.4.1.15314 (You are currently using the trial version, the protected program has run restrictions, do net use for distri... = B =

huthorization Info
= B ’_:@1 i Y, Account: <Jim— Lo gt

Open File Save Selected Configuration Sawe All Configuration Frotect Selected Projects  FProtect All Project Authorization Detail

File/Directory

| ) Basic Info | @ Function Options ) Frotaction Options | W RescurcesEnerypticn

e, sl
Parse successfully! 4 Output Info

Output File/Directory =sp. Win_unity

4 Protection Options
Memory Check
Metadata Encryption

Metadata Fame Obfuscation

I:/YEF protection sample/Unity3d/Win_unity Tnity3D | ilZepp

Figure 5-62

3. Protect resource file: Virbox Protector support to protect the Unity3D resource also, You can go to the

“Resource Encryption” option (as shown in the picture in below), to protect the data resource, video resource
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in your Unity3D program:

Please noted that: It is recommended that only the resources selected on default will be encrypted.

Pls input the password and keep the password.
Virbox Protector 2 Trial (64-bit) v2.4.1.15314 (You are currently using the trial version, the protected program has run restrictions, do not use for distri... [/ =[5][R5

File Protect Plug-in Log Setting Help
Authorization Info

— B EE; J j Aecount <. Logout

Open File Save Selected Configaration  Sawe All Configuration  Protect Selected Projects  Frotect All Project Authorization Detail

File/Directory ] _
| (L-I' Basic Info | Wl Function Options ) Frotection Options I « Resource Eneryption |I

Win_unity

Parse zuccessfully! Fassword Bandom passwords are generated by de Encrypt External
Enatle () Select Files

"

File

EBa||2018.2.4f1_X64,.-"R0|| A Ball_Data/globalgamemanagers

Ball2018.2.4f1_X64/Roll A Ball_Data/globalgamemanagers.assets

m

Ball2018.2.4f1_X64/Rcoll A Ball_Data/levelO.resS
Ball2018.2.4f1_X64/Roll A Ball_Data/levell.ress
Ball2018.2.4f1_X64/Roll A Ball_Data/Resources/unity default resources
Ball2018.2.4f1_X64/Roll A Ball_Data/Resources/unity_builtin_extra
Ball2018.2.4f1_X64/Roll A Ball_Data/sharedassets0.assets
Ball2018.2.4f1_X64/Roll A Ball_Data/sharedassetsl.assets

Ball2018.2.4f1_X64/Roll A Ball_Data/sharedassetsl.assets.resS -
] i b

D:/VEF protection sample/Unity3d/fin_unity Tnity3D | ilZepp

Figure 5-63

For the configuration of “functions to be protected”, we do not need to set, Virbox Protector will protect all of
the functions in “Assembly-CSharp.dll” and “Assembly-CSharp-firstpass.dil”.

4. Click "Protect Selected Projects" to complete the protection process, Virbox Protector will generate a new
folder, same directory with the original folder named ssp.TEST (TEST is the original Unity3D directory name), the
picture shown below.

Two more files would be generated:

R K

Unity3D-Te... ssp.Unity3...

Figure 5-64

And it will remind you protection successful.
“Unity3D-Test.ssp” is the configuration file you may need to use for resources protection.

“ssp.Unity3D-Test” folder is the Unity3D program With Protection, you can distribute this file to the software

user in future.
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5.4.3.2 Hot Update the Protected Resource file

In most of cases, Unity3D developer may update the Unity3D resource and need to re protect these updated

resource frequently. Virbox Protector (By using the DS protector) supports to protect the Unity3D resource file

with "external Protection" way, that means, Virbox Protect (DS Protector) may protect these Resource file

separately. and developer use the updated protected resource file to replace the old resource file. and no need

every time developer have to protect both Unity3D program & resource file and save developer's time.

Note:

® Keep the consistent password when you protect the updated resource file. otherwise the Unity3d

program may not open the updated protected resource file;

® Currently, This function only support following Unity3D applications: Unity3D mono in Windows and

Unity3D mono in Linux Environment.

o (3 E -
Open File Save Selected Configwration Save A1l Configuration  Protect Selected Projects  Protect ALl Project
File/Directory

() Basic Info ¥ Function Options ) Protection Options
win_junp_i1Zcpp

Save successfully!

Password |......

Enable

Authorization Info

hocount: SN :on Logout

Authorization Detail

« Resource Encryption

Encrypt external

Select files

Resource Encryption

X

Rezowroe direotory [I:/Decktop/Resourses

|| Select I

Output directory |D :/Desktop/Resources_ene

| Select

Filter |

Encrypt

[0 rFile
unity default resources

unity_builtin_extra

Figure 5-65

5.4.3.3 Using Command Line to protect the Unity3D program

5.4.3.3.1 Protect the Unity directory

K oOX X XK XK XK XK X

Unity3D, as a special file type, the protection methods is different from the normal program. For the Unity3D

program for Windows, Linux and macOS platforms, the entire directory of Unity3D needs to be protected;

Here we take a Linux Unity3D as an example:

® Use the Virbox Protector GUI tool to generate configuration files
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® Open a console terminal, enter the path where "virboxprotector_con" is located, and enter
"virboxprotector_con" to run Virbox Protector. Help information can be viewed.

® Command to protect U3D:
virboxprotector_con <The Unity3D directory which need to be protected> -o <The directory output>
For the programs in different platforms, the Virbox Protector need to verify the license in different

platform. You need to contact Virbox team to obtain the corresponding license.

If no license has been verified, when you run Virbox Protector, it will prompt "Can not find the license", as

shown in the figure:

sense@sense:~/ rirk otectc in$ ./virboxprotector _con '/h
omc}5c-nSc[DeSkt:}p}Partlcleﬁzela 1.9f1' -u3d - ' fhome /sense/Desktop/ssp.Particle
s2018.1.9f1"'

SenseShield Virbox [version: 1.5.8.10808]

Copyright(c) Senseshield Technology Co., Ltd. All rights reserved.

protect unity3d Particlesz018.1.9f1 ...
Error (13000020): Can not find the license.

Figure 5-66

After the license is verified, the program can be successfully protected by Virbox Protector, as shown in the

snapshot below:

= 5.C ins . /virboxprotector con '/h
omc,fﬁcnsc}Dcsktop;’Partlclcs2018 1.9F1' -u3d -o ' [home /sense/Desktop/ssp.Particle
s2018.1.9f1'
senseShield virbox [version: 1.5.0.18808]
Copyright(c) SenseShield Technology Co., Ltd. ALl rights reserved.

protect unity3d Particles2018.1.9f1 ...
Succeed.

Figure 5-67

5.4.3.3.2 Protect and update the Unity3D Resource Directory

Following example is based on Linux Unity3D,
® Use the Virbox Protector GUI tool to generate configuration files
® Open a terminal window, enter the path where "virboxprotector_con" is located, and enter

"virboxprotector_con" to run Virbox Protector. Help information can be viewed.

Command:
virboxprotector_con -u3dres <The directory which need to be update Resource -x <configuration files> -o <The Directory which

Resource output>

Note:

For Virbox Protector in different platforms, the Virbox Protector need to verify the license in different
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platform. You need to contact Virbox team to obtain

If no license has been verified, when you run Virbox Protector, it will prompt "Can not find the license",

shown in the figure:

sense@sense:~/Desktop/v

omejﬂcnschesktoijartlclcszﬂla 1.9f1' -u3d -o

s2018.1.9f1"
SenseShield Virbox [version: 1.5.0.10808]
Copyright(c) SenseShield Technology Co.,

protect unity3d Particles2818.1.9f1
Error (13088820): Can not find the license.

Figure 5-68

Ltd.

the corresponding license.

as

in$ ./virboxprotector con

I,lllh

' /home/sense/Desktop/ssp.Particle

All rights reserved.

After the license is verified, the program can be successfully protected by Virbox Protector, as shown in the

figure:

sense@sense:~/Deskto
ome/sense/Desktop/Particles2018.1.9f1"
52018.1.9f1"'

SenseShield Virbox [version: 1.5.0.10808]
Copyright(c) SenseShield Technology Co.,

rirboxprotector_1.5.0
-u3d

protect unity3d Particles2018.1.9f1 ...
Succeed.

Figure 5-69

5.4.3.4 Protection comparison:

Without Protection:

Assembly-CSharp*.dll

Copyright © 2021, Virbox, All Right Reserved.

- |

Ltd.

oin$ . /virboxprotector_con '/h
fhomefsense}ﬂeﬂktopjﬂsp Particle

ALl rights reserved.
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#HEV BED) &0w BEH | e

- X Start) : void X

» & bounce2 (5.10.0.0)

> @ mscorlib (2.0.0.0)

> @ System (2.0.0.0)

b @ System.Windows.Forms (2.0.0.0) o
b b .

A

System.Drawing (2.0.0.0) = Aéld.l.lstener(

dpplication. [V
o 5 = “GameOver”;

= @02000001
@02000002

@06000003
@06000001

%, _bxt : Text @04000001
UnityEngine.CoreMadule (0.0.0.0)
mscorlib (4.0.0.0)

UnityEngine.Ul (1.0.0.0)
netstandard (2.0.0.0)

B AE R Sl

Figure 5-70

With Protection:

& dnSpy v6.0.3 (64-bit
THE  EEE) BOW) #EH O

* X Start):void X

[MethodImpl { (MethodImplOptions) 32768)]
Start()
i

&
UnityEngine.CareModule (0.0.0.0)
mscorlib (4.0.0.0)

UnityEngine.Ul (1.0.0.0)
netstandard (2.0.0.0)

@06000003
@06000001
@06000002

u
& @04000001

UnityEngine.CoreMadule (0.0.0.0)

mscorlib (4.0.0.0)

UnityEngine.Ul (1.0.0.0)

netstandard (2.0.0.0) w5 mE1 25 8

Figure 5-71

Comparison of protection to Unity3D resource file
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The Decompiling to Resource file of Unity3D:

[ AssetStudioGUI - Roll A Ball - 2018.2.4f1 - StandaloneWindows64

File Options Model Export Filter Type
Scene Hierarchy  Asset List Shader “Hidden/Internal-DeferredReflections™ {
Tilter Properties {
_SrcBlend (", Float)
Hame Tupe Size ||| _DstBlend (", Fleat) =
Standelonelnputiodal e WenoBehaviowr 96 gbsh .
StandaloneInputModule #554 MonoBehaviour 96 :as:{er t
Text MonoEe:av?our 264 TWrite OFF
Text HEEZE MonoBe. av?our 265 GpuProgramID 19311
Text #555 WomoBehaviour 260 iyt
Timer MoncBehaviowr 44 SubProgram "d3d11 " {
WinDetector MonoBehaviowr 38 wpy
GUL Text Shader Shader 16600 /f Generated by Microsoft (R) D3D Shader Disassembler
Hidden_Bli tCopy Shader 3312 "
Hidden_BlitCopyllepth Shader 3136 /f
Hidden BlitCopyhithDepth Shader 3416 // Input signature:
Hidden_BlitToDepth Shader 3280 H
Hidden_E1i tToDepth MSas Shader 3336 A/ Name Mask Register SysWalue Format Used
Hidden_Compositing Shader 3566 Sl mmmmmmommmooomooooo cooo- oooooo ceooooo- oooooo- oo —ooooo
Hidden_Conver tTexture Shader 3396 4y RS G W UEE E"Et e
Hidden CubeBlend Shader 6184 j; RORIVL e & HOSE =5 mE
Hidden CubeBlur Shader TEAD 77
Hidden CubeCopy Shader EE40 -
= Output signature:
Hidden, FraneDebugzerRenderTarsetDisplay  Shader L7668 j; P g
Hidden_InternalClear Shader 57568 // Name Mask Register SysValue Format Used
Hidden Internal-Colored Shader 15062 s A
Hidden Internal—CombinelepthHormals Shader 3788 // SV_POSITION xyzw ) POS float xyzw
Hidden_Internal—CubemapToEquirect Shader 3236 // TEXCOORD xyzw 1 NOME float xyzw
. Internal-T // TEXCOORD XYz 2 NONE float XYZ
Hidden_Tnternal-TleferredShading Shader 33652 /
Hidden Internal-DepthHormalsTexture Shader 32904 vs 4 @
Hidden_InternalErrorShader Shader 13704 dcl_constantbuffer CBB[3], immediateIndexed
Hidden_Internal—Flare Shader 2236 dcl_constantbuffer CB1[6], immediateIndexed
Hidden_Internal-GUIReundedheot Shader 7662 dcl_constantbuffer CB2[4], immediateIndexed
Hidden_Tnternal GUITexture Shader 5596 dcl_sonstantbuffer CB3[21], immediateIndexed
Hidden Internal-GUITextureBlit Shader 6348 sci—ﬁmp“: "?"‘yz
Hidden_Tnternal -GUTTextureClip Shader 6352 .ﬁfﬁii“utvsi\fyﬁe o et
Hi dden_Tnternal GUTTextureCLipText Shader 6176 et e v
Hidden_Internal-Helo Shader 3244 —oute ed
Hidden Tnternal-MotionVectors Shader 9540

I ————

Figure 5-72

The Decompiling to Protected resource file of Unity3D:
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Fle Options Model Export Filter Type
Scene Hierarchy  Asset List PPtr<GameObject> m_GameObject
Filter int m_FileID = 8
int64 m_PathID = 6
Hame Type 5. ULntg& m_Enabled = 1
MonoBehaviowr #202 MonoBehaviour &0 PPtr(Mont?Script? m_Script
MonoBehariouwr #201 MonoBehariour 265 :!.n‘t TL[FllaiD) =
MonoBehaviow #200 MonoBehaviour 98 - int64 m_f:ithID =274
R R string m_Name =
MoneEehawi our #1959 MoneEehaviowr 76
MonoBehavionr #195 MonoBehaviour 44
MonoBehaviowr #197 MonoBehaviour B2
MoneEehawi our #174 MoneEehaviowr 32
MoneBehaviow #173 MoneBehariouwr 64
MomoBehawi our #172 MomoBehavionr 268
MonoBehaviour #171 MonoBehaviour 44
MoneBehariow #170 MoneEBehariour 40
MonoBehari our $#169 MomoBehavionr 44
MonoBehaviowr #1653 MonoBehaviour 32
MoneBehavriowr #167 MoneBehariowr 78
MonoBehavwi our #1686 MomoBehavionr 44
MonoBehaviowr #165 MonoBehaviour 96
MoneBehavriouwr #164 MoneEBehariour 40
MomoBehavwi our #163 MonoEehaviouwr 36
MonoBehaviowr #162 MonoBehaviour 44
MoneBehariouwr #1651 MomeBehariowr 264
MonoBeharionr #160 MonoEehaviour 40
MonoBehaviowr #159 MonoBehaviour B2

Figure 5-73

5.4.4 Protect Unity3D android application (Apk)

5.4.4.1 Protect android application with Virbox Protector GUI

Virbox Protector support to protect for both mono and IL2CPP based mobile Unity3D applications in Android
systems, Developer who want to protect to Mobile Unity3D apk files, you just need to drag your Android apk
into the Virbox Protector, then the Virbox Protector will recognized the Unity3D Apk based on mono frame or
IL2CPP frame, then it will shown the relevant "protection option"

Note: it will no difference for APK and AAB format in protection mode, Virbox Protector take same protection

mode to protect the APK and AAB format.

Copyright © 2021, Virbox, All Right Reserved.
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Virbox Protector 2 Trial (64-bit) v2.4.1.15314 (You are currently using the trial version, the protected pregram has run restrictions, do not use for distri... /=2 S |

File Protect Plug-in Log Setting Help

Authorization Info
— @ lf._;; Aecount < L ; ;o

Open File Save Selected Configuration  Sawe All Configuration  Protect Selected Projects  Frotect All Froject puthorization Detail

FilefDirectory
| D Bazic Info | @ Function Options J Protection Options ' Resource Encryption
| ] 70, com. tt. xishuashua. apk
Farze successfully! 4 Output Info
Output File/Directory TO. com. tt. xishuashua ssp. apk e
4 hssembly +
assets/bin/Data/Managed/hssembly—CSharp-firstpass. dll >
azzets/bin/Data/Managed/hszembly—CSharp. d11 e
4 Protection Options
Anti-Debuzzing
Signature Check ]
File Check
Anti-Injection
Emulator Detection
Root Detection D
Multi-Parallel Detection
4 Sign settings
Enable Sign
Kewstore Fath es
Keystore Pazsword
Keyw Alias Optional
Kew Aliaz Password Optional
I:fVBF protection samplefAndroid/dndroidUnity3d/T0. com. tt. xishuashua apk Uni t¥30 | Mono

Figure 5-74

5.4.4.2 Protection Process

When you drag your Unity3D android apk into the Virbox protector, you can set and select following
"Protection option" in the "Protection Option" panel:

Protection Option Setting:

Click and Select the "MEewmo CHeck" button, to verify memo and check memo integrity(effective to IL2CPP
project);

Click and Select the "META DATA ENCRYPTION" button, to encrypt meta data (effective to IL2CPP project);

Click and Select the "NAME OBFUSCATION OF META " button, to obfuscate the name of method metadata (effective
to IL2CPP project);

Click and Select the "ANTI-DEBUGGING" button, then when the debugger use the IDA or other third party debug
tools to debug the protected Android Apk, the protected APK will exit directly;

Click and select the ANTI-INJECTION, to prevent the other session to add debug or injection.

Click and select "EMULATOR DETECTION", to prevent the App running in the emulator environment'
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Click and Select "RooT DETECTION" to prevent the App running in the rooted device;

Click and Select "MuLTI-PARALLEL DETECTION" to prevent app running in multiple account;

Signature setting:

Click and select Enable Sign, to enable the signature verification, then you need to set the keystore file path
and password, the signature will be automatically signed after encryption, if not enable sign, the encrypted
APK need to sign separately;

Resource Encryption

Now go to the "Resource Encryption" tab to protect the resource file in the Unity3D apk;

Switch on the “ENABLE” button in the “Resource Encryption”, then you can encrypt the resource file of the
Unity3D program

if you set the password to protected resource file, then it will be used to be the seed to encrypt the resource
file every times, otherwise, it will use random key to encrypt;

If you use same password to encrypt the updated resource file, then the encrypted resource file (under \assets

sub directory) will be used and replace previous encrypt file directly.

Virbox Protector 2 (64-bit) v2.0.1.12323 — O *x

File Protect Plug-in Log Setting Help
Authorization Info

r‘._ @ ’;_{;) Account: 15010303968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Authorization Detail

File/Directory = -

& Basic Info ¥ Function Options J Protection Options + Resource Encryption
Unity3D

Protect successfully! nable (Itis recommended that only the resources selected by default be encrypted)

| | angrybotss. 5.3.apk Add File

Parse successfully!
File K
assets/bin/Data/59027fb62f4ec427891b03 54607 7fa X
assets/bin/Data fab073e63059f340088f6b9c0e 209bee 1 X
assets/bin/Data fcBcc60236 143f4ec59b76421156c9eda X
assets/bin/Data/e7189248507d24912932643c3012bf1c X
assets/bin/Data/globalgamemanagers *
assets/bin/Data/globalgamemanagers. assets *
assets/bin/Data/leveld *
assets/bin/Data/level2 »
assets/bin/Data/Resourcesfunity_builtin_extra »

ts/bin/Data/sharedassetsD, assets X v
< >
E:fTest-Program/apk/fangrybots5. 5. 3.apk Unity3D

Figure 5-75

After complete above setting, click "Protect Selected Project" to complete the protection process.

Virbox Protector will protect the “libmono.so” or "libil2cpp.so" and “Assembly-CSharp.dIl”.
With Protection, a new ssp.apk would be generated, you can re-sign this ssp.apk and pack, to let it can be
installed.

Before Protection:
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angrybotss:53
3.apk

Figure 5-76

The un-protected file is named “angrybots5.5.3.apk”

After Protection:

angrybotss...langrybots5...langrybots.54
S5p.apkil)

Figure 5-77

With Protection,

“angrybots5.5.3.ssp.apk” is the file With Protection. This file can be released to software user in future.
“angrybots5.5.3.apk.ssp” is the configuration file. If you want to protect the data resources you need to use
this file or this file can be deleted.

“angrybots5.5.3.apk” is the unprotected file. You can’t release this file.

After the application is successfully protected, you need to sign the protected application (.ssp.apk file) and

release it.

5.4.4.3 Use command line to protect Unity3D android Apk.

Virbox Protector use a different way from normal apk protection tools to protect the Unity3D program as the
particularity of Unity3D program in Android platform.

1. Use the Virbox Protector GUI to generate “.ssp” configuration file (Optional)

2. Open the Virbox Command line window, get into the “Virboxprotector_con.exe” directory, and input

“virboxprotector_com.exe” , you can see the help info;

Command:
path of “VirboxProtector_con” “the directory of the android apk to be protected” -u3d —o “the directory of
the output path of the Android apk”

If the license to unity3D program can not be found, it shows as the snapshot below:
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Figure 5-78

If the license of Virbox protector has been verified, then:

Figure 5-79

5.4.5 Protect Unity3D mobile application in iOS platform

5.4.5.1 Protection Process by Using Virbox Protector GUI tools

For the Unity3D application for iOS platform, it is necessary to generate xcarchive first:

Open the Xcode, click "Product"-> Archive:

i Xcode File Edit View Find Navigate Editor Product Debug

D B Unity-iPhone ) § Run
- Test
= B2 QAAO&D B ! B
e B Unity-iPh
v |& Unity-iPhone & Unity-iPhone
v 7 Data
boot.config PROJECT Build For

M globalgamemanagers Perform Action
Unity-iPhone

globalgamemanagers.assets
H level0 TARGETS Build
Clean Build Folder

> £ Managed B unity-iPhone

Unity-iPhone

> Resources

resources.assets s UnityFramew:  Scheme

% RuntimelnitializeOnLoads.js...

Destination
u ScriptingAssemblies.json Test Plan
sharedassets0.assets
Create Bot...

sharedassets0.assets.resS
M unity default resources
77 Images.xcassets
v MainApp
m main.mm
v Classes

> PluginBase

> ul
> Unity
h CrashReporter.h

m CrashReporter.mm

h iPhana Sanenre h

Source Control  Window  Help

=iPhone | Arc

nity-iPhone: Succeeded | Today at 3:13 PM

Resource Tags Info Build Settings Build Phases Build Rules

> ase ReleaseForProfiling  ReleaseForRunning  Debug

>
3 Automatically manage signing
Team asdf afds (Personal Team) a
>
5 Identifier | com.test.JumpJump

> lng Profile Xcode Managed Profile ©

Certificate Apple Development: ceshikaifa@126.com (7562N.

Go to "Archive" right click, find the file location in the "Finder"
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| NON Archives

Name

Unity-iPhone

Creation Date

v Version

Products |

B Unity-iPhone

A 20 0 16 DAA

[4) Archives

Reports

3% Crashes
£ Disk Writes
% Energy

Metrics

() Battery Usage
£ Disk Writes

X Hang Rate

@ Launch Time

% Scrolling

Find the xcarchive

[ BN 2021-08-30

b ACEpd

AR > B3 2021-08-30
© m=FE 5

© REWE >
A NFBEERF
= £@&

b x# 5
© T#H

iCloud
& iCloud =&

fir s
® Mm%

R

e B

e 4t
L a e

B Macintosh HD > @ FBF> Bl ser> @@ &>

then you can drag the app which located in
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Show in Finder

Delete Archive...

Archives Organizer Help

& ¢
EE BR

> B Unity-iPhone...PM.xcarchive

“kcarchive\Products\Applications”

&=y 0 O O Q
BE  HT ORGE R L

ARCHIVE

Unity-iPhone 2021-8-30, 3.16
PM.xcarchive
Xcode Archive - 161.3 MB

ELS
E3.
B8 De'> B Xco> B Arc > B 2021-08-30 > [ Unity-iPhone 2021-8-30, 3.16 PM.xcarchive

into the Virbox Protector;
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@

® [ ] Virbox Protector 2 (64-bit) v2.3.3.14805

N 63 @

. Open File :  Save Selected Configuration Save All Confi i Protect Projects Protect All

File/Directory

(J Basic Info ¥ Function Options 3]
New.a|
Parse suc::ssfullv! Sueibinie

Output File/Directory ssp.New.app
Protection Options

Memory Check

Metadata encryption

Metadata name obfuscation
Sign settings

Enable sign

Sign identity SenseShield

/Users/senselDesktopﬁos-unity3dLgy,mamnjxg‘Bmlumﬁmgmjgﬁjmw“mm I
Figure 5-80

Project

Authorization Info

Account: -qq.com Logout

Authorization Detail

' Resource Encryption

Unity3D | il2cpp u

Click and select the "sign", this option will enable to sign a signature to the protected unity3D application

automatically;

Clickand "“Enable” the "Enable" button, to protect the resource file;

File/Directory

Data/globalgamemanagers

Data/unity default resources
Data/sharedassets0.assets
Data/levelQ.resS

Data/level0

|

|

[

[

|

|

‘ Data/Resources/unity_builtin_extra
|

|

[

[

[

| Data/globalgamemanagers.assets
|

Figure 5-81
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Click "Protect the selected project"” or "Protect all Projects" to protect your unity3D application;

Note:
you can protect the xcarchive directly;
if you copy the unity3D app to other directory, you need to put the dSYM file and Unity3D apps in same

directory before protect it.

5.4.5.2 Protect Unity3D apps in iOS by using Virbox Protector CLI tools

1. Use the Virbox Protector GUI generate “.ssp” configuration file (if no configuration file has been
generated, then no signature will be signed to the protected application on default)

2. Open the Command line terminal in window, get into the “Virboxprotector_con.exe” directory, and
input “virboxprotector_com.exe” , you can see the help info;

3. Command to Protect your app: “Virboxprotector_con” “the app to be protected” -o “the output of

the protected app”

5.4.6 Unity3D program call .Net dll plugin

1. Firstly find the location of the mono.dll or mono-2.0-bdwgc.dll of the Unity3D compiler:

= Usually, the mono.dll located in the location: . \Editor\Data\Mono\EmbedRuntime directory

iR iz 177 i =3
\HEERE » E&E (DY) » Program Files » Unity3d » 2018.4.24f1 » Editor » Data » Mono » EmbedRuntime w
roEm ) A =2 b
B mono.bsc Source Browser ... 5,571 KB
| 5 mono.dil | AR 2,567 KB
%] MonoPosixHelper.dll R B 111 KB

Figure 5-82

= and, mono-2.0-bdwgc.dll located in the location:

.\Editor\Data\MonoBleedingEdge\EmbedRuntime

=17 =Lk LAE | FI7T it

» LKEBRE » E&E (D) » Program Files > Unity3d » 2018.4.24f1 » Editor » Data » MonoBleedingEdge » EmbedRuntime

"
=4 e B MR - for s

I |4 moano-2.0-bdwge.dll I
|%] mene-2.0-sgendll

|%] MonoPosixHelper.dll

Figure 5-83

2. You can create a "Dummy" Unity3D directory, the directory which need to be same with the Unity3D

program directory. This is to help Virbox Protector can recognize and protect the program successfully.
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Here we take the file mono-2.0-bdwgc as an example:

=  Put mono-2.0-bdwgc.dll in the directory bin\MonoBleedingEdge\EmbedRuntime

WFEEE o AHDREER (C) » AP > test » ZME » bin
data 2020/7/8 17:30 I
MonoBleedingEdge 2020/7/8 17:30 it
Figure 5-84
n

Put the dynamic link library to the location: bin\data\Managed, here we take (demo.dll) to

be example, see snapshot shown below:

=R iz abag iz =
IEERE » EMEEER (C) » B » test » =M > > bin » data » Managed
=5 e HE =0 Foh
%] Assembly-CSharp.dll 2020/6/28 17:3 MEEFETE 4 KB
%] demo.dll 2020/7/8 10:28 NEEFETE 4 KB
Figure 5-85

3. Drag the bin directory to the Virbox Protector:

= |ogin Virbox Protector License

Virbox Protector 2 (64-bit) v2.0.1.12323
File Protect Plug-in Log Setting Help

Authorization Info
] ,_:‘E) FTE; ( v :';,' / Account: 15010303968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect Al Project

Authorization Detail
File/Directory
Cf Basic Info @ Function Options . Protection Options ¥ Resource Encryption
| ] .Met RetroSnaker.exe
Parse successfully! ™ Assembly +
Jar_protection jiamigou_Test_Data/Managed/Assembly-CSharp-firstpass.dil X
Protect successfully!
jamigou_Test_Data/Managed/Assembly-CSharp.dil X
Unity3D
Parse successfully! ¥ OutputInfo
Qutput File/Directory ssp. Unity3D es
~ Plugdin

~ Anti Debug Option

Detecting Hardware Breakpoints O
Detecting Memoary Breakpoints D
Memory Integrity Check O

Figure 5-86

=  Click to Add the assembly set in the “Protection option”:
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Authorization Info
— @ @ Authorized Account L Pluin Dengl
OpenFile  Save Selected Configuration  Sawve All Configuration  Protect Selected Projects  Protect All Project uthorized Account Login or Fiin Dongle
File/Directory
CJ' Basic Info @ Function Options _J Protection Options v Resource Encryption
| | PE_Tetris.exe
Parse successfully! ™ Assembly
bin Assembly-CSharp.dl X
Parse successfully!
data/Managed/Assembly-CSharp.dll X
v QOutput Info
Please select the file to protect! *
4N <« Unity3D » ZENEREHEIE » bin » v O Search bin P
Organize Mew folder k2~ [ e
o HF Lo MName Date modified Type
[ This PC data 10/23/2020 3:42 PM  File folder
[ Desktop MoncBleedingEdge 10/23/2020 3:41 PM  File folder
B Documents Assembly-CSharp.dll 9720 Application extens...
demo.dll 9. Application extens...
; Downloads

Figure 5-87

= After the assembly set is added successfully, delete the non-necessary program set and keep

your own plugin dll.

Virbox Protector 2 (64-bit) v2.0.1,12323 — [m] *
File Protect Plug-in Log Setting Help
Authorization Info
—J @ |;=@1; v g Account: 15010303968 Logout
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project Autharization Detail
File/Directory
o Basic Info w Function Options .} Protection Options ' Resource Encryption
|| .Net_RetroSnaker.exe
Parse successfully! ¥ Assembly +
Jar_protection Jjiamigou_Test_Data/Managed/Assembly-CSharp-firstpass.dll X
Protect successfully!
I jiamigou_Test_Data/Managed/Assembly-CSharp.dil X I
Unity3D
Parse successfully! ¥ Output Info
Output File/Directory s5p.Unity3D wes
~ Plug-in

¥ Anti Debug Option

Detecting Hardware Breakpoints O
Detecting Memery Breakpaints O
Memory Integrity Check O

Figure 5-88

= Click “Protect the selected project” to protect the program, the ssp.bin will be generated.

This is the program With Protection shown in below:
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Share View
J [ - o
5 &4 cut 4 B x __ﬁ T New item \/] 2 Open = Fselectal
w-| Copy path T ] Easy access Edit Select none
e N Move Copy Delete Rename Mew Properties )
P| Paste shorteut to~ to~ - folder - £ History EFImrertsE\Ettmn

» ThisPC » Local Disk (E) » Test-Program > Unity3D » ZEPIEERERE

~

v O Search ZEFI3

~
MName

Date modified Type Size
hin. 10/ Eile folder
ssp.bin 1 File folder
UnitysD 1 File folder
EPIERRETL 1 File folder
|| bin.ssp 1 SSP File 1KB
Figure 5-89

4. Gointo the ssp.bin directory, copy the
“mono-2.0-bdwgc.dll”
which located in the ssp.bin\MonoBleedingEdge\EmbedRuntime directory
To “Editor\Data\MonoBleedingEdge\EmbedRuntime” (pls backup the original file in advance), then

put the “demo.dll” in the directory “ssp.bin\data\Managed” into project.

In this way to protect the plugin you want to protect.

5.4.7 Protection Comparison

Assembly-CSharp*.dll script file has been protected by using Virbox Protector.
Without Protection/encryption:

0w =EH) 2 ©

* X Start() :void X

» Oy Oy Oy Oy Oy Oy

i mF gR il

Figure 5-90
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With Protection/encryption:

#HBEW  \ERo) #0w #EH Q@

v X Start) :void X

[MethodInpl { (Meth

(e
S == ===}

100 %

vw v
L= TL="L=T=T}

Figure 5-91

Protection comparison (Using the de-compiling tool: AssetStudio to decompile the resource file with and w/o
protected by DS Protector.)

Without Protection:

8 ~ssetstudioGUI - Roll A Ball - 2018.2.4f1 - StandaloneWindowss4
File Options Model Export Filter Type
Seans Mierarchy Asset List Shader "Hidden/Internal-DeferredReflections” {
Filter Pgop;;tisi({' Float) = 1
rcBlen , Float) -

Fane Type Size ||| TDstBlend (", Float) = 1
Standalonelnputiodle MonoBehaviouwr 96 1 nshod
Standalonelnputiodale #554 MonoBehaviour 96 S:Bz:{” {
Text Munuﬁziav:uur 264 e o
Taxt 4528 Momoshaviow 265 e SEE
Taxt #555 MonoBahaviow 268 Progran ovp-
Tiner MonoBahaviow 44 Subbrogram "d3d11 " {
WinDetector MeonoBehavi our =
GUI Text Shader Shader // Generated by Microsoft (R) D3D Shader Disassembler
Hi dden_Bli tCopy Shader 7/
Hi dden_BLi tCopyDepth Shader "
Hi dden_BLi tCopyili thDapth Shader /7 Tnput signature:
Hi dden_BLi tToDapth Shader 7/
i dden_BlitTolepth MSih Shader // Name Index Mask Register SysValue Format Used
Ki dden_Compositing Shader L s e
Ki dden_ConwartTexturs Shader g BT 8 xymm 8 NONE  float xyz
i dden_CubeBlend Shader J/,": LG @ aE SR
Wi dden_CubeBlur Shader 7
i dden_CubeCopy Shader .

. output ture:
¥idden FraneDebuggerRenderTarzetDisplay  Shader ;”: utput signature
Hidden InternalClesr Shader 7/ Name Index Mask Register Sysvalue Format Used
1i dden_Tnternal Colored Shader A
Hi dden_Tnternal ConbineDeptharmal s Shader 77 SV_POSITION 0 @ ° POS  float xyzw
Hidden Internal—CubemapToEquirect Shader // TEXCOORD ) xyzw 1 NONE float xyzw

7/ TEXCOORD 1 gz 2 NONE  float xyz

Wi dden_Tnternal Deferredshading Thader i
Wi dden_Tnternal DepthHornal sTexturs Shader vs 4@
Hidden_TnternalErrorShader Shader dcl_constantbuffer CB@[3], immediateIndexed
i dden, Tnternal-Flare Shader dcl_constantbuffer CBL[6], immediateIndexed
¥ dden, Internal-lTRoundedRect hader del constantbuffer €82[4], inmediateIndexed
i dden IntarmalCITTexture hade de1_constantbuffer CB3[21], immediateTndexed
Ki dden,_Internal-GUITextursBlit Shader :‘14”"“: T
Ki dden_Internal-GUITextur<Clip Shader e e g
Hidden_Internsl—GUITextureClipText Shader d:lioutputicl Z\"xy =P
Ki dden,_Internal-Helo Shader =EEE S
Hidden_Internal-MotieonVectors Shader

Figure 5-92

With Protection:
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File Options Model Export Filter Type

Scene Hierarchy  Asset List PPtr<GameObject> m_GameObject
Filter int m_FileID = @
int64 m_PathID = 6
Hame Type 5 UInt8 m_Enabled = 1
MonoBehaviowr #202 MonoBehaviomr 60 PPtr<MonoScript> m_Script

int m_FileID = 1

MonoBehaviouwr #201 MonoBehaviour 263 .

MonoBehaviour #200 MonoBshariour 96 _  imt64 m PathID = 274
. ) string m_Name =

MonoBehaviour #199 MonoBehaviour 76

MonoBehaviour #1598 MonoBehaviour 44

MonoBehaviour #197 MonoBehaviour 52

MonoBehaviour #174 MonoBehaviour 32

MonoBehaviour #173 MonoBehaviour 64

MonoBehaviour #172 MonoBehaviour 263

MonoBehaviour #171 MonoBehaviour 44

MonoBehaviour #170 MonoBehaviour 40

MonoBehaviour #1639 MonoBehaviour 44

MonoBehaviour #1638 MonoBehaviour 32

MonoBehaviour #167 MonoBehaviour 76

MonoBehaviour #166 MonoBehaviour 44

MonoBehaviour #165 MonoBehaviour 96

MonoBehaviour #164 MonoBehaviour 40

MonoBehaviour #163 MonoBehaviouwr 36

MonoBehaviour #162 MonoBehaviour 44

MonoBehaviour #161 MonoBehaviour 264

MonoBehaviour #160 MonoBehaviour 40

MonoBehaviour #1539 MonoBehavionr 52

Figure 5-93

5.5 Protect Android application

Virbox Protector supports developer to protect Android Applications in different kind of format, includes .so

libs, APK, AAR and latest AAB format.
5.5.1 Protect the .so libs

For normal apk application, the application need to be unzipped and then to protect the .so library which

located in lib directory by use of Virbox Protector, see snapshot shown as below:
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» apktool » android toutiac776 + lib » armeabi-v7a v O | BFE"armeabi-v7a'
EfF I HEE E=ie] Fh

| ] libad.so 2020/5/13 1510 50 i 668 KB
[ libBugly.so 2020/5/13 15:10 SO TZi& 437 KB
|| bgetuiext3.so 20204513 15:10 50 3 1,060 KB
| | liblnnoSecure.so 2020/5/13 15:10 SO 3t 442 KB
| | liblnnoSeo.so 2020/5/13 15:10 SO 1,849 KB
| | libMNativeExample.so 2020/3/13 15:10 SO = 528 KB
| | libpl_droidsonroids_gif.so 2020/5/13 15:10 S0 3 322 KB
| | libsgmain.so 2020/3/8 16:04 SO 382 KB

Figure 5-94

To protect the .so libs, following options you may select in the "Protection Option": Compression, Memory
Check, Anti-Debugging.

File/Tirectory

| © Basic Info | @ Function Opticns ) Protection Options
| ] D1. adobe. reader. apk
Parze succeszfully! 4 Output Info
| | libwebpbaclport. se Jutput FilefDirectory libwebpbackport. ssp. s0
Parse successfully!
4 Protection Optiens

Compression

Memory Check

Anti-debugging (=]

Figure 5-95

Also, you can select the concrete protection mode to specified "function" in the "Functions Option".

When complete protection to .so libs, put the libs into the apk accordingly.

5.5.2 Protect the APK/AAB application

For APK/AAB application, Developer may select following "protection mode" in the "Protection Option" to
protect the Android APK file:

Anti-Debugging, This option will effectively defend the cracker using the debug tool to debug the apk and
prevent cracker to parse and get the source code by use of IDA, or other reverse-engineering tool

Signature check: Select this option and setting the signature by input your keystore file and password (Key
alias and password could be optional) to prevent APK repackaging and protect the critical coding, core

algorithm/logic;
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Anti-Injection: Click and Select this option, it will prevent the other process to add debugger or injection to

your APK Process.
The other protection feature you may select includes: Emulator detection, Root detection and Multi-Open

detection, you can select these feature accordingly.
1 Virbox Protector 2 (64-bit) v2.3.3.14800 — ] X

ile  Protect Plug-in Log Setting Help
huthorization Info

— — -
= B & Acconn: I >on Losont
Open File Save Selected Configuration Save A1l Configuration Protect Selected Projects  Protect All Project Authorization Detail
File/Directory ;
() Bazic Info Wy Function Options ) Protection Options » Resource Encryption A Wative Library Frotestion

| test_ilZepp. apk

Parze succeszfully! ¥ Dutput Info 2
| test_com. apk Output File/Directory test_com. szp. apk wee
Farze successfully! X X
% Protection Options
Tlex Enoryption
Anti debugging
Anti inject O
Signature check O
Emulator detection O
Root detection O
Multi-open detection O
w Sign settings
Enable sizn
Keystore path I:/Desktop/android keystore/test_vhp. keystore wes
Keystore password 2998000
Hey alias vbp. keystore
Ko nazswnrd assasas e
D:/Desktop/test_com. apk Android AFE
Figure 5-96

Protection Process:
Drag your Android APK into the Virbox Protector;
Protection Option tab:
You may click and select the protection option in the "Protection Option" panel:
Select the "Anti-Debug" option, the protected apk will exited when cracker use the IDA, or other debug tool
to debug the apk;
Select the "Signature check" and set up the signature, input your "keyStore" file and password
Select the "Anti-Inject", to prevent the other "Process" to add the debugging or injection to your APK

process.
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File/Directory

I Basic Info ¥ Function Options ) Protection Options « Resource Eneryption M Fative Library Frotection
|| test_ilZepp. apk

Farze successfully!
| | test_com. apk

Farse successfully! Enable (@ Select files

-

File ~
assets/AlEMobileConfigProd json
assets/AIEMobileConfiz0A. jzon
assets/Resource/TMap/TE-EUC-H
assets/Resour ce/TMap/7T8-EUC-V
assets/Resource/[Map/T6-H
assets/Resour ce/Map/T8-REST-H
assets/Resource/Map/75-REST-V
aszets/ResourceTMap,/ 75—V
assets/Resour ce/TMap,/T8m=—REST-H
assets/Resource/TMap/T8ns—REST-V

assets/Resource/TMap/B3prRESTH

X X X X X X X X X X X X

aszets/Resource Map,/B0n=—RESTH

L s fnm mweT e

1:/Desktop/test_com. apk Android AFE

Figure 5-97

Resource Encryption tab: To Encrypt the resource file under /assets directory of your APK, support to encrypt
the picture, configuration, and script files;

if you set the password to protected resource file, then it will be used to be the seed to encrypt the resource
file every times, otherwise, it will use random key to encrypt;

If you use same password to encrypt the updated resource file, then the encrypted resource file (under \assets

sub directory) will be used and replace previous encrypt file directly.

Native lib Protection tab: click "Native Lib Protection" Option and click to add the .so libs which need to be
protected;

HIDE symBoL Option, click and select this Option, to hide the "export function" of the .so libs (this option will be
available to "Select all .so libs only)

Note: the .so libs selected with this option, can be supported for "Compression" only, if you want to protect

to specified "Functions" of .so libs, pls protect the .so libs separately.
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File/Mirectory ; ;
() Basic Info ¥ Functien Options ) Protection Options « Resource Encryption A Wative Library Frotection

|| test_ilZepp. apk
Parse sucoessfully! Fote: Thiz feature only supports basic protection for the moment. Please open the . so file on the main window for adve

|| test_com. apk [/ Hide symbol table Gelect files

Parze succeszfullsy!

File ~
lib/armesbi—7a/1ibACE. 5o
lib/wrmesbi—~7a/libAICComponents. so
lib/armeabi—7a/1ibAGH. so
lib/armeabi—~7a/libhdobeAKESShar e dExpat. 5o
lib/armeabi—~7a/libhdobeJP2K. so
lib/armeabi—~7a/libhdobeReader. so
lib/farmeabi—vTa/libAdobellF. 5o
lib/armeabi—~7a/1ibEIE. 5o
lib/armeabi—7a/1ibEIEt1]s. 50
lib/armesbi—~Ta/libCoolType. 50
libfarmesbi—vTa/libWEServices. so

lib/arnashi—vTa/libadabejpeg so

X X X X X X X X X X X X X

libfarmesbi—7a/libaide. =0

LI AU [N VRS JA IS PR IDUN: Y
£ >

¢

D: /Desktop/test_com. apk hndroid AFK

Figure 5-98

5.5.3 Protect the AAR files

Virbox Protector support to protect/harden the AAR format files, to protect the method of JAR archive by use
of Virtualization and other comprehensive technology to defend the reverse engineering tool to retrieve the
source code.

Protection Process

Drag the AAR archive into the Virbox Protector GUI tools directly;
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File/Directory
G Basic Info ﬂ‘i Function Options ) Protection Options

| | abstract_class—debuz. asr

Farze successfully! Total Aty: 10 Total Protected:10
Add Functions
Obfuscation:0 Virtualization: 10 Encrypted:0

A
hd com

i example
v abstract_class x

e FuildConfig
@ dnit>: 0¥
@ <elinitr: (¥

v Emploves
(D dnity:(Ljava lang String: DIV
D zetsalary: (D
(D zetDesoription: (JLjava lang. String:
) raiseSalary: 10V

- Perzon

O <init>:{Ljava lang String:)¥
v

D /Desktop/hndroid_test_apk/hndroid aar/libs—demo/abstract_class—debug. aar Java | Android SDE
Figure 5-99
in "Functions Protection" tab, you can find the functions list in this tab, you can select the "Virtualization” to

specified functions which you want to protect.

Click "Protect Selected Project", to compete the AAR file protection, then you can distribute the AAR package
to your user.

Using the Command line to protect AAR

1. Using Virbox Protector GUI tool to generate the .ssp, the configuration file;
2. Open a Terminal in windows, go to the directory of virboxprotector_con, input  “virboxprotector_con” to

view the help info;
3. Use Following command to complete the protection:

virboxprotector_con <The so/apk/aar which need to be protected> -o <The Output so/apk/aar>

5.5.4 Protect the AAB files

pls refer the User Manual of Protect AAB separately

5.6 Protect the iOS application

5.6.1 Protection Process with Virbox Protector GUI tools
1. Go to the directory which iOS App archive located and drag the iOS App archive into the Virbox Protector
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GUI tools, Virbox Protector support to protect 2 kinds of file format: iOS App archive file format and executive

file of iOS App, developer may select either of them and drag it into Virbox Protector GUI

'® @® Virbox Protector 2 (64-bit) v2.3.3.14805
C B @
Open File Save Selected Configuration Save All Confi i Protect Sell d Projects Protect All Project

File/Directory (J Basicinfo @

helloworld.app

Parse stecesstuliy Total Qty: 359  Total Protected:1

Obfuscation:0 Virtualization: 1 Encrypted:0

() 100007D48

™ [Users/sense/Desktop/0813/helloworld.app/

Figure 5-100

Authorization Info

Account: (EERCcom Logout

Authorization Detail

_ Protection Options

Add Functions

Mach-0 64-bit | aarch64 U

2. In the "Function Protection" pane, Click "Add Functions" to select the "Function" which you want to protect;

3. To each "function" which you want to protect, you can select following option to each "function" be

protected: Virtualization, No Protected and Obfuscation;
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&) @ Add Functions

Global Search Functions Add Function Analysis

Total Protected: 1/359 Obfuscation: 0 Virtualization:1 Encrypted: 0

Show unsupported functions only

| Name v Run Times Protection Type Other
1000423D8 -- No protected
100041F98 -- No protected
100041C98 -- No protected
100041C5C -- No protected
® 100041878 -
1000418B4 -- No protected
1000418A0 -- No protected
1000417E0 -- No protected
1000417D4 -- No protected Bytes too little(.Net<10 , other...
Total Show Functions: 359 ) Cancel Ok
Figure 5-101
Note:

pls put the "dSYM" file into the directory of iOS App archive located, then Virbox protector can parse and get
the function's name, otherwise only the address will be shown;

The "dSYM" file location, as shown as belown:

| Applications
Inr = A EYREYE NN O 2
» | Applications » . helloworld

B helloworld.app.dSYM

helloworld.app.dSYM
B - 1.1MB

Figure 5-102

4. In the "Protection Option" , you will have following option can be select/set:
Memory Check, to prevent App tampering;
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Anti-Debugging, detect the debug tools, to prevent the dynamic debugging;

and Objective-C name Obfuscation, sign setting etc.

File/Directory (. Basic Info

helloworld.a
L Output Info
Parse successfully!
Output File/Directory
Protection Options
Memory Check

Objective-C name obfuscation

s Function Options 3 )

ssp.helloworld.app

Anti debugging
Sign settings
Enable sign
Sign identity SenseShield
Figure 5-103
5. Select the Output Folder;
Ehelirec oy (J Basic Info  U# Function Options
hell Id.
i Lob Qutput Info

Parse successfully!
Qutput File/Directory

Protection Options
Memeory Check
Objective-C name obfuscation
Anti debugging
Sign settings
Enable sign

Sign identity

ssp.helloworld.app

SenseShield

Figure 5-104

6. Click the "Protect selected Project", to complete protection.
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Authorization Info

=2 @ @ Y ‘ e e

Open File : Save C {{ Save All C i {{ Protect Sel d Projects Protect All Project Authorization Detail

ELG/DiteoloRy () Basicinfo @ Function Options )

helloworld.a
bP Output Info
Parse successfully!
Output File/Directory ssp.helloworld.app “ee
Protection Options
Memory Check

Objective-C name obfuscation

Anti debugging
Sign settings
Enable sign
Sign identity SenseShield &)

Figure 5-105

5.6.2 Using The Command line tool to protect
1. Use the Virbox Protector GUI tools to Generate the configuration file, if no configuration file has been
generated, then the protected App (by Virbox Protector CLI tools) will not signed on default;

2. Open a Terminal in windows, go to the directory of virboxprotector_con, input  “virboxprotector_con”

to view the help info;
3. Use Following command to complete the protection:

virboxprotector_con <The i0S App which need to be protected> -o <The Output App>
5.6.3 Note

1. Virbox Protector not support bitcode currently, pls disable the EnaBLE Bitcope option in "Build Options"

process. pls refer the snapshot as shown in below:
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A [ | b : Succeeded | Today at 1:57
v & helloworld Identity and Type
¥ 77 helloworld Name helloworld
b AppDelegate.h e Location
m AppDelegate.m + =
GameScene.sks & helloworid Lo i ol b Full Path [Users/edz/Desktop/pri/
Intermediate Build Files Path build helloworld/
Actions.sks VARGETS i i i
2 Precompiled Headers Cache Path build/SharedPrecompiledHeaders helloworld.xcodeproj  ©
h GameScene.h A helloworld
Project Document
m GameScene.m ¥ Build Options
N GamaViswCantrollech o X Project Format Xcode 9.3-compatible <
: Organization
m GameViewController.m Always Embed Swift Standard Libraries No - $(EMBEDDED_CONTENT_CONTAINS_SWIFT) & anw
Main.storyboard Build Libraries for Distribution No ¢ Class Prefix
8B Asscis xcassete Build Variants o normal ) i Tt Mg
ool Compiler for C/C++/Objective-C Default compiler (Apple Clang) &
nfo.plist ¥ Debug Information Format Indent Using Spaces <
m main.m Debug DWARF & Widths 4l 40
¥ U7 Products Release QWARE with dSYM File & Tab Indent
A e s ¥ Enable Bitcode No ¢ €™ ! Wrap lines
Debug No &
Release No &
Enable Index-While-Building Functionality Default &
Enable Previews No &
¥ Enable Testability
Debug Yes &
Release No &
Enable Testing Search Paths No &
Excluded Source File Names
Generate Profiling Code No &
Included Source File Names
Precompiled Header Uses Files From Build Directory ~ Yes &
& Require Only App-Extension-Safe API No ¢
11:45:00.1; helloworld( 1 Metal
API Validation Enabled
2021-02-13 11:45:00. helloworld[ ]
SKview: i i is NO. Call
_renderSynchronouslyForTime without handler
+ Auto & g All Output & G 7}

2. Currently, Virbox Protector doesn't support the FAT format yet, pls disable this mode in

and iOS version must set to higher than Release 11.0 in

Figure 5-106

"iOS De

ployment Target";

" Build Options " ;

ellowarld ) /% Any [0S Device (arm64)  hellowarld | Archive helloworld: Succeeded | Today at 1:57 PM 1 &0
helloworld ) /* Any I0S (armé + &
B ETaQAC&FDE B & helloworld xcodeproj B [ O]
¥ = helloworld & halloworld Identity and Type
¥ helloworld Name helloworld
| Info  Build Settings  Swift Packages
i AppDelegate.h f— Location g
m AppDelegate.m ¥ Deployment Target ‘/ -
T Srane. sks helloworld Full Path {Users/edz/Desktop/pri/
R _ helloworld/
TARGETS ~
e I i0S Deployment Target 1.0 B | helloworidscodeprc  ®©
+ GameScene.h A helloworid
N e et ¥ Configurations Project Document
) Project Format  Xcode 9.3-compatible %]
+ GameViewCentroller.h Name Based on Canfiguration File
View! Il Organization
m GameViewController.m » Debug No Configurations Set
Main.storyboard » Release No Configurations Set Cha B
7 Assets.xcassets Text Settings
Info.plist + Indent Using_Spaces
m main.m Use Release B for command-line builds Widths 4l 43
- Tab Indent
8, _iBmducts Parallelize build for command-line builds (does not apply when using schames) ‘
¥ Localizations
Localization Resources
Base 1 File Localized
English — Development Language 0 Files Localized
+
Use Base Internationalization
} ®
B =
2021-62-13 11:45:00. 1 helloworld[ ] Metal
API Validation Enabled
2021-92-13 11:45:00,265373+080@ helloworld[5489:585652]
iew: i iews is NO. Call
_rendersynchronouslyForTime without handler
+ @) Filter OFE| Ao ® All Output & [C] W oo

Figure 5-107

3. In "Build Option", if you select the "DWARF with dSYM File" in the "Debug Information Format", pls put the

dSYM file into the same directory which your iOS App located.

Copyright © 2021, Virbox, All Right Reserved.

For set the Debug Information Format, pls

Page 126 | 134



VIiRa0X

refer to following snapshot:

A [ | 4 i: Succeeded | Today at PM
v & helloworld Identity and Type
A helloworld Name helloworld
h AppDelegate.h —— Location
m AppDelegate.m -
GameScene.sks 8 helloworld Lt B B ) L Full Path [Users/edz/Desktop/pri/
5 ; TARGETS Intermediate Build Files Path build helloworld/
Actions.sks Precompiled Headers Cache Path build/SharedPrecompiledHeaders helloworld.xcodeproj @
h GameScene.h A helloworld
Project Document
m GameScene.m ¥ Build Options
O e r iR . R Project Format Xcode 9.3-compatible ¢
- O izati
m GameViewController.m Always Embed Swift Standard Libraries No - $(EMBEDDED_CONTENT_CONTAINS_SWIFT) & el
Main.storyboard Build Libraries for Distribution No & Class Prefix
= i |
W Assets.xcassets Buid yattants nome Text Settings
R Compiler for C/C++/Objective-C Default compiler (Apple Clang) &
Info.plist ¥ Debug Information Format Indent Using Spaces <
m main.m Debug DWARF & Widths 4 4
v {7 Products Release DWARF with dSYM File & = cant
A, helloworld.app ¥ Enable Bitcode NG ! Wrap lines
Debug No &
Release No &
Enable Index-While-Building Functionality Default &
Enable Previews No &
¥ Enable Testability
Debug Yes &
Release No &
Enable Testing Search Paths No &
Excluded Source File Names
Generate Profiling Code No &
Included Source File Names
Precompiled Header Uses Files From Build Directory  Yes &
Require Only App-Extension-Safe API No &
2021-62-13 11:45:00.1 helloworld[! 1 Metal
API Validation Enabled
2021-62-13 11:45:00.265373+0800 helloworld[5489:585652]
SKview: i iews is NO. Call
_renderSynchronouslyForTime without handler
(GD) Auto & All Output & E |1}

Figure 5-108

5.7 Protect the Python or other Script language based application

There are 2 steps to protect Python or other script language based application:
Use Virbox Protector to Protect "Interpreter" of Script Language; The protection process is same as

normal .exe program; you can protect the python.exe with the protection available in "Protection Option" and
"Function Option" pane;

Use DS Protector to Protect the Script program itself;

(The User Manual of DSProtector can be found in the /help sub directory.

5.7.1 Interpreter protection

=  Python.exe (interpreter) file based on python protection, the detail steps are same with Windows
Application, please refer the steps above. Chapter 5.1, use the default setting to encrypt the

Python.exe

Function Options Setting:
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Virbox Protector 2 (64-bit) v2.0.1.12323

File Protect Plug-in Log Setting

- e

File/Directory

|| python.exe
Parse successfully!

Help

2 BasicInfo ¥ Function Options
Total Qty: 53 Total Protected: 1

Obfuscation:0 Virtualization: 0

& oo1334

OpenFle = Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

J Protection Options

Encrypted:1

Authorization Info
Account: 17 63 Logout
Authorization Detail

Add Functions

Protection Options Setting:

Figure 5-109

Virbox Protector 2 (84-bit) v2.0.1.12323

File Protect Plug-in Log Setting

- &)

File Directory

|1 python.exe
Parse successfully!

C:/Usersluyonggiang/Desktop/python.exe

Help

% Output Info
Qutput File/Directory
* Protection Options
Import Table Protection
Compression
Memory Check
Resource Section Encryption
¥ Plug-in
% Anti Debug Option
Detecting Hardware Breakpoints
Detecting Memory Breakpoints
Memory Integrity Check
“ ds

Pacewnrd

OpenFile  Save Selected Configuration Save All Configuraton Protect Selected Projects  Protect All Project

(.r Basic Info ﬁ Function Options J Protection Options

python.ssp.exe

B O

O
O

Authorization Info
Account: 15010303968 Logout
Authorization Detail

Open DSProtector

PE 64-bitlamds4,

Resource Protection

=  For resources protection, protect the python.exe with Virbox Protector first, and then protect the .pyc,

pyd and .py file with DSProtector. (for how to use DS Protector, pls refer the User manual of DS

Protector)

Figure 5-110

In this example, after protect the relevant file with above process, you will get 3 file

“python.exe.ssp” is the configuration file, and when you are protecting the .py and .pyc file, you will need this

file.
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“ssp.python.exe” is the python.exe file With Protection, you need to use this file to parse the protected .py

and .pyc file. (The .py and .pyc file need to run with the ssp.python.exe file). When you run the protected .py
and .pyc file.

Please modify the python.ssp.exe to be python.exe, in order not to influence the existed python environment.

“python.exe” is the file Without Protection.

» python-test ~ O Search python-tes
~
X Name Date modified Type Size
B python.exe 10/25/2018 414 PM  Application 99 KB
|| python.exe.ssp SSP File 1KB
B python.ssp.exe Application T72KB
lpictu
Figure 5-111
5.7.2 Use the DSProtector to protect .pyc and .py file,
T
0 DSProtector(1.3.1.11480)
PC » Local Disk (E) » Test-Program » python File Settings Help
"~ Name D4
SSP File: ‘E:Fest-ngramfpymnnfpyﬂ'\nn.exe.ssp
New fold 53
S Talder " | File Filter: ‘F\"EI files when add directory, eg:tit;php;html;
P get_license_example-bak - Copy.pyc 4]
L_S( get_license_example-bak.py 4 Qutput Directory: ‘Oplic-na\: we will always bakup{*bak) in the same directory
2 get license_example-encryption.py B E File Qutput File
B python.exe 8 get_license_example-bak - Copy.pyc E:/Test-Program/python/get_license_example-bak - ..
|| python.exe.ssp 544
B python.ssp.exe 544
<
Add File Add Directory Remove Selected Remove All

Figure 5-112

Choose the ssp configuration file created last step when you are protecting “python.exe”

Drag in the .py and .pyc file,

Click “Protect”, it is showing “protect success”

The protected file name will use the original name, and the unprotected file will be with bak file name

extension.

Till now the protection of python resources file has been completed, and you can release the protected file to

the customer.
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6 Note

Type

Unsupported scenario

Other

You can’t use Virbox Protector to protect the software which protected by
third party protector or wrap tools, any protected software can’t be

protected by Virbox Protector or third party Wrap tools to protect again.

The program with Self verify function can’t be protected by Virbox Protector

NET

The program with StrongName signed can’t be protected by Virbox
Protector

Third party runtime library doesn't supported to be protected by Virbox
Protector, only Microsoft standard runtime library can be protected

SDK label doesn't support for .Net program

If .Net program developed by C# language contains the method that called
by external program or contain public method, NAME OBFUSCATION can’t be
used to encrypt these kind of method. Because the NAME OBFUSCATION may
change the method name and cause some of functions may not be used.

Using ComPREsSION will modify the program type from AnyCPU to be PE32.
So when you select the CompRrESsION for .Net AnyCPU program. It would be
no longer to be called by other program.

For the dll of .NET Core 3 in Linux and macQOS, it doesn't support
COMPRESSION and JIT ENCRYPTION;

For Virbox Protector LM, it doesn't support to protect the DLL of .NET Core3
in Linux and macOS system;

File Type

PE

RESOURCES PROTECTION doesn't support to the executable file which converted

from Powerpoint PPT files.

RESOURCES PROTECTION doesn't supported for the program which developed
based the VB6.0 language

IMPORT TABLE . The symbol imported must be function and can’t be import

variable, otherwise the program would crashed when start to execution.

If the protected program run with LOAD MEMORY type, it can’t be started
when compression selected.

ELF

Additional data doesn't supported for Linux program currently.

ELF program which is compiled by —static compile option doesn't supported
to be protected by Virbox Protector.

Map file analysis is not support for ELF format file.

If all of the symbol in the program is exported, crash may happen when you
run the program. Only required function suggested to be exported.

It doesn't support to Compression for the Linux executable file which
convert from the "pyinstall" file;
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Currently, Virbox Protector doesn't support to protect the ELF file which
converted from the "GO" language with the "Static Compiling"
Support to protect the ELF which compiling with dynamic;

Virbox Protector, currently, doesn't support to protect the Unity3D program

Unity3D L
based IL2CPP and mono, which in macOS ARM64 platform;

Protection For ELF and Mach-O program which compiled with C or C++, the program

The function parsed by Virbox protector without function name may not

Cod supported by Virbox Protector, because of external function entry may
ode

Encryption

exist.

For the function instruction which too less may not be protected by Virbox
Protector

may not be use obfuscation and Virtualization to protect. Because of stack

) frame issue. For such case, you may use the "code encryption" option to
Obfuscation/

) o protect the application.
Virtualization

For the function's instruction is too less, it may not be protected.

Code snippet protection mode is not available for ARM architecture

program.

6.1 Known Issues

The protected .Net program only support Microsoft standard running lib, do not support third party
running lib

When using the Virbox Protector Command line tool to protect your software, the configuration file of
the objective file must be exist.

When  GetField("name", bindingAttr) used in the .Net program to be protected, and if you select
the "Name obfuscation" in  "Function Option" , the software may fail in execution, and you need to
remove the obfuscation from the" Function option".

You may fail to protect the software with code snippet, because of too less of instruction of the
snippet code, maybe jump, and it can’t be code ported.

The name of the software With Protection will be changed, please modify it to be the original name.
The ARX plugin of AutoCAD can only select “remote desk service dialog message box”, and now only
support win7 and server2008 or above version.

Anti-virus AVAST may cause the start failed of the protected program, it will kill the thread of the
protected software when it executed.

Program with strong signature doesn't supported by Virbox Protector

Copyright © 2021, Virbox, All Right Reserved. Page 131 | 134



VIiRa0X

7 FAQ

7.1 What is the difference between the soft license edition and dongle edition?

For Virbox Protector with soft license: the license allowed to be bind with one computer only and you may
change the device up to 2 times.
For Virbox Protector Dongle based license: In addition to the software, you will also get a dongle that stored

license of Virbox Protector. Any computer plugged dongle can use Virbox Protector.

7.2 What is the difference between the trial edition and standard edition?

For a Trial Edition,

e The protected software program will valid within 7 days for your internal testing and evaluation.
after 7 days, when you run the protected software it will have the message pop up:” This application
is protected with trial version of Virbox Protector”. The license of trial edition Virbox Protector will be
expired after 30 days or 100 times usage. For standard edition, you can protect your functions without

above limitation.
e Trial edition Virbox Protector can be used to test and protect the program for: Windows, Linux, Mac,

ARM Linux, Android. For standard edition, you need to purchase the corresponding license with your

program you are going to protect.
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No matter which software area you come from, we have experts who understand the special challenges you
are facing in your industry. We will help you solve those problem with what we have. And we have helped
thousands of software enterprises from different industry to Protected the software and helped them
realized software monetization. And we have established special Internet sales model and deeper customer

relationships with our customer. We can also do this for you.
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