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Copyright & Trademarks

The Virbox, Virbox LM, Virbox Elite 5, Virbox Protector with its technical documentation is copyrighted to
present by ©Beijing SenseShield Technology Co., Ltd (SenseShield). All rights reserved.

The Virbox, Virbox LM, Virbox Elite 5, Virbox Protector, are Registered Trademarks of SenseShield in China
and other countries.

All products referenced throughout this document are trademarks of their respective owners.

Disclaimer
All attempts have been made to make the information in this document complete and accurate. But we cannot
guarantee everything is perfect, we will correct it in next version released in case some error has been found.
SenseShield is not responsible for any direct or indirect damages or loss of business resulted from inaccuracies
or omissions.

The specifications contained in this document are subject to change without notice.

Documentation Improvement
Any suggestion to this manual from you are welcome, We are glad to hear any feedback from you which will
help us to continuously improve the documents quality and support and serve the developer to protect

software products more efficiently.

Contact

Company: Beijing Senseshield Technology Co., Ltd

Address: Suite 510, Block C, Internet Innovation Center, Building 5, No.10, Xibeiwang East Road, Haidian
District, Beijing China

Tel: +86-10-56730936

Fax: +86-10-56730936-8007

Sales: info@senselock.com;

Official Website: https://Im-global.virbox.com/

Virbox Developer Center (Virbox LM): https://developer.Im-global.virbox.com/
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About this document

This document is designed to help Software Developer or Publisher to protect their Copyright or IP by

protecting their software they would publish. And help the software resource supplier to protect their

software resources.

Target User: The operation staff of Virbox Protector Standalone who is responsible for software copyright and

IP protection.
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1 Overview

1.1 Virbox Protector Standalone Introduction

Virbox Protector Standalone, is the latest Protector and wrap tool to software developer to protect their
software copyright and IP which integrated with multi encryption and protection technology: VM, Obfuscation,
Smart compression, Data and resource protection, Anti-Hardware breakpoint, Anti-Memory breakpoint,
Enable Memory Check, etc. It is the powerful protector for software developer to protect their software and
critical code, algorithm without additional coding, with easy to use and effortless feature.

Virbox Protector Standalone is suitable for the following scenarios and software developers:

1. Software developer has established the third party license system or self-developed license system;
with Virbox Protector Standalone, Developer may enhance the security level of software and
integrated with existed license system;

2. The software program needs to be protected and distributed to software users without licensing to
the software user. Developer just need use Virbox Protector Standalone to protect the software and
distribute to targeted software user.

3. What is difference between Virbox Protector and Virbox Protector Standalone?

Virbox Protector, to be a highly secured, easy to use and without code effort protection wrap tool, is
one of critical component in Virbox LM solution, software developer use Virbox Protector to protect
software and use Virbox LM (Virbox Developer Center) or Virbox Developer Utility to issue the license
to the protected software and distribute the software and license to authorized software user.

So, software developer may choose either Virbox Protector or Virbox Protector Standalone to protect
software according to the software applied scenario.

4. Virbox Protector Standalone will only protect the software you currently protect. And would not have

influence on the software execution or interrupt of lib you called, like the blow figure showing.
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Figure 1

1.2 Advanced and Secured Protection Technology

Advanced Obfuscation: Advanced obfuscation functions supported to protect code, critical algorithm

etc.

=  Virtualization : Code Virtualization & Secured VM function available, the protected source code is
translated into Secured Virtual Machine code and executed inside of VM; In combined with
Obfuscation technology, it is effective way to defense static analysis tools to debug, reverse
engineering the source code.

=  Smart Compression: High efficiency Compression tools to developer with high performance, powerful

shield to against hacker tools and effectively to prevents de-compilation of .NET, PE programs;

effective to defense the crack tools and also keep small size of the program after protection.

= Multi Encryption Scheme to the selected functions, coding to be protected.

1.3 Working Environment

The Operation System we support

=  Windows: Windows 7 and above version
= Linux: CentOS, Ubuntu, Debian-9.4.0
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= Mac: OX 10.4 or above version

= Android System

=  ARM Linux V7/V8

Virbox Protector Standalone has different version release and execute in above work environment. Please

clarify your working environment with Virbox team before your apply trial license.

The Protected program language

C, C++, Java, Delphi XE7 or above version, PB, BCB, C#, VB6.0, Python, Lua, Perl, R, Ruby, PHP
The plugin and framework support:

AutoCAD ARX, Revit, Unity 3D, Unreal Engine 4, .NET

Development Tool support

MATLAB, LabView

Executable file & Driver support

32 bit/64 bit executable file and dynamic link library (DLL) & Driver program

Software Protection & Evaluation Process

Hd— H—H — 1

Evaluate the Virbox

If you are satisfied with the
Protector Standalone v

evaluation, you can contact us
for standard version with full
function

Download installer and install

Apply to get trial license
Virbox Protector Standalone

performance according to
user manual

Figure 2

1. Apply to get trial license for Virbox Protector Standalone;

2. Download the installation package, and install trial version in your computer;

3. Protection and Performance evaluation: protect your software or data resource with Virbox
Protector Standalone to evaluate the protection scheme and performance according to the

instruction of User Manual;
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4. |If you are satisfied with the protection evaluation, you can purchase a standard version with complete

package.

1.4 Installation

After the installation of the Virbox Protector Standalone, you will see two software are installed. Virbox
Protector Standalone & Virbox User License Tool. Virbox User License Tool is the License Verification tool. You
need to activate your Virbox Protector Standalone license and verify the license via Virbox User License Tool

before protect your software/program.

5% o

Virbox User Virbox
License Tool Protector
Standalone

Figure 3

1.5 License mode of Virbox Protector Standalone

Virbox Protector Standalone supports following license mode to software developer to choose when they
apply trial and evaluate Virbox Protector Standalone performance or purchase Virbox Protector Standalone

later:

Trial License: Cloud based license; which is most easier way to software developer to apply and get the Virbox
Protector Standalone's trial license by sign up with your account ID via apply link;

Trial license for Virbox Protector Standalone will be valid within 30 days, The software protected by trial
version would be expired in 7 days; Up to 5 functions can be protected in the application by trial version, no

limitation by standard version;

For official Virbox Protector Standalone user (software developer), they can select either soft license or dongle

based license according to their requirement;

Soft license: Support both account based license and license code;
Dongle License: Use Virbox EI5 to be the License container of Virbox Protector Standalone, developer can use
Virbox Protector Standalone at designated computer which plug in EL5 Dongle;

Both License modes support subscription and perpetual license for Virbox Protector Standalone
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1.5.1 License Verification with cloud license (For Trial User)

Open Virbox User License Tool, sign in your account to verify the Virbox Protector Standalone License, then
you can open and use the Virbox Protector Standalone to test or evaluate software protection performance to

your software.

Region: International Version: v2.2.0.38783(2.3.0.38783) FAQ M@ — 0O X

% Cloud Accounts +
# Offline Licenses

yonggiang.lu@senselock...
License Info

Offline Licenses

Virbox Cloud User Login

User Name: Register
Password: Forget?
OK Cance!
Create Offline-Bound c2d File Tmport Offline-Bound d2c File
Figure 4

After sign in the account, you can check the detail information of the license here showing in the picture:

Region: China ~ Version: v2.2.0.36783(2.3.038783) FAQ @ — 0O X
Summary Available  Expired 1507 8~  All Developers + B O =
100 555 55555 55555
o€ 68 080¢ 79 080 10479 080 00d79
oa o a (] oa
Figure 5
Page 9 | 63
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1.5.2 License Verification with soft license (For official user use soft license)

1.5.2.1 Use Virbox Protector Standalone in online environment

When you use the Virbox Protector Standalone in online environment, you can sign in the account that have

already issued license. After you start Virbox Protector Standalone, the software license will bind to your

hardware machine automatically.

Region: International Version: v2.2.0.41922(2.3.041922) FAQ MR — O X
7 Cloud Accounts
Offline Licenses
» slock..
License Info
1 368
2 User Name: yong om(International)
vr Total Licenses: 8
2 Available Licenses: 2
© Expired Licenses: 6
Refresh Set As Default Settings Logout
Upload Offline-Unbound c2d File

Figure 6
Region: International ~ Version: v2.2.0.41922(2.3.041922) FaQ M — O X
Summary  Available  Expired yonggiang.lu@senselock.com(International) ~  All Devélopers+ (O3
10
090r 00006
o o
Figure 7

1.5.2.2 Use Virbox Protector Standalone in offline environment
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If you use Virbox Protector Standalone in offline environment, you need to use the following step to bind the

license to your offline machine with a computer that can connect to network (Online computer). Both

computer need to install Virbox User License Tool.

= Generate c2d file on the Offline computer

Open Virbox User License Tool, click “Accounts”,

Click “Offline”,

Region: International ~

% Cloud Accounts +

Offline

ke

Accounts

Figure 8

Generate offline bind c2d file, and save the .c2d file.

Region: International Version: v2.2.0.34657(2
@ & Cloud Accounts +
| » Offline
4 _
Accounts License Info
& User Name: Offline
‘r Total Licenses: 1
2 Available Licenses: 1
© Expired Licenses: 0
Refresh
Create Offline-Bound c2d File Import Offline-Bound d2c¢ File
Figure 9
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Region: China ~

Version: v2.2.0.33187(2.3.0.33187) FAQ Q o x
<% Cloud Accounts +
* Offline
d-
Accounts License Info
o User N, e
e ]
0
Created Offline c2d file sucessfully!
OK
Create Offline-Bound c2d File Import Offline-Bound d2c File
Figure 10
After you have created c2d file successfully. You need to copy this c2d file to online computer.
=  Create d2c file on the computer Online
Also need open Virbox User license Tool on online computer.
Click “+” to login your account that have already have license.
Region: International Version: v2.2.0.34657(2.3.0.34657) FAQ & — O X

% Cloud Accounts

Offline

yonggiang.lu@senselock...

License Info
» yonggiang.lu@senselock...

er Name: onggiang.lu@senselock.com(International)

User Name: Register

Password: Forget?

oK Cance Jgout

Upload Offline-Unbound c2d Fle

Figure 11

Click “Software”,
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Region: International + Version: v2.2.0.34657 @ma A - O X%
Summary  Available  Expired All License Form ~  All Developers @] QO 8
2010
090¢ %
oa
& Cloud g Offline Offline(unbind) [ Dongle & et
Figure 12
Double click the license, the detail information of the license will show:
Region: International Version: v2.2.0.3465 - o x

Return
Software Introduction
No software description
License Details
2010 .
License Source:
0900 20006

License Form:

® License Status:

) Start Date:
) Expired Date:
First Use Date:

4

Expiring Span:

@ Remain Times:

Concurrence:
A, Concurrence Type:

more...

yongqiang lu@senselock.com(International)
Offline(bound)  Bind Info | Download Offline-Bound d2c File |

Available

2018/07/18 00:00:00
2018/07/27 23:59:59
2018/07/18 10:52:13
0Days OHours OMinutes 0Seconds

Click “Download Offline Bound d2c file”

Copyright © 2019, Virbox, All Right Reserved.
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Region: International Version: v2.2.0.34657(2.3.034657) FAQ M — O X
Return
Software Introduction
No software description
vnload Offline-Bound d2c File
2010 Cloud Account:  yonggiang.lu@senselock.com(International)
0900000000000006 Developer: 0900000000000006

3ound d2c File
Product Name: 2010

c2d File Path: Browser
d2c File Path: Ci\Users\liuguoquan\Desktop\sense_offline_bind_201807 | Browser
Open d2c file directory Start Cancel

i, Concumence: e

A, Concurrence Type: ===

more.

Figure 14

Selected the c2d file you generated from last step on the offline computer, software user need to copy it here.
Click “Start”,

Region: International ~ Version: v2.2.0.35139(2.3.035139) FAQ @ — 0O X
Return
Software Description
No software description
Download Offline-Bound d2c File
2010 Cloud Account:  yonggiang.lu@senselock.com(International)
0900000000000  Developer: 0900000000000006

ad Offline-Bound d2c File
Product Name: 2010

€2d File Path: CAUsers\liuguoguan\Desktop\sense_offline_bind 201807 | Browser
d2c File Path: C\Users\liuguogquan\Desktop\sense_offline_bind_201807 = Browser
Open d2c file directory Start Cance

& Concurrence: ~ —-—--

A Concurrence Type:  -——---

more...

Figure 15

You can select the path to generate d2c file, here | put it to desktop. If the file is generated successfully, it will
show “Applied Done” like in the picture above.

¥

sense offlin

e bind 2018
0718113440
.d2c

Figure 16

Note: 1. Click “open d2c file directory”, also will show the path of the generated file. 2. The valid time of
this d2c package is 24 hours, please complete binding timely.
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= Verify d2c file on the Offline computer

Now we need to copy d2c file to the computer offline and complete license verification.

Copy the d2c file generated from the computer (Online computer).

Import it in to the offline computer.

Region: China v Version: v2.2.0.33187(2.3.0.33187) -0 x
<Y Cloud Accounts +
#» Offline
4
Accounts License Info
& User Name: Offline
Import Offline-Bound d2c File x
d2r File Path-
Browser |
Import Cance
Create Offline-Bound c2d File Import Offline-Bound d2c File
Figure 17
Region: International Version: v2.2.0.35139(2.3.0.35139) - O x
Y Cloud Accounts +
# Soft License
Accounts License Info
pr 58 User Name: Soft License
Import Offline-Bound d2c File
d2c File Path:
CA\Users\Windows-10-EN\Desktop\sense_offline_bind_20180718135448.d2, | Browser
Import Cance
Create Offline-Bound c2d File Import Offline-Bound d2c File
Figure 18
It will have “Import successfully” message after you imported the file successfully.
Page 15 | 63
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1.5.3 License Verification with EI5 dongle (For official user use dongle license)

If you purchased the Virbox Protector Standalone with a Virbox EI5 dongle, after installation you need to insert
the dongle on your PC for license verification. Then you can use Virbox User License Tool to check the license

you have subscripted. As the figure shown below:

Region: China Version: v2.2.0.38783(2.3.0.28783) FAQ M@ — O X
Summary Available Expired 100500000004 -~  All Developers ~ &) Q =
100
sensetest_hanttttttttittt.. se sense
(] (V"] [N ] [N
& cloud Offline(unbound) %, Offline(bound) & Offline(Local) (@ Dongle @D net
Figure 19

You can double click that dongle icon for license detail information.

Region: China Version: v2.2.0.38783(23.0.38783) FAQ M — O X

Return
Software Description

No software description

License Details
100

9 License Source: 100- 404
sensy t _

@ License Container:

® License Status: Available

© Start Date: = -

Expired Date: Permanent
First Use Date: 2019/01/10 11:00:04
® TimeSpan: | ------

@ Remain Times: | -

Diagnosis
Ay, Concurrence: | ------
A, Concurrence Type: Process
more...
Figure 20
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2 Getting Started

2.1 Main Menu of Virbox Protector Standalone

The main menus shown as below: includes 3 areas:

Menu Bar: consist of: File/Protect/Plug-in/Log/Setting/Help functions;

Tool Bar: Open File/ Save Selected Configuration/Save All Configuration/Protect Selected Projects/Protect All
Projects;

File/Directory Panel and Protection Panel

These functions and options in the menu, Tab and Panels will be introduced and explained in this chapter.

0 Virbox Protector Standalone x64 (1.4.2.9353) - [m} b4
Menu Bar
File Protect Plug-in Log Setting Help
4 B &

OpenFile  Save Selected Configwration  Save All Configuration  Protect Selected Projects  Protect All Project

Fil tol
ile /Directory Welcome Page

Welcome to Virbox Protector !

Start

. . Open Flle A
File/Directory Panel Open Directory(Only support Urity30) Protection Panel

Recent Files/Directory
£pc_V3.00.200¢_rel

PE_Tetris.exe
C:/Users/luyonggiang/Desktop/PE_Tetris.exe
apache-tomcat-9.0.8.exe
\MNet_RetroSnaker exe

Drag file here to protect!

Figure 21

2. 2 Menu Bar

2.2.1 File

Open File: Click “Open File”, you can select .Net, PE, ELF, MachO, Arm Linux and Android .so lib file. And load

the selected files into the left panel, the File/Directory Panel.

Copyright © 2019, Virbox, All Right Reserved. Page 17 | 63
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Note: If the xxx.map file located in the same directory of the program file being protected, these xxx.map file
will be loaded with the program file automatically. And the name of the functions will also be loaded and listed

in the File Panel. The map file generated by VS, VC, BCB, Delphi compiler is supported at present.

Open Directory: Here you can open a whole directory, to open Unity3D directory only.

Recent/Batch Projects: Here you can reopen the recent protection project quickly, or batch file protection
project. Up to 5 recent projects can be recorded.

The recent protected program would be loaded and listed into the File Panel.

If you want to save the project setting and path of multiple file, you can save those configuration into a project
file xxx.vbpsln by clicking “Save Batch/project”. Then you can reload this project file later.

Save Batch Projects: You can use this function to save all of path of the file, but the configuration would not be
saved. If you have changed the configuration and want to save them, you need to click “save the selected
configuration” or “save all of the configuration”.

When you reopen the Virbox Protector Standalone, you can drag in xxx.vbpsln to open the project, the saved
file and configuration would be loaded if the location of the file haven’t changed.

Exit:

Close Virbox Protector Standalone and exit.

2.2.2 Protect

Parse selected project (File):

Select one or multi file which listed in the File Panel, you can parse these file by clicking “parse selected
project” button. The file need to be parsed correctly before protection.

Parse all project

Parse all of the files in the project, no matter how much you have selected.

The purpose of parsing is to reload the configuration status you saved.

Save selected configuration

Configuration means the function options, protection options, which you selected to the protected file,

You can save the configuration of the Function options, Protection options, Message by clicking “save selected
configuration”

Save all configuration

Save all of the protection configuration of the project, no matter how many file you have selected.
Corresponding error report or error code will show, if the configuration is not correct and you can’t save the
configuration.

Protect selected project

You can protect the selected file in the file list by clicking this option. If the configuration is not correct, it will

Copyright © 2019, Virbox, All Right Reserved. Page 18 | 63
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remind you corresponding error report or error code.
Protect all project:

No matter how much file you selected in the file list, you can protect all the file by clicking this option.

2.2.3 Plugin

Open DSProtector, which is the plugin tool for data resources protection, like jar archive, .py file, etc.
DSProtector is data security protection plugin unit (Hereinafter referred to as DS Protector) is plugin unit
provided by Virbox, software developer may use DS Protector to protect data file and encrypt related data
resources together with protected software program.

Please noted that DSProtector do not support the data resources protection which from Linux and Mac system

currently.
V/ DSProtector sS=oO:
Config file(*.ssp) ‘ Browse ‘
| Add | | AddDir | | Remove | | RemoveAl |
Resource List
0%
| Protect ‘ | Exit |
Figure 22
2.24log

Show log dialog
Log dialog will show the log file when you are protecting the software. You can save the log by clicking “save”,
to save the log to other directory.

Open local log directory: Open the log directory.

2.2.5 Setting

Language setting:
Chinese and English is supported. To change the language of the interface of the software you need to restart

the software. You can restart instantly or next time you open the software.
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2.2.6 Help

About: It will show you the technical support email and website.

2.3 File Panel and Protection Panel

2.3.1 File Panel

"-‘ B B

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

Fil tor
ile Directory Welcome Page )

Welcome to Virbox Protector !

File/Directory Panel Start
Open File
Open Directory(Qnly support Unity3D)

Recent Files/Directory

Drag file here to protect!
epc_V/3.00,200c_rel
PE_Tetris.exe
C:/Users/luyonggiang/Desktop/PE_Tetris.exe
apache-tomcat-8.0.8.exe

.Net_RetroSnaker.exe

Figure 23

After you drag the software to be protected in to the file panel, the software basic information will show in the

Basic info page.

You can select one or more software and right click the software to select the corresponding function.

= Parse (software or file)

= Save configuration

=  Protect software

=  Show contained sub folder

= Set output directory for protection

=  Copy the protection option of this file to another selected files:
Select 2 more software, right click software and choose “copy the protection option of this file to
other selected files”, and use this setting to other software, the other software will have the same
configuration.
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= Close project:

Right click the selected software, and choose close, you can close the program with saving the current

configuration and also can exit without saving, or cancel the operation.

2.3.2 Protection Panel

B Basicinfo
B Function Option

B Protect Option

Basic Info

Basic info will show you the basic information of the loaded software, File/directory path, file creation time,

Last configuration Modified Time, Last Accessed Time, Application Type (PE or .Net).

Function Option

Function Option page lists all the functions in your application, you can select and protect functions in your
application or program in this page, you can select Virtualization, Obfuscation, Code Porting (Snippet) and
Code encryption mode to protect the selected functions. When you click the function in the software, the
protection type, function name, function address and assemble code will show in this page. And the total
functions quantity and total protected functions and the quantity of every function protection type would also
be shown in this page.

As shown the figure blow:
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d PE_Tetris.exe
Parse successfully!

E:/Test-Program/.Net_RetroSnaker.exe

Obfuscation:0

Virtualizaton: 0 Encrypted: 1

[v] - O
- E8 Es °
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory
© Base Info @ Function Options _J Protection Options
|| .Met_RetroSnaker.exe
Protect successfully! Total Qty: 79  Total Protected: 1
Add Function

: Function Name: wvoid Main
| | apache-tomcat-9.0.8.exe A oy 31 0
Parse successfully! Address: 405380
hd Program
Ptortection Type: Encryption 4
e wvoid Main()
Note:
Assembly Code
40538E 5A289B0000 call 0x0a0000%h
405393 0A Idc.i4.0
405324  16283C0000 call 0x0a00009c
405399 0A734A0000 newobj 0x0600004a
40539E 0623500000 call Dx0a00003d
405343 0A ret

.NET AnyCPUJi386

Figure 24

Following steps will describe how to set and select options for above setting:

Note: The functions be protected is limited within 5 functions for Virbox Protector Standalone Trial version,

and no limitation to the No. of functions be protected to Standard version.

[Note: If xxx.map file existed in the same folder of software be protected, Virbox Protector Standalone will load
this map file automatically and list functions in the main menu, currently the map file support be protected
includes the map file created by VS, VC, BCB, Delphi compilers. ]

Copyright © 2019, Virbox, All Right Reserved.

| Configuration Protect Selected Projects  Protect All Project
O Base Info @ Function Options ) Protection Options
Total Qty: 72 Total Protected: 1
Add Function
Obfuscation:0 Virtualization: 0 Encrypted: 1
- P Function Mame: woid Main()
Address: 405380
v Program
Ptortection Type: Obfuscation -
m void Main()
Note:
Assembly Code
40538E 5A239B0000 call 0x0a00005b
405393 O0A ldc.i4.0
405394 16289C0000 call 0x0a00003c
405399 0AT34A0000 newobj 0x0600004z
40539E 0523500000 call 0x0a00009d
405343 0A ret
Figure 25
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Note: Usually, software developer need to balance the software execution performance and protection level
before software protection. Be careful to select and protect these frequently called functions, since it will

decrease software execution performance after protection and encryption.

Click "Add Function" (See picture attached), the Virbox Protector Standalone will list all of the functions used
in this software in the left panel. After you selected the protection mode (you can choose Code Obfuscation,
Virtualization, Encryption to code) you can start to analysis functions details by clicking "Analysis” before
protect software. The Analysis function will show you the direct running performance and the call times of the
protected function. And after you completed analysis, the functions called times will be displayed in the
middle of the panel. You can select corresponding technology to protect your software.

Function search is supported here:

@ Add Functions O X

|: obal Search Functions Analysis

Total Protected: 1/79  CObfuscation: 0 Virtualization:0  Encrypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Mame Run Times Protection Type Cther

-3

Figure 26

Note: If the program you are analyzing is DLL libs, please start the main program. We currently support EXE

program and DLL library protection.
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- B B
OpenFile  Save Seld
@ Add Functions [} X
File/Directory
|6Iuba\ Search Functions Analysis

| ] .Met_Retrosna

Parse successfulyl | Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Enerypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way REIFEE

Hame Run Times Protection Type Other @
e 3344

h Snakelabel

() void set_index(int) 1079 Obfuscation -

B void Dispose(boal) = Encryption -

SnakelO
Snake
Properties
Program
frmGame

frmFactory v

Total Show Functions: 79 Cancel [e'3

Figure 27

Run times: The functions called times during this analysis process, after you have run the program for some

time (several minutes).

0 Add Functions O *
|Glc-bal Search Functions Analysis
Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame -’ ROTT TITES ] Protection Type Other ()

m void set_Index(int) 1036 Obfuscation 4
e void Dispose(bool) - Encryption 4
v SnakelO
G void SaveTaget(string) - Encryption -
wvoid SaveSnake(string) - Mo protected -
void LoadTaget(string) - Mo protected 4
wvoid LoadSnake(string) - Mo protected 4
wvoid .ctor (Snake) 1 Mo protected hd
Point Convert{string) - Mo protected -
Snake Y]
Total Show Functions: 79 Cancel ok
Figure 28

To protect the functions of the software, following functions protection mode can be selected: No protected,
Obfuscation, and Virtualization, Code Snippet (Code Port), Encryption to code.
€ For the function which is called frequently, select "No Protection" option, since if you protect the

functions which is called frequently, it will decrease software’s running performance when software
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is executed;

Tip: The unsupported protect mode of the functions wil be known after protecting the program! Only show functions that were set the unsupported protection way
MName - Run Times Protection Type Other 2
0 void set_Index{int) 1036 Obfuscation 4
G void Dispose(bool) - Encryption -
v SnakelQ
e void SaveTaget{string) - Encryption =
void SaveSnake(string) -
void LoadTaget(string) -
void LoadSnake(string) - Mo protected =
void .ctor(Snake) 1 Mo protected hd
Point Convert(string) - Mo protected hd
Snake w
Total Show Functions: 79 Cancel Ok
Figure 29

€ Select "Obfuscation”: Virbox Protector Standalone will translate the code instruction into a stream
of pseudo-code that neither the machine nor the human can recognize. When the pseudo-code
executed, the software will translate and interpret to restore the code into the original code. To let it

executable when it is executed.

0 Add Functions O e
|:E arch Functions Analysis
Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame - Run Times Protection Type Other 2

h hoy-374
v Snakelabel
void set_Index(int) 1086 Mo protected hd
m void Dispose(bool) - I Obfuscation hd I
v SnakelD
0 void SaveTaget{string) - Obfuscation hd
void SaveSnake(string) - Mo protected hd
void LoadTaget{string) - No protected A
void LoadSnake(string) - Mo protected hd
void .ctor{Snake) 1 Mo protected hd W
Total Show Functions: 79 Cancel Ok
Figure 30

€ Select "Virtualization”: Virbox Protector Standalone will compiles instructions into virtual code and
run them in the specified virtual machine. There are certain format requirements and limitation for
instructions, and some functions may not be protected;
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0 Add Functions O >
|Glc-bal Search Functions | |Add Function Analysis
Total Protected: 2 /340 Obfuscation: 0 Virtualization:2  Encrypted: 0
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

MName 7 Run Times Protection Type Other S
40EE22 - Mo protected =
D aoeDsE ~ Virtualization -
0 ve :
40ESED - Mo protected =
eonc -
40DFAF - Mo protected =
40DF30 - Mo protected =
40DEBO - Mo protected =
40DE1F - Mo protected -
400057 - Mo protected - v
Total Show Functions: 340 Cancel Ok
Figure 31

€ Code Encryption: Select the code block (treat as data) and stored with encrypted function mode and
verify with the license. When the program is executed to this encrypted function, the license is
verified and decrypted. The complete code block is not exposed into the memory. Currently, part of

functions cannot be added into the protection list and encrypted.

0
|Glc-bal Search Functions Analysis
Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1
Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Mame - Run Times Protection Type Other &
v oy 331
v Snakelabel
m void set_Index(int) 1086 Obfuscation hd
e void Dispose(boal) -
v SnakelO
G void SaveTaget(string) - Encryption hd
void SaveSnake(string) - No protected -
wvoid LoadTaget{string) - Mo protected hd
void LoadSnake (string) - No protected A
void .ctor(Snake) 1 No protected - w
Total Show Functions: 79 Cancel Ok
Figure 32
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Note: For .Net Programs, Support function protection options includes: No protect, Obfuscation, Encryption,

Code snippet;
For Other Programs (PE or local program): Support Function protection options: No protect, Obfuscation and

Virtualization, Encryption.

Tips:

Total Protected: 3/79  Obfuscation: 2 Virtualization:0  Encrypted: 1

Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way

Mame - Run Times Protection Type Other

=318

hd Snakelabel

|:E obal Search Functions Analysis

void set_Index(int) 1088 Obfuscation -
void Dispose (bool) - Encryption -
D SnakeIO
e void SaveTaget{string) - Encryption -
void SaveSnake(string) - Mo protected -
void LoadTaget({string) - Mo protected -
void LoadSnake(string) - Mo protected -
void . ctor(Snake) i Mo protected -
Total Show Functions: 79 Cancel
Figure 33

You can click the icon in the picture to open the function.

Protection Options

Protection Option setting will be different for different program, This "Protection Option" functions have
little difference for PE (local program) and .NET application due to difference of PE and .NET technology
and Gaming software based Unity3D. Developer can select and setup these "Protection Option" in actual
project.

For .NET program, following options could be set and selected:
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File/Directory

| Met_RetroSnaker.exe
Parse successfully! v Fie

QOutput File/Directory

~ Protection Options

0 Base Info ¥ Function Options

J Protection Options

Met_RetroSnaker,ssp.exe

Compression D
Name obfuscation 3
v Plug-n
v Anti 4
Anti hardware breakpaint O 5
Anti memary breakpoint O 6
Enable memory Check [} 7 10
v ds 8 Open DSProtector,
Password
Figure 34
For local program (PE), following options could be set and selected:
- [m] X

@ Virbox Protector Standalone x64 (1.4.2.3340)

File Protect Plug-in Log Setting Help

]
OpenFile  Save Selected Configuration  Save All G Prof dProjects  Protect Al
File/Directory

@ BaseInfo @ Function Options )
[ pE_Tetris.exe

Parse successuly! ™ File

Cutput File/Directory
~ Protection Options

Import Table Protection

Compression

Resource Section Encryption

Project

Protection Options

PE_Tetris.ssp.exe

For Unity3D file following options will be displayed and selected:

Copyright © 2019, Virbox, All Right Reserved.

~ Plug-n
v Anti
Anti hardware breakpoint. O
Anti memory breakpoint O
Enable memary Check O
v o ds Open DSProtector
passord
C:{Users/luyonggiang/Desktop/PE_Tetris. exe PE 32-bit}i386
Figure 35
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[v]
= =
] @ &
Open File = Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory
\/ Base Info & Function Options J Pratection Options
| Net_RetroSnaker.exs
Parse successfully! v Fie
Unity3D Qutput File/Directory ssp.Unity30
Parse successfully!
Protection Options
¥ Plug-n
v Ant
Anti hardware breakpoint O
Anti memery breakpoint O
Enable memory Check O
v ds Open DSProtector
Password
C:/Users/luyonggiang/Desktop/Unity 3D Unity3D
Figure 36

Press the "Protection Option"

1.

2.

7.

Output File: Here you can change the output file path of the protected software.

Compression: Compression means to compress the application after protection and reduce size of
application, it is also prevents static anti-compile the software application by hacker who use static
anti-compiler tools. When you select Compression: It will keep and control the size of protected
software application not too big size. Also will enhance protected software's security level after
compression; for relatively big size program this function would be obvious to make the program

smaller size.

Note: This function do not support .Net dynamic library, ARX library compression.

Name Obfuscation: Select this Option, developer can obfuscate the program file name and
transforming software program name into the pseudo code which cannot be recognized by use of
Static Anti Compiling Tools and then convert these Pseudo code into original program name when

execute the protected software.

Note: Support .Net program only, not support IIS type program.

Anti-Hack option button: you can use the following anti-hack option by clicking this button.

This is anti-debug function, including Anti-Hardware breakpoint, Anti-memory breakpoint, Enable
memory check.

Anti-Hardware breakpoint: when you use this function when you protect the software, the program
will stop execution if detect the protected software has been set the hardware breakpoint.
Anti-memory breakpoint: This function will protect your software by exit the program if the program
has been detected to be setting memory breakpoint and write breakpoint into memory.

Enable memory check: when this function enabled, the program will be terminated execution if the
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memory modification has been detected.

Note: Code Encryption and DS are conflict with "Enable Memoy Check" and may not set at same

time.

8. Ds (Plugin): Encrypts the resource section of the protected program, DS Protector is a data resource
protection tool that encrypts the data resource files of the program. When you are using this

function, you need to click the button to green.

9. Password: You can also set a password, letters and numbers are supported, but it should not be
longer than 64 characters.

10. DSProtector button: You can open DSProtector by clicking this button.

11. Import Table Protection: Developer may select this option to protect "Import table" which imported
to PE Program and encrypt this table, API list has been hidden and encrypted to enhance and

increase the security level to the PE Program, recommend developer select this option.

The Protection option of "Protect Import Table" support PE program only.

12. Resource Section Encryption: Encryption to Resource Section, select this option, Virbox Protector
Standalone will encrypt resource section of the program be protected, relate resource section will
be decrypted with valid license verification when program executed.

Note: Encrypt the resource section. Only local programs currently supported.

Status bar

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File /Directory
& Base Info &¥ Function Options J Protection Options

| | .Met_Retrosnaker.exe

Parse successfully!

File/Directory Path:  E:/Test-Program/.Net_RetroSnaker.exe
Created Time: 2018/11/12 14:13:52
Last Modified Time:  2018/11/12 14:13:53
Last Accessed Time:  2018/11/22 14:55:15

Type: NET AnyCPU|i385

| E:/Test-Program/,Net RetroSnaker, exe .NET AnyCPU [i386 |

Figure 37

In the bottom of the window is the status bar, which will show the corresponding software location, software

version, software type, and hardware type of the selected software.
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To Complete the Protection:

Click the button of "Protect Selected Project" to complete the protection process, then prompt with
"Protection Successful" means the software protection completed. Open the directory where the protected
software located, you will find the file: xxx.ssp.exe or xxx.ssp.dll will be listed in this directory. The executable
file that have ssp inside is the software application has been protected by Virbox Protector Standalone.
Rename this file name to be original file name for further evaluation or distribute this protected software in

future. Please keep the original software file in safety.
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3 The Principle of Software Protection

3.1 Protect the executable file and DLL lib.

Software Developer use Virbox Protector Standalone to protect the executable file and DLL lib, with the
functions protections Option, Protection Options, "Anti-Hacker" plug-in feature and other Protection
technology, as introduced in Chapter 2, Developer may flexible select these functions to protect the software
functions, codes, critical algorithms and evaluate the software execution performance.

B Following protection process will be implemented:

Software Protection Process

09

A

- —

iy
< X 1
|‘ v Use Virbox Protector to

Protect .exe, .DIl, etc.

1signupon [ —
Virbox Platf
Ir(soxeci:l ;:m 2 Get the Virbox Protector EI E
P Standalone Installer and

Virbox Protect:
Irhox Frotector Install the software and

Standalone) verify the license
3 Protect software

Software Developer

Figure 38

For example, you have created a python based exe executable file. When you are running this executable file,

you don’t have to build a running environment. You can use the above process to protect your software.

3.2 Protect the parse software and data resource file

Software developer use Virbox Protector Standalone and plug-in Unit (DS Protector) to protect the parse
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software and related data resource files.

Software need to build an execution environment(executable environment), for example, install a python
environment on your PC and execute the .py or .pcy file (Or execute an Mp3, Mp4 file with a media player or
run an Jar archive file, War file on an environment that have installed JDK or JRE).

=  Following protection process will be implemented:
e Use Virbox Protector Standalone to protect parse program (Java.exe, Python.exe, etc.);

e Use DS Protector to protect the Data Resources (.Jar, .class, .py, etc.);

Data Resource & software Protection Process

use DSProtector to protect
sudio/video/gaming
resources/other data resources

~

\"\
-
\ J X use Viirbox Protector
to Protect audio/video
player or Java.exe,

1. Sign up on _ fove -
Virbox Platform 2 Get the Virbox ython exe, efc
(Special for Protector Standalone EI E

Virbox Protector Installer and Install the

Standalone) software and verify the

license
3 Protect software and the

related resources

Software Developer

Figure 39

3.3 Make the protection scheme for your software

When you open the Virbox Protector Standalone, you can directly drag the windows Application to the Virbox

Protector Standalone to protect, as shown in the figure below:
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- 3 &
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File/Directory Welcome Page

Welcome to Virbox Protector !

Start
Open File
Open Directory(Only support Unity3D)

Recent Files/Directory [ =]
C:/fusers/luyonggiang/Desktop/angrybotss. 5.3.apk
C:/Users/luyonggiang/Desktop/. Net_RetroSnaker.exe
.l

Drag il here to protect!

C:/Users/luyonggiang/Desktop java. exe
Cusers/luyongaiang/Desktop/Java-test/demo-0.0. 1-SNAPSHOT-ori jar

Figure 40

You can make your dedicated protection scheme and "configure" the protection options by select following

Function Option and Protection Options as shown in below:

- B @
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Praject
File fDirectary = -
(JBaseinfo W Function Options } Protection Options
| ] .Net_RetroSnaker.exe
Parse successfully! Total Qty: 79 Total Protected: 1
Add Function
Obfuscation:0 virtualization: 0 Encrypted: 1
- P Function Name: vaid Main{)
Address: 405380
v Program
Ptortection Type: Obfuscation -
vaid Main()
Note:
Assembly Code
40538 SA289B0000 call 0x0z00009b
405393 0A Idc.i4.0
405394 15285C0000 call 0x0a00005c
405399 0A734A0000 newobj 0x0600004a
40539E 0628900000 call 0x0a00009d
4053A3 0A ret
c:Ju [Desktop/.Net | exe NET AnyCPU|i386
Figure 41

Note: You can also open the path of the executable file with “Open File” option; and use “Save” button to save
the configuration you already made for one application; after clicked the “Protect selected projects” button,

the application will be protected with your selected protection option.
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fration Save All Configuration Protect Selected Projects  Protect Al Project

() Base Info @& Function Options . Protection Options

Total Qty: 72 TotE PO

Add Function
Obfuscation:0 Virtualization: 0 Encrypted: 1
o P Function Mame: woid Main()
Address: 405380
hd Program
Ptortection Type: Obfuscation hd
m void Main()
Mote:

Assembly Code

40538E 5A2B89B0000 call 0x0a00005b
405393 0A Idc.i4.0
405394 16289C0000 call 0%0a00005¢
405399 0A734A0000 newobj 0x0600004a
4053%E 0623300000 call 0x0a00005d
405343 0A ret

Figure 42
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4 Protection Example & Use Case

4.1 Windows Application .EXE or .DLL file protection

In the example we use the setting shown as blow:

Drag the execute file you want to protect into Virbox Protector Standalone:

ol = =

OpenFile  Save Selected Configuration Save All Configuration Pr

Projects Protect Al Project

File Directory wiokome P
Welcome Page

Start
OpenFile
©pen Directory(Only support Uity 30)

Recent Files/Directory

R C:/Users/luyonggiang/Desktop/angrybotss. 5.3.2pk
C:/Users/luyongqiang/Desktop/. Net_RetroSnaker.exe
.l

C:/Users/luyongaiang/Desktop java.exe

Function Option:

Welcome to Virbox Protector!

C:/Users/luyongaiang/Desktop/Java-test/demo-0.0, 1-5MAPSHOT-ori, jar

i Users/luyonggiang/Desktop/. Net_RetroSnaker.exe

[v]
> [v]
Open File |G\oba\ Search Functions Analysis
File/Direct ~ Total Protected: 2/7%  Obfuscation: 2 Virtualization:?  Encrypted: 0
[ net. Tip: The unsupported protect mode of the functions will be known after protecting the program! Only show functions that were set the unsupported protection way
Parse s Name v Run Times Protection Type Other Kcion
A oy -3 14
Snakelabel
v Snakel0
ﬂ void SaveTaget{string) Obfuscation
void SaveSnake(string) Mo protected
e void LoadTaget(string) Encryption
© void LoadSnake(string) Encryption
e void .ctor{Snake) 1 Encryption
G Point Convert(string) - Encryption
Snake v
Total Show Functions: 73 Cancel Ok

.NET AnyCPUi336

Figure 43

Copyright © 2019, Virbox, All Right Reserved.

Page 36 | 63




VIirRa30X

Protection Option:

@ Virbox Protector Standalone x64 (1.4.2.9340) - O ®
File Protect Plug-in log Sefting Help
- 63 £
OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory = =
\&/ Base Info W Function Options J Protection Options
| ] .Met_RetroSnaker.exe
Parse successfully! v Fie
Output File/Directory Met_RetroSnaker,ssp.exe .
~ Protection Options
Compression D
Name obfuscation
~ Plug-n
v Ant
Anti hardware breakpoint ]
Anti memory breakpoint O
Enable memary Check O
v ds Open DSProtector
Password
C:/Users/luyonggiang/Desktop/.Net_RetroSnaker.exe .NET AnyCPU[i386
Figure 44

You can select the corresponding protection option according to the introduction of the function.

Then click “Protect all project” button to complete protection

@ Virbox Protector Standalone x64 (1.4.2.9340)

File Protect Plug-in Log Setting Help

ek Ee B

OpenFile  Save Selected Configuration Save All Configuration Protect Selected Projects | Protect All Project

File/Directory = )
&) Base Info \4¥ Function Options J Protection Options
| | .Met_RetroSnaker,exe
Parse successfuly! ¥ File
Output File/Directory .Net_RetroSnaker.ssp.exe wee

¥ Protection Options

Compression O
Name obfuscation
¥ Plug-in
v Ant
Anti hardware breakpaint (]
Anti memory breakpoint O
Enable memory Check O
v ds Open DSProtector
Password
C:Users luyonggiang,Desktop/.Net_RetroSnaker. exe NET AnyCPU[i386
Figure 45

After Protection 2 more file will be created, .Net.exe.ssp and .Net.ssp.exe

.Net.exe.ssp is the configuration file that can be used to protect the data resources. If you do not need to

protect the data resources like picture, video, Java archive file, you can delete this configuration file.
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.Net.ssp.exe is the file after protection, please noted that the name of this file is different from the original

file. You need to modify it to be the original one then you can distribute this file to software user. Because
maybe an un-matched name would cause error.

[Note: Not all functions module can be listed in this panel.

1.  The function module which program size less than 15 bytes will not be listed.

2. Some unconventional function modules are not listed ('., '<', '>', '@", "', '?', etc.) exist in the

name.
3.  There are little difference between managed code and unmanaged code in the function list
For managed code: the function name would be” Namespace + Class name + Function name”

The unmanaged code: Function name is the va value of the function.

After protection you can start to test the protection result before distribute the protected application to the
software user.

4.2 Java program, Jar archive, War archive Protection (Resources Protection)

Introduction

Java program support cross platform operation which rely on the java execute in the Virtual machine
environment as intermediate code, so the de-compilation to java code is much easier to implement than other
languages. And the decompiled code is almost compatible with the source code after optimized. In order to
against de-compilation tools and protect software copyright & intellectual property, the Java Obfuscator was

developed and introduced.

But the functionality of the Java obfuscator is obfuscate the compiled code, and makes the decompiled code
difficulty to understand. The result by using java obfuscator is increasing the difficulty of reverse engineering.
For the people who familiar to use the de-compilation tool. It is almost transparent. In addition, due to the
multiple mappings in Java programs, the compatibility of most obfuscation tools is quite limited.

Following is an example to protect a Java program.

Usually, java project stored and saved in the //webapps directory, please start up the tomcat service and check

if it start as usually, then the war archive will unzip a directory with same name of war archive name.
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webapps
share Wiew
> ThisPC » Local Disk (C:) » Program Files » Apache Software Foundation » Tomcat853 » webapps v
~
ds *n MName ~  Date modified Type Size
i ’ docs §/20/2019 11:07 AM  File folder
- manager 6/20/2019 11:07 AM  File folder
Document ROOT 6/20/2019 11:07 AM  File folder
E L War-folder 6/20/2019 11:11 AM  File folder
U-3
Festeem
Figure 46
Startup tomcat service
ncatd Name Description Status Startup Type Log On Az
-&}:Adive)( Installer {AxInst5V) Provides Us... Manual Local Syste...
-.'.‘-"?:AHS Service Running  Automatic Local Syste...
AllJoyn Router Service Routes Alllo.. Manual (Trig...  Local Service
Apache Tomcat 9.0 Tomcatd Apache To... Manual Local Syste...
Gk App Readiness Gets apps re.. Manual Local Syste...
:;r ) -\.T;;?;Appllcatlnn Identity Determines ... Manual (Trig...  Local Service
-\S;?;Appllcatlnn Information Facilitatest.. Running  Manual (Trig...  Local Syste...
Q:Applicatinn Layer Gateway Service Provides su... Manual Local Service
-\S,;?:Appli(atinn Management Processes in... Manual Local Syste...
-,.'.'"I?:App)( Deployment Service (AppXSV(C) Provides inf... Manual Local Syste...
-.‘.‘-"?:AthamsSvc Running  Automatic Local Syste...
-.‘.E};Ba(kground Intelligent Transfer Service Transfers fil..  Running  Automatic (D.. Local Syste...
Q'-Ba(kground Tasks Infrastructure Service Windows in.. Running  Automatic Local Syste...
Figure 47

Find the interpreter
Open the task manager when startup the tomcat service and find the jvm file which associated with current
project. Open the directory and find correspondent program and protect the program, see picture show as

below.
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Find the “Java.exe” program installed on your machine, which located under the JDK installation directory.

‘:\;J o D
File Options  View
Processes  Performance App history Startup Users Details Services
10% 82% ~ 21% 0%
Name %5 Apache Tomcat 8.5 Tomcatd Properties X | Disk Network
G Google Chreme General LogOn Logging Java  Startup Shutdown OME/s 0 Mbps
€ Google Chrome 0MB/s 0 Mbps
€ Google Chrome Java Virtual Machine: 0O MB/s 0 Mbps
B Foxit Reader 9.2 (32 bit) ‘C:\Program Files\Javaljre1.8.0_131\bin\serverijvm.dll | OMB/s 0 Mbps
Java Cl th:
€ Google Chrome ave Hasspa 0MB/s 0 Mbps
‘C:\Prngram Files\Apache Software FoundationTomcat &. E\hin\bnnish'ap.|
Service Host: DCOM Server Process Launc... 0MB/s 0 Mbps
Java Options:
G Google Chrome -Deatalina.home=C:\Program Files\Apache Software Foundation\Tor A OMB/s 0 Mbps
-Deataling.base =C:\Program Files\Apache Software FoundationiTom:
€ Google Chrome -Djava.io.tmpdir=C:\Program Files\Apache Software Foundation{Tor OMB/s 0 Mbps
-Djava.utl.logging. manager =org.apache . juli. ClassLoaderLogManage
€ Google Chrome hd 0MB/s 0 Mbps
€ Google Chrome Iritial memory pool: e 0MB/s 0 Mbps
Maxi I: MB
€ Google Chrome aximum memory pool: | 255 0MB/s 0 Mbps
e —
€ Google Chrome 0MB/s 0 Mbps
€ Google Chrome Cancel Apply 0MB/s 0 Mbps
€ Google Chrome 0.1% 30.2 MB 0MB/s 0 Mbps
-
Fewer details End task
Figure 48

nis PC » Local Disk (C:) » ProgramFiles » Java » jdk1.80.131 » hin ~ | @ Sea|
~

MName Date modified Type Size
[ appletviewer.exe 11772019 1:42 PM Application 16 KB
[#] extcheck.exe Application 17 KB
[5] idlj.exe Application 17 KB
[=] jabswitch.exe Application 34 KB
[] jar.exe A2 PM Application 16 KB
iarsi 11772019 1.4 P Lpplication 17 KR
| £ java.exe 117/20191:42PM Application 203 KB
T RSt rppriremtieT R
[ javadoc.exe 1/17/20191:42PM Application 17KB
[#] javafxpackager.exe 5142 PM Application 131KB
[] javah.exe A2 PM Application 16 KB
[=] javap.exe 42 PM Application 16 KB
[:] javapackager.exe A2 PM Application 131KB
[ java-rmi.exe A2 PM Application 16 KB
| £ javaw.exe 42 PM Application 203 KB
| £ javaws.exe A2 PM Application 312KB
[ jemd.exe 42 PM Application 16 KB
L [olirnnecal 1/17/7010 1.7 DhA Annlicatinn 17 KR

Figure 49

Create a folder for the “Java.exe”, which is to avoid having influence on the original java environment

Open the “Java.exe” file with Virbox Protector Standalone.
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@ Virbox Protector Standalone x64 (1.4.2:9340)
File Protect Plug-in Log Setting Help

= @ B

OpenFile  Save Selected Configuration  Save All Configuration  Pr

Projects  Protect All Project

File/Directory wWekcome P
welcome Page

Welcome to Virbox Protector !

Start
Open File
Open Directery (Orly support Unity30)

Drag fie here to protect
Recent Files/Directory
Net_RetroSnaker.exe
Unity3D
C:/Users luyonggiang /Desktop fangr ybots5.5. 3.apk
hid.di
CijUsersluyongaiang/Desktop fiava.exe

Figure 50

@ Virbox Protector Standalone x64 (1.4.2.9340)

File Protect Plug-in Log

L £ )

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

Setting  Help

File/Directory

D Base Info 5 Function Options J Protection Options
|| java.exe
Qutput File/Directory

Parse successfully! Java.ssp.exe

¥ Protection Options
Import Table Protection

Compression

Resource Section Encryption
~ Plug-n
Anti
Anti hardware breakpoint [}
Anti memory breakpoint O
Enable memory Check

v ods

Password

C:/Users/luyonggiang/Desktop fiava.exe

Open DSProtector

PE 64-bitjamda+

Figure 51

Open the ds protection button which will be used to protect the Jar archive file.

After protection, you can get 3 file.
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Application Toals Otectio
Share View Manage
» Java-Protection v O Se
~
- MName Date modified Type Size
| £ java.ssp.exe Application 203 KB
| £ java.exe 17 Application 203 KB
| | java.exessp 1/17/2019 1:47 PM S5P File 1 KB
nts
ds
ko (C)
k (D)
k (E3)
Figure 52

“Java.exe” is the original file without protection
“java.exe.ssp” is the resources protection configuration file, you would need to use this file for

the .War, Jar, .Xml file protection.

“java.ssp.exe” is the protected Java.exe file, this file can parse the protected .War, .Jar, .Xml file.

Before release the software, please modify the “java.ssp.exe” to be “java.exe” and copy the file to the original

folder and make sure a same name as before.

4.2.1 Protect the .Jar archive.

Please note: this function is only supported on windows version Virbox Protector Standalone, Linux or Mac

version is not supported.

Open the DSProtector by clicking the button “Open DSProtector”
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@ Virbox Protector Standalone x64 (1.4.2.9340) — [m] X
File Protect Plug-in Log Setting Help

] 2 B @ v

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File /Directory
(2 Base Info Function Optiory ) Protection Options
[ javaexe
Parse successfully! v Fie
Output File/Directory java.ssp.exe |

¥ Protection Options

Import Table Protection
Compression
Resource Section Encryption
¥ Plugin
~ Anti
Anti hardware breakpoint O
Anti memory breakpoint O
Enable memory Check O
v ds [ @] open DsProtector
password
C:/Usersluyonggiang Desktopjava.exe PE 64-bit|amd64
Figure 53
\/ DSProtector =-0
Config file(*.ssp) ‘ Browser ‘
| ada | [ adapic | | Remove || Removeau |
Resource List
0%
| potea | | et |
Figure 54

“s

For the “Config file (*.ssp)’field, please choose the “java.exe.ssp” file you created in lase step.
For the Resource List area, you can directly drag in the “xxx.jar” file, in this document we use the
“demo-0.0.1-SNAPSHOT.jar"file as an example.

Then click “Protect”, the file would be protected.
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V DsProtector

Config file(*.ssp)

Add Add Dir Remove Remove All

Resource List

sktop

wnloads

cuments

tures
TETEHE] 5
3

sk
pEETH
Diive

PC

sktop

cuments
wnloads 0%

tures Protect Exit

cal Disk (C) I
cal Disk (D)
cal Disk (E) -

Figure 55

In this example, it is showing protect success.

After protection name of the original unprotected file will become a file that in bak format. The protected file
name will be the original file name.

When you completed the protection of software on your side, you can distributed the protected file to the

software user.

4.3 Unity 3D Program Protection

Why we need to protect the Gaming program based on Unity3D engine?
4.3.1 Introduction

The Unity 3D program mainly uses the C# and open source mono to execute the code logic and algorithm. All
of the code is not compiled into the exe file and located at
{APPR\build\game_Data\Managed\Assembly-CSharp.dll (note that the program with Unity-2017 is slightly
different).

And the mono execution is compatible with the Microsoft .NET Framework but the execution principle is
completely different. The traditional protection to .NET Framework will be invalid to protect the mono
execution. Since Assembly-CSharp.dll is neither a dynamic library in PE format nor a dynamic library in .NET, it
cannot be loaded from the .NET Framework. Instead, the mono.dll read the C# script inside of

Assembly-CSharp.dll from mono.dll. Parse it and execute the program.

If you protect the Unity3D program with tradition software protection tool, it would not protect the main code
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source. But Virbox Protector Standalone can not only protect the source code, but also would protect your

resources (.resS). To protect your copyright and IP.

4.3.2 Protection Principle Overview

Virbox Protector Standalone protects the whole source directory of the Unity3D program with Virbox
Protector Standalone, for the resource file, Virbox Protector Standalone will use DS Protector to protect it. In

this way to protect your software main source code from being decompiled. And prevent your resources (.resS)

from being extracted illegally. To protect the copyright and IP of the software developer.

4.3.3 Source code Protection

Drag the whole directory to the Virbox Protector Standalone

@ Virbox Protector Standalone x64 (1.4.2.9340)
File Protect Plug-in Log Setting Help
] B

OpenFile  Save Selected C: save All C Protect Selected Projects  Protect Al Project

Fil tor
ile/Directory Welcome Page

Welcome to Virbox Protector!

Start
OpenfFile
Open Directory(Only support Unity3D)

Recent Files/Directory
Drag file here to protact!
java.exe
Net_Retrosnaker exe
Unity3D
€ fUsers/luyonggiang/Desktop/angrybotss. 5.3.apk
hid.dll

:/Users uyonggiang Desktop iava. exe

Figure 56
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[v]
— G B
OpenFile  Save Selected Configuration Save All Configuration  Protect Selected Projects  Protect All Project
File/Directory
L&) Base Info ¥ Function Options Protection Options
Unity3D
Parse successfully! v Fie
Qutput File/Directory s8p. Unity3D
Protection Options
~ Plugin
v Anti
Anti hardware breakpoint O
Anti memory breakpaint O
Enable memory Check O
v ds Open DSProtector
Password
C: JUsers luyonagiang/Desktop/Unity3D Unity3D
Figure 57

For the configuration of “functions to be protected”, we do not need to set, Virbox Protector Standalone will
protect all of the functions in “mono.dIl”, “Assembly-CSharp.dll” and “Assembly-CSharp-firstpass.dll”.

For the configuration “Protection Option”, no need to set, if you do not want to protect your gaming
resources.

After protection, Virbox Protector Standalone will generate a new folder, same directory with the original
folder named ssp.xxx (xxx is the original directory name), like the picture showing.

Two more files would be generated:

R K

Unity3D-Te... ssp.Unity3..

Figure 58
And it will remind you protection successful.
“Unity3D-Test.ssp” is the configuration file you may need to use for resources protection.

“ssp.Unity3D-Test” folder is the Unity3D program after protection, you can distribute this file to the software

user.

4.3.4 Resources protection

For Unity3D resource protection, you need to:
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1. Protect the whole directory with Virbox Protector Standalone

2. Protect the resources file with DSProtector. Before protection with DSProtector you need to import the “ssp”

file
Blow will explain the detail steps:

Drag the whole directory to the Virbox Protector Standalone.

@ Virbox Protector Standalone x64 (1.4.2.9340)

File Protect Plug-in Log Setting Help

(o Es &)

OpenFile ~ Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File /Directory Welcome Page

Welcome to Virbox Protector!

Start
Open File
Open Directory(Only support Unity3D)

Recent Files/Directory
Drag file here to protect!
Unity3D
java.exe
\Net_RetroSnaker.exe
C:fUsers luyongqiang/Desktop/angrybots5.5.3.apk
hid.dil

C:/Users/luyonggiang/Desktop/Unity3D

Figure 59

Unity3D

- 3 e
OpenFile  Save Selected Configuration Save All Configuration  Protect Selected Projects  Protect All Project

File/Directory _ _
& Base Info ¥ Function Options J Protection Options

Unity3D

Parse successfully! Vv File

Qutput File/Directory ssp, Unity3D

Protection Options

¥ Plug-in
v Ant
Anti hardware brezkpoint |
Anti memory breakpoint |
Enable memory Check O
~ ds
Password

C:/Users luyonggiang,Desktop Unity 30

Open DSProtector

Unity3D

Figure 60
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For the configuration of “functions Option”, we do not need to set, Virbox Protector Standalone will protect all

of the functions in “mono.dll”, “Assembly-CSharp.dll” and “Assembly-CSharp-firstpass.dil”.

For the configuration “Protection Option”, you need to open the “ds” button, like the picture showing.

o Virbox Protector Standalone x64 (1.4.2.9340)

File Protect Plug-in Log Setting Help
— =i
v te te
OpenFile = Save Selected Configuration  Save All Configuration  Protect Selected Projects  Protect All Project

File/Directory -
1) Base Info W¥ Function Options Protection Options
Unity3D
Parse successfully! v File
Qutput File/Directory ssp.Unity3D ses
Protection Options
~ Plug-in
Vv Anti

Anti hardware breakpoint
Anti memory breakpoint

Enable memory Check
Open DSProtector

<

Password

Unity30

C:fUsers luyonggiang /Desktop,/Unity3D

Figure 61

Note: When you are setting the Virbox Protector Standalone, you need to open the “ds” button.

After protection, Virbox Protector Standalone will generate a new directory, same directory with the original

directory named ssp.xxx (xxx is the original directory name).

<

Unity3D-Te... ssp.Unity3

Figure 62

Next we will protect the resource file with DSprotector.
You have two way to Open DSProtector,

1. Click the button “Open DSProtector” to open DSProtector.
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- B S & %

OpenFile  Save Selected Configuration  Save All Configuration  Protect Selectad Projects  Protect All Project

FileDirectory
(D Basenfo @ Function Options
Unity3D
Parse successfilly! v Fie
Output File Directory ssp.Unity3D

Protection Options

~ Plugn
v Anti
Anti hardware breakpoint O
Anti memory breakpoint O
Enable memory Check O
v ds «©
password
C:/Users luyonggiang /Desktop/Unity30 Urity3D
Figure 63
2. Also, you can open DSProtector in this installation path.
= | Application Tools  bin
+ > ThisPC » Local Disk (C:) » Program Files (x86) » senseshield > ss_.dev » Tools » VirboxProtect » bin v @ | Searchbin
s Quick access ErreTrroditredt TP g
[ Desktop + lang File folder
& Downloads # [Z] analysis32.dll Application extens... 336 KB
) Documents # [] anatysissa.din Application extens... 364 KB
- D changelog.tet Text Document 11KB
&= Pictures - . .
= coofigxml ML Document 1KB
desk DSProtector.exe Application 1,804 KB
4-Fhdocum: it eSO PR e
HERFH [ Ivrm.exe 1/9/2019 306 PM  Application 7,868 KB
HETRRRHIEE [2] scl_dev.d Application extens, 5,262 KB
Oned D sjt32.dll Application extens...
&R Onelrive [Z] sjtsa.dit Application extens..
I This PC virboxprotector.exe Application
[ Desktop [ virboxprotector_con.exe Application
Documents [%] zip.dn Application extens...
J Downloads
D Music
=] Pictures
8 Videos

Figure 64

Choose the “Unity3D-Test.ssp” file you generated last step, and drag in the resources (.resS).
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V DSProtector

Browse
Add Add Dir Remove Remove All
Resource List
* Managed
. Mono
) i Resources
. globalgamemanagers
globalgamemanagers.assets
ek leveld
document-pictu output log.txt
& Virbox file sharedassetsl.assets
REFER sharedassetsd) ssset.resS
@ OneDrive. b2
8 ThisPC
= Protect Exit
esktop

Documents
& Dounloss
B usc

= Pictures o
3 items

Figure 65
\/ DSProtector = - 0 X
Config file(*.ssp) CA\Users\luyonggiang\Desktop\Unity3D-Test.ssp | Browse ‘
| add | | AddDir | | Remove | | Removeal |
Resource List

C:\Users\luyonggiang\Desktop\ssp.Unity3D-Test\jlamigou_Test Data\sharedassets0.assets.resS

Message X

Encryption success!

‘ Protect ‘ ‘ Exit ‘

Figure 66

Click “Protect”, to protect the resources file.
Till now the Unity3D file protection have been completed, this software can be used for further testing or

distributed to software user later.

4.4 Android Unity3D software protection

1. Drag the apk of Android Unity3D in to the Virbox Protector Standalone, after protection a new file named
xxx.ssp.apk would be created, Virbox Protector Standalone will protect the “libmono.so” and
“Assembly-CSharp.dlIl”.

Before protection:
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angrybotss5.5:
3:apk.

Figure 67

The un-protected file is named “angrybots5.5.3.apk”

After protection:

angrybots...langrybotss..langrybots.54
3:55p:apkily

Figure 68

After protection,

“angrybots5.5.3.ssp.apk” is the file after protection. This could be released to software user.
“angrybots5.5.3.apk.ssp” is the configuration file. If you want to protect the data resources you need to use
this file or this file can be deleted.

“angrybots5.5.3.apk” is the unprotected file. You can’t release this file.

4.5 Software based on python protection process

Source code protection

= Python.exe (parse) file based on python protection, the detail steps are same with Windows

Application, please refer the steps above.

Resource Protection
=  For resources protection, protect the python.exe with Virbox Protector Standalone first, and then

protect the .pyc and .py file with DSProtector.
In this example, after protection, you will get 3 file

“python.exe.ssp” is the configuration file, and when you are protecting the .py and .pyc file, you would need
this file.

“ssp.python.exe” is the python.exe file after protection, you need to use this file to parse the protected .py
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and .pyc file. (The .py and .pyc file need to run with the ssp.python.exe file). When you run the protected .py

and .pyc file.
Please modify the python.ssp.exe to be python.exe, in order not to influence the python environment.

“python.exe” is the file before protection.

» python-test v O Search python-tes
() Name Date modified Type Size
B python.exe 1 Application 99 KB
] python.exe.ssp 1 SSP File TKB
® python.ssp.exe 1/21/201911:55 AM  Application 772 KB
pictu
Figure 69

Open the DSProtector for .pcy and .py file protection,

V' DsProtector

Config file(*.ssp) Browse

Add Dir Remove Remove All

Resource List

Figure 70

Choose the ssp configuration file created last step when you are protecting “python.exe”

Drag in the .py and .pyc file,

Click “Protect”, it is showing “protect success”

The protected file name will use the original name, and the unprotected file will be in bak file format.

Till now the protection of python resources file has been completed, and please release the protected file to

the customer.
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4.6 Protect software in command line

1. Open com window in the start menu.
2. Input: Virbox Protector_com.exe path+ Virbox Protector_con.exe /?

This command can get the help info.

Command line help info:
VirboxProtector_con <filename> [-o0 output]
-ooutput:  output file name.

-7 show help information.

Figure 71

When you use the command without dongle, it will have this error report:

d, error code
Uriknown error

D:

Figure 72

Plugin the dongle with license, you can complete protection.
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ng PE _Tetris

FE_Tetris

Figure 73
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5 SDK label

This function is to locate the important function that need to be protected. When the program is written by
C++ language, and you want to find the important function to protect. But only the address of the function
would be shown. So this label will help you find the function you want to protect, and no need to find the

function in thousands lines of code.

5.1 protect software by programming

Till now Virbox Protector Standalone supports to add those kind of label to the function:
VBProtectBegin: normal protection

VBVirtualizeBegin: Virtualization protection

VBMutateBegin: obfuscation protection

VBSnippetBegin: Code snippet protection

VBProtectDecrypt: License encryption and decryption function

Following is the guideline to use this function:

1. SDKcan only be loaded statically and not supported to load dynamic link lib;

2. The parameter that imported by VBProtectBegin, VBVirtualizeBegin, VBSnippetBegin,
VBMutateBegin can't be shared with other functions.

3.  You need to make sure the imported parameter to be ASCII code, then the right function name
would be shown, or it will show messy code.

4.  Every begin will need to match an end, they need to use in pair, and only one pair is allowed in
one function.

5. If the protection type in the label do not match with the protection type in Virbox Protector
Standalone, the system will use the type of Virbox Protector Standalone

6. The code in between the Begin and End is better to more than 3 lines. To make sure the
protected code be show correctly in the GUI of Virbox Protector Standalone.

7.  SDK provides 32bit and 64bit dll, you do need to use the lib accordingly.

8.  Not support Java, Unity3D.

9. Begin/end do not support nesting.

10. VBProtectDecrypt, the length of the encrypted string or buffer should be multi times of 16, i.e.:
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char g_test_string[16] = {"test_decrypt"};

11. VBProtectDecrypt, the input buffer and output buffer can’t be the same buffer.
12. VBProtectDecrypt, the buffer of input need to be out of the function, which means is a global
variable. For detail how to use, please refer demo.

13. .Net program, is not supported by VBProtectDecrypt.

5.2 How to encrypt and decrypt the string by SDK

1.  The encrypted string need to be a constant value.
2.  VBDecryptData can be used to encrypt and decrypt the data, but the length and the data should
be constant value.
3.  The following type of string is supported:
=  String encryption:
VBDecryptStringA("test_string");
= Local static variable:
static const char g_string[] = "test_string";
=  global variable:
char g_test_string[] = "test_string";
const char g_test_string[] = "test_string";

static const char g_test_string[] = "test_string";

Copyright © 2019, Virbox, All Right Reserved. Page 56 | 63



VIiRa80X

6 Note

Note:

You can’t use Virbox Protector Standalone to protect the protected software, any protected software
can’t be protected by Virbox Protector Standalone or third party Wrap tools to protect again.

The protected .Net program only support Microsoft standard running lib, do not support third party
running lib

When you are protecting the command line to protect your software, the configuration file of the
objective file should be exist.

When you have used GetField("name", bindingAttr) in your program to be protected, if you use the
obfuscation when protect software, the software may fail to run, and you need to remove the
obfuscation protection.

SDK label do not support the managed program that contain local source code.

You may fail to protect the software with code snippet, this is because the too short instruction of the
snippet code, maybe jump, and it can’t be code ported.

The name of the software after protection will change, please modify to be the original name. Maybe
this will make the program can’t be started.

The ARX plugin of AutoCAD can only select “remote desk service dialog message box”, and now only
support win7 and server2008 or above version.

If your Java program is based on spring framework, please use DSProtector to protect your program.
Link is not supported by the program after compression

Anti-varus AVAST may cause the start failed of the protected program, it will kill the thread of the
thread of the protected software.

Program with strong signature is not supported

Anti-debug and code encryption & anti-memory break point is not supported at same time.

DS plugin & Anti memory breakpoint is not supported at same time.
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7 FAQ

7.1 What is the difference between the soft license version and dongle version?

For Virbox Protector Standalone with soft license mode: Only one device can use the license at one time, and
you can use the license on up to 5 devices.
For Virbox Protector Standalone Dongle license mode: In addition to the software, you will also get a dongle

that have license. You need to insert the dongle to the machine, and without device number limitation.

7.2 What is the difference between the trial version and standard version?

For a Trial version, you can only protect 5 of your functions to protect and evaluation.

If you want to protect more than 5 functions, the software will have prompt to remind you to buy a standard
version.

When you run the protected software it will have the message pop up says:” This application is protected with
unregistered version of Virbox Protector Standalone”.

The protected Software program can be protected within 7 days for your internal testing and evaluation. You
can extend the trial license if you can’t complete testing within 7 days.

The trial version Virbox Protector Standalone will be expired after 30 days or 100 times usage.

For standard version, you can protect your functions without above limitation.

7.3 How to generate a map file?

1.1 Generate BCB Program Map, Project settings as shown below.
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88 C++Builder 6 - Project2

Tl S Skl Sl

Fle Edit Search View

Broject JAM Componert Database Tools Window Help | [<are> KK i‘

DE-3 F%

& Add to Project.

FEEEEE

Object TreeView

Remove from Project.
] Import Type Library...
E# Add to Repository...
View Source

PRI

Languages
Edit Option Source.

Fomil

Object Inspector

Export Makefile,

Shift+F11 in32] Sustem | Data Access | Data Contiols | dbExoress | DataSnao | BDE | ADO | InterBase | wiebSen

. AR g o BEe" B g

5 Add New Project.
2 Add Existing Project..

[ Compile Unit

Ch Make Project2
Build Project2

Alt+FO
Cirl+F2

2 Make Al Projects

% Build All Projects

@
5
B options...

Shift+ Ctrl+F11

Figure 74

Project Options for Projectl.exe

il

Wersian Info |
App

Fomz |

Packages |
lication

Tasm | CORBA | CodeGuard
I Compiler | Advanced Compiler I C++
Advanced Linker I

Directories/Conditionals

Pazcal
r Linking —1—
[¥ Create debug information
¥ Use dynamic BTL
I~ Use debug lbraries
[T Generate impart library
™ Generate lib file
[¥ Don't generate state files

b 2w girors: IEI j

 Warnings

Al

i+ Selected Wwarnings
 PE file options

Min stack size: IUMUUUUZDDD
Max stack size: IU:«Dm oooao
Min heap size: |0x00001000

M ax heap size: IU:«Dm oooao

~ Map file
 0ff Image baze: IUMUU4UDDDD
" Segmentz 2
* Publics Subsystem major. |4 j
" Detalled Subsal R 0 =l
ubsystem minor =i
[~ Default oK I Cancel | Help |

Figure 75

1.2 Generate vc program map, project settings as shown below.

Workspace 'tesie

A Eile Edit View Ins Project Build Tools Window Help
B |E’* =] | % é Set Active Project 3
Add To Project »
[Globals) =l
Dependencies...

Settings... Alk+F7

Export Makefile...

EI test files
43 Source Files
T

Insert Project into Workspace...

Figure 76
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Project Settings

- (2 fomi]

8

ngs For:

Win32 Debug -

General | Debug | C,IC+J+- Resources | Bi [1]3]
Category: |General - Reset

Output file name:

IDEhugﬂes(.exe

Objectlibrary modules:
IkErl‘IE|3Z.|ih user32.lib gdi32.lib winspool.lib comdlig32.lib

I» Generate debug infd I Ignore all default libraries

i3 m

¥ Linkincr lly

pfile
I~ Enable profiling

Project Options:

kernel32.lib user32.lib gdi32.lib winspool.lib
comdlg32.lib advapi3d2.lib shell32.lib ole32.lib [
oleaut32.lib uuid.lib odbc32.lib odbcep32.lib

1 [l

0K | Cancel
Figure 77
1.3 Generate VS program map, project settings as shown below.
w testl - Microsoft Visual Studio (Administrator)
.
FILE EDIT VIEW [ PROJECT TLD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP
‘{ﬁ-e % Add Cla @Hp 1=} ‘ | s
. g#  Class Wizard... Ctrl+Shift+X
tdz e
Bl T Add Newltem. Culsshiften | obal Scope)
1 =#: %7 Add Existing Item... Shift+Alt+A
2 | #: Exclude From Project
3 |#: [ Show All Files
4 Ev( Rescan Solution
5 { £} Set as StartUp Project
I # Manage NuGet Packages...
7 }I & testl Properties... I 2
o
Figure 78
testl Property Pages M
Configuration: | Active(Debug) « | Platform: |Active(Win32) V] l Configuration Manager... I
| Common Properties - Generate Debug Info Yes (/DEBUG)
I‘ Configuration Pmper‘tiesl Generate Program Database File $(QutDir)$(TargetName).pdb
General Strip Private Symbols
Debugging Generate Map File Yes (,’MAF)
VC++ Directories  |= Map File Name $(TargetName).map
b C/C++ [ Map Exports Yes (/MAPINFO:EXPORTS)
4 = T 4
[
il General
Input =
Manifest File
Debugging
ystem
Optimization
Embedded IDL Generate Debug Info
Windows Metada ~ | | The /DEBUG option creates debugging information for the .exe file or DLL.
] m | 3

Figure 79

1.4 Generate Delphi program map, project settings as shown below.
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Projectl - Delphi ni
Fle Edit Search View Refactor Erojecl] Bun Component Tools
HMEE Y 3-8 | @b (@] Add to Project.. Shift+F11
Q Structure &1 Remove from Project... "
| ﬁ‘ﬂ Add to Repository... -
] Farm1 Languages 3
View Source
A Add New Project..
25 Add Existing Project...
.@ QA Metrics...
T OA Audits...
Eﬂ] Eormat Project Sources..
Modeling Support.
22 Compile Projectl Ctrl+F9
& Build Projectl  Shift+Fg
[ Syntax Check Projectl
@ Information for Projectl
=F Compile All Projects
Eg: Build All Projects -
Resources and Images... &
A& Object Inspector Dependencies...
Forml TForml Project Page Options...
Properties | Events - Deployment
>|A:hon Z EY Options... Shift+Ctrl+F11
Hual ambeal
Figure 80
>
{i* Project Options for Projectl.exe (Win32 - Debug) ﬁ
4 - Delphi Compiler
: Debug configuration -32- ~ | 0 v
Compiing 1 Target: ebug configuration - Apply Save
Hints and Warnings
Debug information true
EXE Description
4 Resource Compiler f;:e;a;:;;onsole application Eoi’:ésoe
- Directories and Conditionals . 2
Build Events
e ven ap file
Forms
: - @i iZe pUEEEYS
4 - Application o 2
arance Minimum Stack Size 16334
R Output resource string .drc file ||| false
i~ Version Info i S
: Place debug information in separz|_| false
s Set base address for relocatable 10
‘- Runtime Packages

Set extra PE Header flags

0

4 D_ebugger
i-- Symbol Tables
Environment Block

Set extra PE Header optional flag|0
Set OS Version fields in PE Headel 5.0

Set Subsystem Version fields in PE5.0
Set User Version fields in PE Head 0.0

HEHEEHHEBHB

| [ cancl | [ Heb

Figure 81

1.5 Generate a map of the vb6.0 program.

Add a "LINK" value to the system environment variable. The value is "/MAP". Restart the computer. This

compiles and generates the exe program. The map file will not be automatically deleted, but will be retained.
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=
Contri User variables for yaowb
I Variable Value
& Device
| OneDrive CA\Usersiyaowb\OneDrive
@ Remol | oy X ppData\LocalMicr
& ssten | Teme Ci\Userstyaowb\AppData\ Local Temp

| & Adval ey System Varicble

~ & | Search Control Panel o

am Windows10

Variable name: [k |
Variablevalue: [/MAR] ]
Browse Directory... Browse File.. Cancel
Variable Value
Comspec CAWINDOWS\systema2\cmd.exe & Chenge setings
DriverData CAWindows\System32\Drivers\Drivegbata
NUMEER_OF PROCESSORS 4
s Windows_NT
Path CAWINDOWS\system32CAWINFOWS; CAWINDOWS\System3z\Wh..
PATHEXT COM: EXE: BAT; CMD: VBS: VB J5 JSE: WSF: WSH: MSC
PROCESSOR ARCHITECTURE AMDSL v
Edit.. Delete ictivate Windows
| seeay oK Cancel
Securil,
Figure 82

No matter which software area you come from, we have experts who understand the special challenges you
are facing in your industry. We will help you solve those problem with what we have. And we have helped
thousands of software enterprises from different industry to Protected the software and helped them

realized software monetization. And we have established special Internet sales model and deeper customer

relationships with our customer. We can also do this for you.
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